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Abstract Because of its advantages in solving complex problems, especially in the NP problem, the swarm intelligence
algorithms has been put forward, and it is concerned widely. Inspired by animal behavior, lots of meta-heuristic algorithms
has been designed include ant colony, particle swarm, bees swarm, artificial fish swarm and so on. At the same time, these
algorithms have been widely used in financial management, transportation, information science, aerospace engineering,
navigation field and other engineering fields. This paper will focus on the potential application of swarm intelligence algo-
rithms in cyber space security. Firstly, several typical swarm intelligence algorithms are briefly reviewed. Then, their po-
tential applications were analyzed in cryptography and network intrusion detection and other branches. Some basic prob-
lems of network space security can be solved by using the help of these algorithms, especially those related to complex
systems.
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