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Abstract Cyber Range has become a very important means to support tasks such as network security technology valida-
tion, network weapon testing, training of network attack and defense, and network risk assessment etc. In this survey, we
first give an overview of the current research works in the field of Cyber Range, including both domestic and international
contributions; secondly, state-of-the-art techniques of Cyber Range is described, including large-scale network simulation,
network traffic/service and user behavior simulation, acquisition and analysis of testing data, and system security and

management etc.; finally, we concluded the paper by discussing the challenges and trends of Cyber Range.
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