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Abstract In recent years, both academia and industry have tried to develop innovative defense technologies, since exist-
ing defense technologies are difficult to deal with the attacks employing unknown security flaws or backdoors. Starting
from analyzing the root causes of security problems in cyberspace, that is, 1) security flaws (holes and the back doors) in
information systems are universal; 2) current cyberspace elements are static and homogeneous, as a result, the security
flaws can be widely adopted; 3) existing techniques are difficult to check and remove security flaws. Due to this, professor
Wau Jiangxing proposed a novel defense framework, namely cyberspace mimic defense (CMD), to defense network attacks
employing unknown security flaws by introducing dynamical dissimilarity redundancy mechanism (DHR: dynamical het-
erogeneous redundant). DHR constructs several functionally equivalent variants for the meta function to be protected, dy-
namically schedules several variants to run in parallel to block the attacking process. At the same time, it uses multimode
decision mechanism to decide which outputs of the running variants are correct and whether attacks have occurred. This
paper mainly focuses on the evaluation issue of DHR, and analyzes its performance with a theoretical model. Simulations
results show that DHR can significantly improve the security performance of information systems.
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