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WEI Shuai, YU Hong, GU Zeyu, ZHANG Xingming

National Digital Switching System Engineering & Technological R&D Center, Zhengzhou 450002, China

Abstract Over the last years, attacks targeting ICSs, most of which largely concern national welfare and the people’s
livelihood, are prevailing and should not be neglected. In our country, the vital pieces in ICSs such as PLCs, terminals,
RTUs and so on mostly come from abroad. Without independency or control over these pieces, we cannot achieve protec-
tion against unknown logic bombs or backdoors. Based on Mimic Technology, this paper presents a new general architec-
ture of mimic security processor. This processor uses status-based two-step cleanout method and high-reliable arbitration
method. APPs that conform to this architecture can protect the operating system, the processor and other modules from
known or unknown backdoors/vulnerabilities. The simulations at the end prove mimic security processor can defend multi
types of attacks.
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