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A Survey on the studies of Hardware Trojan

ZHAO lJianfeng, SHI Gang

Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China

Abstract With the increasing complexity of IC design and fabrication, IC design and fabrication is endangered by poten-
tial threat like the inserted Hardware Trojan. Hardware Trojan may change the function of system, lead to the leakage of
important information, damage the system or cause denial of service. This paper introduces the background, concepts and
properties of Hardware Trojan. And then it analyzes the research status at home and abroad. Combined with cases of
Hardware Trojan, this paper introduces its common classification, the general detection methods as well as their advan-
tages and disadvantages. What's more, it applies typical cases to illustrate the features of each safety measure of Hardware
Trojan. Finally, it puts forward the research direction and emphasis of Hardware Trojan after summarizing the existing
problems in current researches.
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