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Abstract Content Centric Networking (CCN) is one of the most promising architectures in the future Internet architec-
ture. Although the new design in the CCN network can withstand the most network DoS attacks, it still leads to the new
types of DoS attack, including interest flooding attack (IFA) and cache pollution attack (CPA) which is two kinds of at-
tacks with greatest harm. These two types of DoS attacks exploit the security logic vulnerabilities of the CCN network
forwarding mechanism itself, through flooding a large number of malicious attacks packets, exhausting the network re-
sources, resulting in network paralysis. Compared with traditional IP DoS attacks, the new features of CCN network, such
as content routing, embedded caching and receiver driven transmission, put new challenge to the detection and defense of
DoS attacks. This paper firstly introduces the security design of CCN network and how to prevent the existing DoS attacks,
then describes and compares the CCN new DoS attacks’ characteristics from a variety of angles, and then explains the
classification, detection and defense methods, and their problems of the IFA and CPA in details, and finally concludes the
paper.
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