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Abstract Aiming at the physical layer information security risk in the wireless communication system, a physical layer
security transmission technology based on polarization shift keying (POLSK) is proposed in this paper. In wireless com-
munications, POLSK is introduced, and the description of the signal in polarization domain is added on the basis of the
classical airspace, time and frequency domains. On the one hand, the high-dimensional constellation mapping scheme is
designed. Utilize the amplitude, phase, and polarization states of the signal to carry useful information, so that the tradi-
tional modulation technology and POLSK can be effectively combined together. On the other hand, based on the
high-dimensional constellation mapping scheme, the channel precoding mechanism based on the depolarization effect is
further designed to realize the physical layer confidential transmission by increasing the channel difference between Bob
and Eve in the polarized domain. Security analysis and simulation and experiment results show that, the mechanism can
improve the system’s secrecy capacity. When the received signal to noise ratio (SNR) is 22dB, the received constellation is
still very chaotic and cannot recover the effective information.

Key words physical layer security; polarization shift keying; high-dimensional constellation mapping; depolarization ef-
fect; channel precoding
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Figure 1 The model of secure communication system
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Figure 2 The constellation mapping method
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