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Abstract With the increasing dependence of modern society on network systems, network security issues have received
widespread attention. Network security metrics are based on understanding the network environment, establishing appro-
priate indicator systems and metrics, and assessing network security. In this paper, using the network vulnerability analysis
technology of attack graph, based on the modeling of the target network and the attacker, the attack graph model is gener-
ated based on the relationship between the two, and various possible attack paths are analyzed. This paper draws on
CVSS’s quantitative index of single vulnerability, and proposes the mechanism of attack scalability. Combine the CVSS
indicator and the attack graph to calculate the attack scalability value and use it as a method of network security metrics.
Finally, it summarizes the current development status of network security metrics and analyzes the main challenges.
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Figure 1 Network System Model
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Figure 2 Network Topology Graph Model
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Figure 4 network attack scalability mechanism

TS Aol 4 1 ) o A R B Y 2% 22 A ) — T,
I 2 A JE o A RE 3 K B K e . M I &5
& CVSS fiab5, f&thButiagi kv 5705, 10 k2%
LA BE B AR
4.2 WHHBIEMEESEZ

WK 5(a) o, FEAH ) U PP At 451 28 py = /> 8
FALK: PO, Maggrh, m®. 7 e X LB ZE i
M a, bR B e ek, BT R =
Probability * Impact, Y. Risk x5 X AH, Prob-
ability TR KAEWIMEE, Impact FoR1E %0, R
W 2% 2R 40 1) 22 AIRAS B B8 7 FE S, gl A AR ]
REE, M55 I B ) 98 5 X = RUE R R e o (R
R XU Pl B RE 28 HE B — B8 7 R XU AR, 6 P 4% 3R
Gi A R A Z B IR ), R T 59
PEZ AR ORI R 2R

Wess v — s —s(v

(a) MR T4V A
W I oss - s> (")
(b) STt R AP

BEl5 MgrEifhR

Figure 5 Network security assessment model

59

Tl T 0 R R Ay DU AN SR ALk, Ak
AT Brdip AR A, AR S(b). B R AR
TR it ISz DAt A Y 2 S DO AE T, AU AL S
T CVSS WvI5Edabs, asin 1 Bk # e 1 UL KA
MRt . Forp, Bl BR A /e e 55 1k 2 1a] (1 R 1K
KA, MR L ARSI DRI D ]
FLAfN R, RERS RAL DT 2 Al A, 1
N HE— 20 R A ) 2 A A P I A o

WRE A e TR T, ASCESL I 6 fr
AN RA L EMESE, TR M 4% R G B U,
BHGE RORIRTE DL, WESSVEAFAENT DL o AR -4
JRBLAERR AR, S5 A RIS, AR R
S AR A VRS TSR TR AR bR, Al Bt 4
PR EEL Sk U B B % A2 i s i) & X, I
R R, PR P48 2 40R3s . AT &= 2
250 B T BU B g S R, RIS A A
ik AR bR v S B A

CVSSIF/rEHsR
::::::q@mm
LIO"TLE T mzamthE
2RERIMG T Y )
RS e [ —
3.5 KBS EFEK
4.0 e sstk =
750
AL
b5 G g =L Yo haatEpLE
[ 44 2 4 B RAE

Bl 6 NELHgatREEELR

Figure 6 attack scalability metrics framework

A SO B AP 4 PEALEE, I BLe AR B2 R
2w A bR
43 EHRELSHE

JELP S A T RE M A P8 T K D A S A 5% A S A
dr B o ARG R RO B Tl 3 4
PIASZH DA CERR IR 0 RS R F jE ;s 2)
X R BGR FBER o BT R 5E, SR
e RS FR) 53 T g JB R A R AT RE R R AR o

AT RS, T EAREAL TR . 4
I br A R 77 2 A L, RE S T, BAK
5, ARE IR B R AL, CVSS T M
TAPPAFEAR, WAL B E2OR, JF HAg) 2w %
N I a7 o S Eng e b oD e =5 | T A B



60 Journal of Cyber Security {5 B4 2##, 2019/ 1 H, # 4%, H 14

CVSS VA RFR A =N KIIYESE, ke 7, 3%
RHAESSE, PRESYESE, WIIMYERE . FEmbgE 5 — AN
(Y I AERFAE, 0 A TR FE RO T 5 e 38 43 o PR35
YEPE 2 EHLENLE M Sedett T LR .

I T 4 PS8 A dh ] A B Al e B iy, B4 T 11,

AT A PRI TF0) 248 P #48 a] (KD S A SRR AL

. O N

WL i aac

FIE S
HiGEAU

SR
\ﬁ@-—{;m%%c
B_&Hd})ﬂ}"ﬁ m‘ﬂ:],ﬁA

— Bl ECR
ORI IR
T TR AR
— HRMEHETD
— TTRIALE

— Il R SRL
— FR{SERERC

— JEAAE E

CVss
PR AR

7 CVSS ERER
Figure 7 CVSS score indicator

CVSS B 7 VP s LA — il o thols, THEE
fili ¥¥ 7> BaseScore, % M Impact, W & A %
Exploitability, CVSS ‘B M PFor 5 (1), M
AP LAE Y, B Ul 3 ) S e B L 1, S8 3,
AT PRV B i ) TR AT, R VS ) A,
Vi SR, NUE =7 v A 2

Impact = 10.41*(1—-(1-C)*(1-1)*(1- 4))

Exploitability = 20% AV * AC* AU

T Heh K Beh gt oS CVSS B
AL AN

a) CVSS T 752 LA A rhol, TSR
) ) R PR R o 1T A SO BB PR R IR 43 AT Ay
b, THEDIRA TR R OC R, BRUR I,
MR Y 4 R 48 22 AR A

b) F I8 BN I R K 5E e, o> ARV
TN TR AN FR S ER 70 FR AR, T 45 & LBt i, S
ANTE e W B FR AR, BUP B R bR LA TS
PR REFRAE o

H AR 22 B0 VP AS &0 B — i 59 2 2 A,
HLS IR 2 2 RESTHA R = Probability * Impact, BfI
JE B A A T i 5 3 s e [ e

A Moy IR, o B SO AT, R I 2%
Wa s PEORIBEE K, 70 M B A 22 aIRAS o a g9 k2 1Al

(1)

KIKRRNESS A S s F 2L, RORy s e ks
MNZBIBELRE, Ao A RA gt Beh#H N T
CUg /MR IE 1 H 1K, 22414 FIFH 2 FPAS A g 55 1,
B 5 e e 28 5 BT i A%, IR BIBGE H .

i 55 PR 22 T IR ORI OG &R, AL 3R B 3 1
FEATT OGS, 253 AH AT IE 55 1 T R b
MR o B — AN BUh P8 n AN, R
Al - A2 — ... — An, Bk Ai INER N PP,
i=1,2,...,n, WA T 3 40 (1 5 3 2% m] LU i 5C
Q). QBRI FHIT, J588GEHN Rz 2
TP SO 7 5 (0 50

})correlation :H b (2)
i=1

g1 —FE, SOl B s 2 ALK,
i 8, Brddi e AR K G) T

Pcorrelation =1- H 1- pi> (3)
i=1
OO ... 20O

B8 hessmRImTRIXKR

Figure 8 two associations of vulnerabilities

il 8 P, RQ)G)MAHEIE AR T W
Y5t

a) TEMIZHEh T, an AT AR AR, BRI
o A BRZE 1R Y R, O DA R, BT RN
JBP R ) B T A A

b) WAKNEREEZ, RIEP SRR, B
xSt 2, IR T g s L.

W 28 22 4 B i AR B2 22 RS, AN
T LA (R BT R 2 Ao b, T TN Y 4% e AU
TSGR . PRI, ASCRA T M7, RIS
o BRI RO TR R . THEORERIIME R 2 )5, S
R RPN O, AR Ry HEAR B B o T AR AR
YIRSy, o ST R OCIRME R, R
RISk EN AR

BT Ty B W 25 22 4 b, MRS
55, — 2 R R C R Pootation » I
o352 rE SIS TR IR B, o Bper 7T EA
PEAREA, M Poyetarion =1 PFIRTE R BIMESE, RIBLH:
T AN TG A AT SO B, T A R AT DL

7]
H
7]
H



B A5 H TG I (1 1 4% 22 4 R RERIE ST

A 2 o
Per = Av * Ac * Au * Rc * E * Hide * Capability
4)
K@, Av, de, Au IRV Y, Roaxl
ARG R HAEE . RC, E &I A4 Ay & P4y,
BTN A IR 7 VA R I A TR, i F
AR . Hide #1 Capability A SCHEH A SMERR,
Horp Hide 72 I 1 #1225 18 BU ki 5 1) B 1k,
I FCER) WA RR, R 5y R IR, N Hide R
IR R L6 G B o Capability JE 35X #e 1A
KA, R —HB BV AT UG B AR AE R, ATt
TBAWIEFH R RE, 8 e il
HHIRPAMENE 4.

F4 EEHATFI REER
Table 4 threat availability indicator

i) =t EisLaN ! Bl
BN 0.40
Av Vi) ) i A3 0.65
%) % 1
[} 0.35
Ac Vi 5% Ex 0.61
% 0.71
EZ/N 0.45
Au WIE IR 0.56
I 0.70
AAIF 5L 0.90
RPN 0.95
A 2 ik
RC &5 se 4k ik |
Fese X 1
AUESE 0.85
POC 0.90
E nJ R Uitie 0.95
= 1.00
Az X 1.00

Hide Baif:
Capability fig

SRR L WA S
VI 0.1~5({EHOK BE Sy ko)

M A 5 2% 18 W % ek B e e, 1 s (R i
LU IHUEE C, SeErE L, WA =T5 1, 42
i P A R B, R A S R,
BRI, I Hide HI{EA CIA {H RS LE, W3R
50 AT R O SER, 1 ngUb e O ME A s (5) T 5,
BV S e AT PR M ey P P 0 AL, — e AN
W BRI R Ppotation » T3 IR EEH
CVSS b it SR A TR 8% B, -

P=Forretation ™ Finner )

MR P SCRIRIESS YER I R, Bodix

FEBOR, WP AEB D, 5 Rt 1T BEB) .

61

=5 Hide [ IEIsHR
Table 5 Hide concealment indicator

AL R )
SR - —
SEAT oy oo
o 0.3 0.4 0.5
i 0.4 0.5 0.7
K 0.5 0.7 1

CLETHS T s MR IR, 45 R ok AT ife
SSTEM I o L o0, BT REE AR 5% i K
N, RV VR B DA G, DA e b s i o 5
X E NN TR I (A IR S, BB AR,
TR E S, LB M H B R
Wik i 2 & IEWAE R, B O R Y AR A,
WG, BRI W 22 Ak 5 T, by
XEBE I R, ML T, seddE, WP =
JTHI T o

WU PEEEEE IC = CR * C (6)
SEEEPEERE I = IR * 1 (7
ATFHMEEEE I4 = AR * A (®)

JBY 5 Impact = (IC + 11 + 14)/3 *RL*Val (9)

Fz 6 BNEMIBHIEFR

Table 6 threats affect indicators
FALE LA febra HfH

C LM ¥ 0.0
1 5632 i 0.275
A W] PERS 4 0.660
2] 1.51

CIA f&FE M h 1.0

CR, IR, AR i 0.5

X 1.0

BIIBE 0.87

Iifg &

535 finrfe 090
Remediation Level (RL AR TT % 0.95
emediation Level (RL) ey 1.00
FEX 1.00

B EmEE val JBH 1~10(2RIA 1)

Yoo i g vk ot S, Bl SN 6) o A F
Impact ()T HAFT,
F10) H Braki {4 v 2 i I A 1 s i Bt 2R
o B WG W 0 R, SL R P T T
EIPSSEISE
AttackScalability = ZP *Imapct, (10)

FEHCT I, Tok g st nl DA I D s 5t )
H AR P AT i A 0 £, Bl (o 4 A2 00 e B fEL 1)
SPUH . AntackScalability (R RN, Lo W25 Bk
W AR, (K, MR 24,



62 Journal of Cyber Security {5 B4 2##, 2019/ 1 H, # 4%, H 14

AttackScalability [FfH, BT B Gei8 i 15
FEFH RN, WA T R P 45 22 RS

5 SKILSAR

N T WAE R AL R BT R R AT VA R, A
S T A 9 P /AN SR FA S, o, DMZ X
WG o5 a, AL 1 SROEPEIR S, Tl 2 fefit
web g5, fFAEAH =6 M, TN 3 2T,
ML 4 R TN, ML S R E L

WK 9 je ML L R 58, W 1 DNBGLEE, S
ANEHUI AL, BB, B EESC1L 20 3R
ML fiE, K10 258 RS0 SRR .
XA R E R R AR R, AT A v SR U 58 PE AR
B AR . FEIRENE 1 AERE 11 BBl
BRI, AR A I AR e 4 RS0 R, HBANR
WA Y R

1118 ‘

O

: : : : : : : 2z [
——— —_
@ W DMZ
Attacker(
rupted
——

userS

=
S

m, =

=
o
o
=

Database3

Admin4

9 KWK RLE

Figure 9 experimental network system

__® J

10 MEHRFNE
Figure 10 network topology

5.1 KEHHERE
Mo 1 REAE AT R E B v=<id,

ip, domain, type, vuls, sers, val >, I H A 1 fifE 55
PEAG R, S G 7 K S e R D B HCH T e A )
T, I T P B R A £ L o ST R
MIEFERR, e=<sip, dip, type, pri> .
B, 37 A 1, vI=<1,10.10.146.12, dmz,
linux, CVE — 2017 - 16943, Mail port25, high> .
e 2 135 5 DB cpe TBUKIK,
RHIH):
R 1 vull =<< Mail ,CVE — 2017 - 16943, cpe,Use
AﬁerFree(CWE—416) >, <AV :N/AC:
L/ Au:N,none>, <C:P/I:P/A:P,root,attacker >>,
HS - e 5% s S AT A RS AT I ], Bt 53 2 AR
WO 20 vul2=<<Web, CVE-2017-12615, cpe,
Unrestricted Upload of File with Dangerous Type
(CWE—-434)>,< AV :N/AC:M/Au:N, none>,

<C:P/I:P/A:P, root, attackers>>, Web L FEAT

B AR .
W A 3: wul3=<< Databases, CVE —2017 - 16995,

cpes  BufferErrors (CWE —119)>,< AV :L/AC:
L/Au:N>, <C:C/I:C/A:C, root, attacker >> ,
linux A< N AZ SR .

N 4 vuld =<< Admin, CVE —2016-0778, cpe,

Buﬁ’erErrors(CWE—I]9)>,<AV:N/AC:H/Au:S,
port22> <C:P/I:P/A:P, user, attacker>>

OpenSSH it 42 H Il o

webl mail2
SCAE AR T PR HT

Admin4
sshifiF

userS
SMBiFIR

B 11 S EEE
Figure 11 Cyber attack graph model



B A5 H TG I (1 1 4% 22 4 R RERIE ST

A 50 wulS=<<User, CVE-2017—-0146, cpe,

Input Validation (CWE —20)>,< AV :N/AC:M/ Au:
N, port445>, <C:C/1:C/A:C, root, attakcer >> ,
Windows _I[] SMB k45 il -

52 kIR

1) B %

R S92 56 19 4 (1) HARIR I, 22 A i L S i 55
MGG, SR &, W& 9 fros. R4EBG
AR, WA IANE RS AR 11 Bt
NG R PR A R R, AR, 5
RSB P 18 2 2 D) e AN T B AH ORI AT 1) 7
O fBEET I AR I . O T VRS,
TR Jm PE A B AT a5 R e, i 12 s, Y
7 Jeg M B0k Pl v R 2 A A AR s e R P ] I O A
DT P LK I ¥ R P 9 s 25, 5 o SRS e %

63
IR AR

O,

Q@

@ ®
©)

E12 BEUmEREESES
Figure 12 simplified attack graph structure

2) fRbRIER
SR AL 5. 6 AR, 5 H TR 2L
o AT R AN SEMAE, AR 7.

x7 MBS EMERE

Table 7 cyber threat and impact indicator values
A PR
vull vul2 vul3 vul4 vul5
Av 1 1 0.4 1 1
Ac 0.71 0.61 0.71 0.35 0.61
Au 0.70 0.70 0.70 0.56 0.70
Rc 1 0.95 0.90 1 0.95
E 0.90 0.95 0.85 1 1
Hide 0.5 0.5 0.3 0.5 0.3
Capacity 2 2 2 2 2
TSy
WL 0.275 0.275 0.66 0.275 0.66
TEAENE 0.275 0.275 0.66 0.275 0.66
AT 0.275 0.275 0.66 0275 0.66
CR 0.5 1.0 1.5 0.5 0.5
IR 1.0 1.0 1.5 1.5 1.0
AR 1.5 1.5 1.0 1.0 0.5
RL 0.87 0.95 1.0 1.0 1.0
Val 4 3 10 6 1

3) Fi gttt
BTN SRS PR 2y, 38 R R
T 3 B HA) A T R B DA R Y R AR,
(©)(N(8)(9)F:
Impact] =2.871
Impact2 =2.743
Impact3 =26.400
Impact4 =4.950
TR RESS EA &, 3K — 00 Fi I i A9 A
MESE, SEAASCE TR AT REALE, ta4)F:

P,..(1)=0.4473

er (2) = 03854
> o (3)=0.0912
B,er(4) = 0.1960
P, (5)=0.2434

TS P 2 AT ORI R, MR —A
WS R, )M G)E, HEM
ERPA, AR, Z2ANEERN S, A B
R, A S 1,2,3,4,5 G 59 TR
FH AT BB



64 Journal of Cyber Security {5 B4 2##, 2019/ 1 H, # 4%, H 14

P0)=1
P(2) = P(0)*F,,,, (2) =0.3854
P(1) = 1-(1-P(0)*F,,., (1))(1-P(2)*E,,. (1))
=0.5426
P(4) = P(1)*F,,,, (4) = 0.1063
P(5) = P(1)*F,,., (5)=0.1321
P(3) =1-(1-P(4)*F,,, 3)(1-P(5)*F,,., (3))
=0.0216
AL H YT R AR TR 2 R A AT R,
BT )& 1, 2795 p b P 9 B 2 8 21 B0t b) 1 AN
FERT 1, RIEE 2 5t 550, @ B8GR5 K
) FANH, AN e 55 4 A 2 T AH B 520 .
Bobifhaatert 5, hiaX(10)43:

5
AttackScalability=z P(@)* Impact(i) = 3.886

i=l1

Horb PR NES TEZ I RIR R, Impact JE 45 548
PRV ARG 58 VE o
53 SRE4R

e i PERLELE SC T Bk 2060 W 45 m] g 1
Mrfs K, BIWYH B A, xf M4 B4R S
H o BUlr AR VEAE LS S W 1T I 45 IR B2 5 2 4,
T AR B 5 2 W) 2 R E

H1 BA g A T DAVE SR 2 i B i s, I
i 0 JFaR, P Bode i A2 0 sl By B, BL K
SRS RPN SR . B, A Bk
i b, MR B OB AN T R 3 i i,
B A B AL S BRAR, ORI % 4. M,
ey B A RS I 1 AR, RS AT T
T DL B ey ey, DAL A A 4
S PN

DL, RIS G &9

1) Bl e P LR e % LLBUE Ay 55 2 i
W4k 2 AR, e R MM 2 4R, #FE
PN BRI AERVNS

2) ANIFBE ARG rE 2 18], T LA e R
RN, BLOR LA 0 268 1) 22 A R S, Aff o SEIN 24 42
K19 28 R4

3) N IRARE B VEAL R BE A, ol B
YRR AR L 1R 25 0 5 BE AT SR ) 5 Jifa 59 VA5 5,
DAY G 47 itk 1 M2 ki it AR AR
R, RV S R ZOURG A K OREE

1B H i B 23 B W 4% 22 A ik S LR /b, R T
PRI T LR LI BE RS i, AR 8.

*8 BHITMEAERE

Table 8 comparison of quantitative assessment methods

BiRY Peri

B

LA BARIE PR ER, TS

AL 8] ) N
PRI sfiemn, vt 5o,

DU 1 AT R AR, DU ) 2 R S R T RO R

Kol EPY 2. Hi4 IDS AR, SR PEAL .

L RERR I HBIAR R “557 o, JRALG TSR AL

A 2. 490y I4:
i;;ﬁ (a. Tk, WL R,
geatppgon (6 F0 BHRSCHIEKAAH GAR:
- (c. 05, HeIgh (R B
A HAh, TR, WERR, M.

—~

1 L REXS SANT 5 R 55 P VA
2. LHAYGEMEIHT, LML,

IR U B K S L B N OB o S LR G TS
B, WIS, WEEINRRHAER, &Y
BN, LA,

L $& S RR BRI BT SR AT 2
2. HEM TR e A, BER B O3l i B
PR A [ P B 1

1. UL CVSS brifEffir h2kal, JFEg iAo Bdi# e ), Kok,

T R S R A

AL 2. ATl [T RE B AR 5 R 7R G 59 PR 1] (K RO R 5

3. WEIREE S AT, TR TR

Loz R AL, AR S 28], 2R
)R

4. PN BEEARARVENIH B I 2 22 4R, IR TSI B AR AL

6 N

Tl [ W 2 22 ARSI A R %, e Tk
RS P 2% 2 A R EE

AL ENPIA I3 T 73 H

(a. BUbi AR, W% RGBS N A&
FRIREIY, 53 o8 SO TR 19 2% T il P R 2R e —
U W 2% 2 A LR AN PPN Tk, AR SCI B P
R TFIR T, 4G CVSS LR, 42 Bt
ATEDLEE, IR R M54,



B A5 H TG I (1 1 4% 22 4 R RERIE ST

(b. A SCHTR A K 53k 32 2 A W0 2% ik ff 52 A
K, o MBS S ARSI o AW ek (Y g
Bles Bl e i vl BEEAT H 1, ﬁﬂﬁ%ﬁ%ﬁu
Ko NBGEAT A MIECE H AT, Bl st LK
%ﬁﬁ%ﬁﬁ%ﬁ%ﬁ%%%%%n,mFﬁﬁﬁ

TR ORI R

WA 2% 2z 4 P AR X REAS B8 1) — A i 2 TR
B, FERAL T AR b e REE, b A A H
R

W4 ARt MRIERK RS, W%
G SRR R R e o 8 FRDRS B R AN 1Y 2% %
GEAR 2 DA AT ORI, I DU B, S AR
FAE . LA, SRATNIE L R B R (A

W4 2 4 il R B IS AR bR L 2, 1l
PR [ W 8 22 PR N B DR U, AR NI R 4%
2 AR T3 T2 AT AT 3

W4k 2 s R, BRI, A2

WA R MR ICR, R IR, 72
KB HERAH, Wﬁﬂ%u%ﬁé%%%ﬁﬁﬁ@o

N AR, R B B R R A D A, S
INEE 2 W28 24 ouER, Bl LSS & AR AR 5
(Ul A0 7 Mok 1 B i, LE— D9
BERHERTE . 4G wadifr, I_RINEZ MR
bro S SEBRTE L, R PRI B R R .

W26 R g8 A, BT 6 32 Pk LLR
RAﬁﬁ'

- PO EE A LA TR AR, B A 4z, @
ﬂﬁﬂ%whﬁ%ﬁA,wﬁAﬁﬁﬁ;

2. Oday IRl F00 Jg W, BIAE I 5% 7 47 il 45 <3,
WA RESBET Oday, 21T PP Al A 00 Jhs VI K45 A HI %,
T WA 2% 12 4 JRE R R AL

3. AFAEAR 2 TR Z AN AE LR AL I oy, i

SUEBER 2y, AR B DI B R s

B AREFIEREEALTRCNEZ AL
B FHiE54AER” T E (No. 2016YFB0800700)
by

.

275 3R

[11 A. Jaquith, “Security Metrics: Replacing Fear, Uncertainty, and
Doubt,” 2007.

[2] “NIPC HZEL4JWIFE, 7 http://www.nipc.org.cn/

[3] Y.Q.Zhang, S.P. Wu and Q.X. Liu, “Design and implementation of
nationalsecurity vulnerability database,” Chinese Journal on

Communications, vol.32, no.6, pp.93-100, 2011.

(KT, REF1, XIEE, “HE K AR vt S

Vb b Tk

RKITH,

(4]

[3]

(6]

(7]

(8]

9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

65

SEHL” A E AR, 2011,32(6): 93-100.)

“Common Vulnerability Scoring System,” CVSS https://www.
first.org/cvss/

F. Chen, Y. Zhang, J.S. Su and W.B. Han, “Two formal analyses of
attack graphs,”
838-848, 2010.
(%R, 5KIA, JRam, O,
HAF54AR, 2010, 21(4): 838-848.)
F. Chen, H.D MAO, W.M. ZHANG and C.H. LEI, ”Survey of At-
tack Graph Technique,”Chinese Computer Science, vol. 38, no. 11,
pp. 12-18, 2011.

(R, B AR, IR I, T K, « Bk BRI SERE I ™, 7/ 5
FI2%,2011, 38(11): 12-18.)

Y. FANG, X. M. YIN and J. Z LI, “Research of quantitative net-

work security assessment based on Bayesian-attack graphs,” Ap-

Chinese Journal of Software,” vol. 21, no. 4, pp.

“ BRI S AT

plication Research of Computers, vol. 30, no. 9, pp. 2763-2766,
2013.

O, BEE N, ZE5ak, T DUt Mot 11 (1 ) 2% 22
fSWEI” o BT, 2013, 30(9): 2763-2766.)
Y. F. Wu, X.Y. Li and K. Lu, “Information Security Risk Assess-
ment, ” China Standard Press, 2007.

GRIEAE, 28R, fal, AR R X vEL
£, 2007.)

P. Ammann, J. Pamula and R. Ritchey,

ESTIA

r [E B U H R

“ A host-based approach
to network attack chaining analysis,”
rity Applications Conference (ACSAC'0S5), pp.72-84, 2005.

N. Ghosh and S. K. Ghosh, “A planner-based approach to generate

21st Annual Computer Secu-

and analyze minimal attack graph,” Applied Intelligence, vol. 36,
no. 2, pp. 369-390, 2012.

M. Pendleton, R. Garcia-Lebron, J. H. Cho and S. Xu, “A survey
on systems security metrics,” ACM Computing Surveys (CSUR),
vol. 49, no. 4, pp. 62, 2017.

S. Jajodia and S. Noel, “Advanced cyber attack modeling analysis
and visualization,” George Mason Univ Fairfaxva(GMUF 2011),
pp. 1339-1344, 2011.

W, Li, R.B. Vaughn and Y.S. Dandass, “An approach to model
network exploitations using exploitation graphs,”
82, no. 8, pp. 523-541, 2006.

L. Wang, T. Islam, T. Long, A. Singhal and S. Jajodia, “An attack
graph-based probabilistic security metric,” IFIP Annual Confer-
ence on Data and Applications Security and Privacy(IACDA’2008),
pp.283-296, 2008.

M.S Barik, A. Sengupta and C. Mazumdar, “Attack graph genera-

Simulation, vol.

tion and analysis techniques,”
no .6, pp. 559-567, 2016.
G.S. Bopche and B.M. Mehtre, “Attack graph generation, visuali-

Defence Science Journal, vol.66,

zation and analysis: Issues and challenges,” International Sympo-
sium on Security in Computing and Communication(IACDA’2014),
pp. 379-390, 2014.

M. U. Aksu, K. Bicakci, M.H. Dilek and A.M. Ozbayoglu, “Auto-
mated Generation Of Attack Graphs Using NVD, ” Proceedings of
the Eighth ACM Conference on Data and Application Security and
Privacy (PEACDASP’2018), pp. 135-142,2018.

S. Jajodia, S. Noel, P. Kalapa, M. Albanese and J. Williams,



66

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

Journal of Cyber Security {5 B4 2##, 2019/ 1 H, # 4%, H 14

“Cauldron mission-centric cyber situational awareness with de-
fense in depth,” MILCOM, pp. 1339-1344, 2011.

B. Kordy and L. Pi¢tre-Cambacédes, P. Schweitzer, “DAG-based
attack and defense modeling: Don’t miss the forest for the attack
trees,” Computer Science Review, pp. 1-38, 2014.

K. Kaynar and F. Sivrikaya, “Distributed attack graph generation,”
IEEE Transactions on Dependable and Secure Computing, vol.13,
no.5, pp. 519-532, 2016.

N. Poolsappasit, R. Dewri and 1. Ray, “Dynamic security risk
management using bayesian attack graphs,” IEEE Transactions on
Dependable and Secure Computing, vol. 9, no. 1, pp. 61-74,2012.
W. Jiang, B.X. Fang, Z.H. Tian and H.L. Zhang, “Evaluation Net-
work Security and Optimal Active Defend Based on At-
tack-Defense Game Model,”Chinese Journal Of Computers, vol.
32, no.4, pp. 817-827, 2009.

GRS, TP, MR, REH, BT XU SE AL 1 ) 2% 42
AMVFFIEAR B8, PR, 2009, 32(4): 817-827.)
S. Noel, “Interactive visualization and text mining for the capec
cyber attack catalog,” Proceedings of the ACM Intelligent User In-
terfaces Workshop on Visual Text Analytics, 2015.

S. Jajodia, S. Noel and B. O’Berry, “Topological analysis of net-
work  attack
pp.247-266,2005.
L. Wang, S. Jajodia, A. Singhal, A. Cheng, and S. noel, “k-zero day

safety: A network security metric for measuring the risk of un-

vulnerability,”  Managing  Cyber  Threats,

known vulnerabilities,” [EEE Transactions on Dependable and
Secure Computing, vol.11, no. 1, pp. 30-44, 2014.
R. Lippmann, K. Ingols, C. Scott, K. Piwowarski, K. Kratkiewicz,
M. Artz, and R. Cunningham, “Validating and restoring defense in
depth using attack graphs,” Military Communications Conference
(MCC’2006), pp. 1-10, 2006.
L. Wang, M. Zhang, S. Jajodia S, A. Singhal, and M. Albanese,
“Modeling network diversity for evaluating the robustness of net-
works against zero-day attacks,” European Symposium on Re-
search in Computer Security (ESRCS’2014), pp. 494-511, 2014.
X. Ou, S. Govindavajhala and A.W. Appel, “MulVAL: A
Logic-based Network Security Analyzer,” USENIX Security
Symposium (USENLX"05), pp. 113-128,20058.
BAR P PR A, R
WESJ7 0k W 2% 22 4 3F Al . Email:

zhaos@nipc.org.cn

’)

—
-

IR Y PR R,
E 3 L R S N 7 G e o

Email: xiewq@nipc.org.cn

[29]

[30]

(31]

[32]

[33]

[34]

[35]

posium (USENIX05), pp. 113-128,20058.
R. Lippmann, “Netspa: A network security planning architecture,”
Massachusetts Institute of Technology, 2002.
S. Noel and S. Jajodia, “Metrics suite for network attack graph
analytics,” Proceedings of the 9th Annual Cyber and Informa-
tion Security Research Conference (ACISRC’2014), pp. 5-8,
2014.
S.Yi, Y. Peng, Q. Xiong, T. Wang, Z. Dai and L. Xu, “Overview on
attack graph  generation and visualization technology,”
Anti-counterfeiting, security and identification (ASID’2013), pp.
1-6,2013.
M. Alhomidi and M. Reed, “Risk assessment and analysis through
population-based attack graph modelling,” Internet Security 2013
World Congress on (WorldCIS’2013), pp. 19-24,2013.
S. Jajodia and S. Noel, “Topological vulnerability analysis: A
powerful new approach for network attack prevention, detection,
and response,” Algorithms, Architectures and Information Systems
Security (AA1SS°2009), pp. 285-305, 2009.
X.Z. Chen, Q.H. Zheng, X.H. Guan and C.G. Lin, “Quantitative
hierarchical threat evaluation model for network security,” Journal
of Software, vol. 17, no. 4, pp. 885-897, 2006.
(FRFFEL, IRME, AWER, MR, )2 IR 2% 2 A a5
AP TE” |, B4R, 2006, 17(4): 885-897.)
E.M. Hutchins, M.J. Cloppert and R.M. Amin, “Intelligence-
Driven Computer Network Defense Informed by Analysis of Ad-
versary Campaigns and Intrusion Kill Chains,” Leading Issues in
Information Warfare & Security Research, vol. 1, no. 1, pp.
113-125, 2011.
W. Li, “An approach to graph-based modeling of network exploita-
tions,” Mississippi State University, 2005.

“Common Platform Enumeration”, CPE, http://cpe.mitre.org/
about/, November, 2014

“Common Weakness Enumeration”, CWE, http://cwe.mitre.org/
index. html, April, 2018.

“Metric Space”, MS, https://en.wikipedia.org
/wiki/metric_space
RRE  PEEER AR, 2
WEFCTT ) A R 224 5 P 45 DA - Email:

wucs@nipc.org.cn

=5 kb 4

REZ  PEBBEG LA, R
WFFET7 1) A W4 224 . 2% 1Al . Email:
jiazy@nipc.org.cn



B A5 H TG I (1 1 4% 22 4 R RERIE ST 67

EE8 L, YN, PR TR
O, L LRI O R E YL

Email: _wangh@nipc.org.cn

EF WL, B, PEBEARR
A W, FTEHFIS 10 M2 51E
B & 4 % 4 . Email: zhangyq@nipc.
org.cn




