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Abstract With the development of Internet of Things(IoT), its security faces a huge challenge. IoT devices are prone to
lots of vulnerabilities while current software vulnerability mining techniques could not be directly applied to them. Vul-
nerability mining techniques on IoT devices has attracted researchers’ attention in these years. In this paper, we will intro-
duce challenges and opportunities of [oT vulnerability mining techniques, and then summarize the techniques from aspects
of static analysis, dynamic fuzz testing and homology analysis techniques. Finally, we will discuss the research direction in

the future.
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Figure 1 Workflow of static analysis

SAEM B AL A R P, FRATTAT LUE S s e
HOFR XA IR O AT [ A TR
Hor, F2E 97 T A Firmadyne #8508 P C R
1L 11000 [ A5 AT N Fobdt .

W] 4 X o e %0 SR O3 A [ A (0 A 2% N
B N2 [ I SO G 7 s
VER G AT FIAEL 5 1V E RGO AT o 71025 1
YERGEMEAF b, R4 YA D Re B FH P R 52
RGP AR B maod . EmEol %A M
YR E o Horr, #AE R GnT LOZ il FHERAE R g
SEMIAGH Linux), A7 L% E A U E R G (0
SEIHRAE RS VxWorks). {EAEL SRR 2 HAE RAE M
Wb, [ B AR R b, AL T SR AT
S S RARE R B INRE . Toe M — S 2 (g [ A,
T 50 T LW A A R i o A B A, W S
&, SRJEFRE— 2 0.

BRI AR: P RENOSBIERS
I A SR BT A B SO AR Y o N B B R G
Pl A, FH T B4 R G A SO 2R G800 0 #AE S  E
AR A R AR A £, DRI AT DU ok 3 -2 44 D0
e 0 77 2 R E R BRI S R4, FaE—
WA R G AT K, S T SR . H
Hii Binwalk T L) DR G-t S F0 [ FA% U1, 35
ERGE S RGP 550 &, SCIE R G Al
U, I B AVERE & # X Hrddi A i 2 S A H
Firmware Mod Kit T H VA Bl % % Sasquash F
Jefferson 5k A UM R G MMM HEEL. IBAh, Bi-
nary Analysis Toolkit' th it {4 Hh 3 538 FH #1145
B E AT M TR ] PSR S R &
GEE A FR PP I, R T B XS R4, LA
F AR AESEEL FAS T B O SO R SR, T L
K TCREN J7 0 SCHR[9TAT A SquashFS Sk Ak & 14
FE Firmware-Mod-Kit A~ A] H ¥ 1] A T IR A 531,
FESLIAHME MUE SquashFS U RS IEHT

HARTEFP A B4R X & A B & 4 n [ 4,
L BRI I A R P A SO R,
WA A I EARER T 2400, HARFR P I3 i 3 22
S TR E S A . A HARREP A2 Web il
G Ry, RFER 4 hitp (304, BInT 463
HARRRIT o X7 V208 0 B HAARL, AR T KA
A1 1K) H AR RE P 3R I, AT AR A 71 % . Thomas
A TOVERL L R 2 B 2 ST (1 [ 4 v 3t SR o
150228, RS XY cron. dhep. ftp. ntp-client. nvram-
get-set. ping. tcp. telnet. upnp. web-server 2k
S REFPAE T RARF I FAT T B 96.45% K1 VU K
o % TAFRIEAR RS 100 AN AE, Joikuk e
KA R A A ek o DR, RIS [ F e o
H b5 IR 55 FE A AR AT T R AT o

PR 1% TR 1 HIA RS L )
ISR IR T TIEERSM
] A1 B A 2 BT 1K) H bR R 25 R e, Y — ki %
BB g AR o A7 I A T BE R g A 4 s UK 22
Ve, St AL G P IEE S . Ak, i
BOHFRP Sl B FhwEs RS
B HTT IDA pro AT LI #F X86. ARM. MIPS.
PowerPC 45 2 Fhifig 2 4% X 18 1V 4 A0 1) 4 46,
N7/ G & R S L NI YN V=R 7
Y 0 B 2% e 45 Bt e R G #8E R e [ 1 r 2 oo, 2
BB R R . AR g ko7 il 4545 5
Shoshitaishvili 2542 H (1) Angr T B 77 UK H AR A
A g8 — ) VEX Hhrialils 5 M T2 0.

PATE BIRE EAR: % DB R P10 nak
Huhibs AN HHIESEPATE B TS A RSN
[l A1, o H A R 25 B2 e 10 SCAE s Tz R
Linux ) ELF AJ AT SCPFE O 5 2 b, ATF
(1), W AR DA M e TR T JCER A RG]
PEREFE, BT b B AT RS B, B
GRWKE AR, okt SIS HE R 0



IR A PRI B I I BRI T 2558

B s BALRS: (D EHET R k. X5 S
BUR 2 BhE L b, B Sk E MR E R,
PSR 28, QR Lk, X945
TeVEVR NS T o Shoshitaishvili 253Vl ot 2% i) i
TEARMIR D TT o FEMELHBE BT S, T %
Bk 3¢ FL A B SRR AE, TR TR ) B 2,
AR ) BBk A 4R A T HE S R Z MR C R, HEWTH
BONWERA RS At i o 5 TR N I ekl 2%
PRI 2 FR A 2RI B BN 1 L IR PR A1, U3
HFTH R, RIS B0 T DS R - 6 T8 8
JH FAD R B0 (T 2 P DRI A T R ), R N 11 SR
BT AT ARG\ bk o

Har, HAsR P35S 5 B H R R 2L
R A B A R SR I 152 4% [ 1R o T o AT
PR, SCPERGMENT, TTHATFE 3 b 210 0] AT
FEFPIIS ), BORFEA b E s, Xt T I &
SRR [R5 BT, B gl A Tk 1 T AT
¥, SHZ A 3 M b TR SR B
32 ETEFMMHREAMZIA

1E HAR PS5 B 2 5, Eid @ik
T BT R, I 45 G H ST EAR, LI
F2HE . B T8 I T 28 2 (v s 2R, Pk
A T VI 2 4 B DG v R o U V) 28 B RSB, s
[T N1 w9 =l W B /% o T i S e /) S
WA R IR, WE A T TR PR N R
Gl TR A o TLAEMIIBE N 1 2% 1B A7 £, M
AR BB . S5 SR BRATTE A G S
00 Y 24 5 VT 2 PR MR AR 5T TR e

et of 5 0t A 9 ) 2 78, Thomas! V4548 HY 56 T
BEIR W IRIAIEIE 7% % AR S e m R
FP oA 2 B0 Lok e B, T S R e B A )
S B LT bR BOEEAT SRS UM o B R
AT o0 AT B A SR ) 5 i A 5 LT (1 T 4 (R A
BRI AR B AR M), 2 a2 VR A Hh R
I RO A R E S T, R
TGS AU S T R, YK H FTP. SOAP
W F B A4 % TAE A IR SR SE M, RiMfE
Je T VIR T2 38 5 35T SCAR IR P IUHR 4 W A2 IR X A
I, BIANREGRAEHER TR R A R R . Rk, 1205 %
FE R P ()38 PE TR BRI . Ol T 3k —
A5 U W B 19X 8 4% [ R P )5 1], Thomas! /)
R B 22 ST 7 vk, Mt T R0 [ o 3t
REMIZr2eds . JRilId B e C gk ek B se ik
&, VU ERI R AR ShRE (R T ). SEE R
96.45% (1) —HEHI Dy Re UM HERf 2, JF/E Tenda &

65

s T .

BEXHAE SIS J 22, Shoshitaishvili 25
HH TR 7 20 BT TR 0B I 82 6 DA E 8 3o I VR 10 #2540
Jiike B, EUAEN N R PR RS (BLFE A A
EMRE 0T AS RS H A AR TAUETS B0 AN T i
TR G . X AR Hubk D7 il . N4
S ARG B 50 . AR IR SERE b, R [ AR AS 11
e B OB, REET U R AR
A BRI B A2, TR AT 5 AT BOR SR A %
A, T A BRI B £ DA IE S8 o il o 12 T A
KV BN R e 2 AT R4k, A 755 AT 4
TR R BT ERE « ARIT0, &% AR TCVA AR DL RE P 4t
TR 2 S 00 53 B M A

XI5 28, Cheng 451148 H Wik
P 82 6 [ P45 a2 VR AR 00 g vk, 2 B 1ok e 4K
IR R L 5 O B B, JEAR
PR BB AT FRE B AT BRI R
M, L TAERILT 8 ANCAWIEA 13 4> 0day
Wi, HAER A EAOLT Angr.

EEXHOMSUBATIE R, Cojocar 211 YR 3L T
BIMUSCAR BT AR R (R B X 4% TR A i 7. 1%
AR ok B LA AT ASE B 2 BRI (R B X LA S oy S
(AL, SEILE BUR AT BCE RS A R 8, IR R T
IR IS, RBL GPS Halkat. mk. 1
HIRE . R AR HIEE (PLC) 2 S BRI I 125 1)
P . 7EMEIERE b, Zheng 261 TR H LT 22 4 B A
(0 2 B U AT A R R R B R, IF 53T
) JeE P ) T B iR 5 A T AR A 46, S B A
o] (1) PR TH A I

13 R P 23 07 003 9 2 BB AR e 47 280110
BE RS s A R (R A . NUESRIE L V5 55 2% R
PSR ) o AR T IX LERF 9T TAE R Z BN L
B, BEFEEARL . AN, BT S
VISR PR o FEE XK I 5 46 1R 52 S P45 £
RETTI, ARG A N A2 38 A
33 FSHMITERA

5 PATHASE — PP 55 (AR AR E AT
FEPIIHAR, fetsfa B SR . 55 U7
ST NIRRT S 2 NE B SRS E Iy PR (D] e e ea
R RoR, SRIGIRIERE P BT & 1%, K2
Ja (A8 TR s A SR B R a2
FE P HAT A R B AR I, 23 28 O A7 5 (L I U
A 2 AR AR SR AR AT R A TR
7 R 3 5 R A AR A A SR AN R S T,
PRIk AT AR 455 SR A T e AR Sl B T i 45 40



66 Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

Chipounov 51t B 55t R G847 9 HEAT 40 H7 14
V- S2E, B TS BT BRI AR AT
BRI, SEIUN R R ST AT B AR (LS Y
s P AT Bk, % T HRE&Y
PRI 18 6 [ 23 T 1

Davidson 25 H LT KLEE 74554k 475 |l
R i) JFUE TR FIE, W] T MSP430 Ak B v 141
H S AGIRIRAS I . 12 T2 (0RO AR & 3l 1 75 51k
(772X, BESLAEEAT O (P A 1 g — i, I
BHATRF S AT 00T o AEBLIERE |, SEIDIR A BTR AT
Frr e 77 3R, ST T B 26 R IT AR B % 2 T
PR PR BT 4. 1% TR SR AR RR 2
HME 1O 1R WIS . ABAAAAE L N RS (DT
il KLEE FF 58077518, 1% T H 352 S AR T
PEARED; Q) H T8 5 AT T 2% B S AT A7 A 22 5
PEEOR T IR ACE, 580U HOR I BT T
BE—20 N TN (B)IE A Sk 11 % 12 FOIR A B A 1)
T % T PR A 43 27 R e o

Shoshitaishvili 25 Hy #5042t 0 2
PAT AT T H o % T HIE T8 H AR5 $ha7 51 %
Angr, {4 2 AL ] R A IE S8 i, A i
LT TTce 2/ W= I IS ' i 3 115 TR NS T e B P 7
TR 23 R R A5 IR 5 LA SR A AR T,
P LAEAAAE L RO b (1) 2N L ik 22 4 S LA
FHFAGI, PR Jey20E KR 1 3628 (2) 1
PR R AR B P ) R Bk, sl Al
R S PATH AR R

Corteggiani 25 HL LB LS tHE S M 006 199 58 4%
(W RGE D LA HTHES . H AT, PO I A B 5 5
ARAEFI —BEHARAD, TIEAR A 2R A T A LT
SRS o fE HERIA AT, R SRR,
BHEATR T T AE R EAS 2 1 ) . AR5 AR AT
AT, BT SIS IR A, 38 IR AR 2 AT
THABEEIEIE M . 4 T P )8, 1ZAESE 5
KR s S HAE . N TSI . EHIPE L &
A RELEAT A IR LLVM Ha)E 5 7155, AMY
TRE T IRARRS s SUAE B, ARIIE T 22 44 A 1f
it . SRJEHET KLEE f5 5 HUTH1 %, 3K R AT
% WEPEAS RN QA S AT
g8, B, SHEAEEH mPERE ITAG PR ES, ~CFF
YA 1] ) BC SRR (R T o S 4E REOR, 1R
GLRE A B FE Arm Cortex-m3 57

FAT, B M 1 4% 1 75 5 AT B AR AE AR
i ZHEH D SR A RIS I 0T B AT e Rk .
SR 24 17 B AR 75 BT KR e s A SIS 2R R S AH BV (1)

FESIAT 515, 1352 BRT55 € AR B /O fift. thdh
P55 AT BORAE PN B 2 [ AF 0 A B3R A7AE LR
JRBRAE: (1) 5 55 SRATHAR A 73 A g S P4 G,
1A IEC 190 25 (K YA QR T AN g A 0T, DRIEE
TR KRR, ()75 5 B BEds H P e 4
I B2, ELATS 5 N T S22 A S ] A
LCRNPRN o P Sk LS et I a7/ TR R R AR
248 QY TAF S AT BRI M 28 e ik fe
A RE T I B AR ARSI OL, AL, REPA S
A DU AN 2 2 B AR DU 5 AT A A T
R H; (HFT 5 AT EARAER L SR ME LLSE 1 o)
AN, BUE % hash 2 5 HEAT (RAEHD) o

4 RN A

ABORA I TR AT ok B R R A AT R I
FEHE TV, MR & B A A A
BOA o 3 ) O SR IEBEA LN, I g%
AT O (SRR i 5t), AT A I AE R I o

RSB DR B AR 7 AT 5 R TR BRI o0,
DRARS K B, Bk T %
MER G T, AIRIUTAT R AT (5 Bk i 5 0
FEBIAE R, A% IR 2 2 BRI A i AR . 4R
T HA boofuzz™ (i & /& Sully® )l Peach®. [
SRR R SRR e AT A7 2R S 451 1
A, TSR RE R IRA RS AT 3 A5 AU M B AT
S5 AT LR IORS fff (R R P AT FR A (5 L. AREE
THA QSYM™, Ik it it B g i I s R,
DASRAG R IR 58 PAT (5 SR P3N R AR e, A
P ik, 32 m g R P 4% 7 A K
I ES e s S @ AR YA o o e e /K 7 W P
UL R R LR . AR TR AFLPY

LibFuzzer®'!. honggfuzz**.

T2 1 AT DR I B A AR A B
R, R R A A o R AT SR R AR R
PATH R AR R, ATl S A K A 8o %0 JB AR
R B 5 DUBT i A% (00 4 A\ 4 VR Bl 25 26 OB 1N
X FABEA LA N Z ST AFL 2% H 5T
) S KGR TRt T & Ry
T H AT A, R eI i
DR A At S B QEMIUP?! P 4R A
R o RE A TR R IR O 2 A5 R

T LA PR 190 5L 5 AR 0 X A= £ R A
IR, REF RG] 2 R o o R HE P SR
B ARI b ZEALE, 1M AF R L ME b e nTIE A A,
Tt DR AT BE . fE Z AL, HARRE



IR A PRI B I I BRI T 2558

PP AN A2 I 0 5, e w] R AT b AR,
FO RS RE Y BN ES . BRIERSE. diikds.
S =07 AR . U AN B s (B U A AT 3
PR TS o DR 51 A b o 0 S s

67

FEGUECHE OBl 1) EA T BEMLAZ S, A AR Y (¥ A\ 3
2 HARRE Y o S RS R B AR (4.3) K BL H AR 57
L WA BRI, O R i g 4 R A
BB, IR BLEAE KT .

e
e
s | — ‘“ﬁ?” SR A
e s e
— we -

| ms |

2 HERIR S AR AR SR

Figure 2 Overview of IoT fuzzing

AR BEAH AT ] TR m BRI M e .
OB R B AR (4. 1) B I M R A
GRS 772, RGN R HLEILL AN 5 4t
BB PR 33 B A2 B 7 2, B A 28 s 1 PR SR X Ty
o Wda e KN T EM AT, SE il sk H bR
JPIPATIRE, A5 B S s 4 DR 9 A i, ol
T AR A AR B BT TR (4.2) 4 W HK I e 46 )
KA IR 45 S He . T I ) 8 46 2 7 0T
FR SRR B2 U5 A BRI, 2 Rk & 0 B
BORBAR o S B R G TR (4.4)38 5 23 B AR AL
HARG( A =55, RIS BB RS SUE
B T IR AR s AR BT R H BR R e TRV 4
R E vt N, B b U 451 A B 2 BE AL ™ A= 1 4
NAERE PR WA 5 b, DL T ok SR
MR H FRFRF I H o 5 S BATTH A RN 15 45
RS 2 A R Bt ot
4.1 FHBBCEEM IR EAR

AH LG FH R G055 AT, P ek 9 v 24 A R AT 1)
BT, BA A% 5 JEAd A1 1B B A8 BTy
o WM B2 128 17 A5 N T8 8 B 1,
7] IS A 2 o] 3K 8 Tt TSR I 7 V2 R B

FERR UM BU T : W) I 1 4% B Tl A P iz
Ab, AR I A B D, T X e LT
aVIEN D W TR BE s T TIPS 1 2 s B S 1) S Gl e A W
RO AR IR 2 (A ST 1) . Barreaud 25PY42
FET RO R fe R kAN Web R85 I T2 4 1)
J7i% o % L HIET Peach BOMIMINAS | ST T £ X ik
- FEPF SIM R 2 [a)38@ A% ¥ i BIP(Bearer Inde-
pendent Protocal) ()2 4 ik . HAKSEHLA T %
Physcard FE45 4 LLSEILE SIM R HIEAE, f#H XML

SCAEX BIP W iSCHEAT @A, 76 SO s Ii<Expected>
Hi<Response>tric K LI #55  SLIR 45 R W oR IR %2
SIM < FF 3 A ™ TG R A A s AE Py 2 1R B,
AFAEAR Z2 46 468 e 55 T

Lancia 2521 AT % EMV 868 (1 I 2 48 7
Fo1%J7 FHEET Sully JFEBOBIIIHESE, 4545 Triton
JE SIS R RE R IR SIS ARSIy, %
TS EMV [P R SE, FF ik Bl 5 406 [
FERI T & RIBL R R RAT M RS, AW E
IR A1 25 FE AN — U AR I A e R KR . IBAk,
SCHR[361FI[3 7] 4% H Jd b 2F R e R I IE #5470 B
S SRS I AT BEAEAE IR o T F IR TAEAEASOR
DA AN A TR 23 1598 K & H LA s R AL,
DR sk el A 3o 7 2 i A TR (R N o DR 8, Al 26501
SR JH L PR B0 A i AN IR e s, ORIE IR
EERE A=Y S

TR 2R R 28, Lee 2G0HR U T 4R CAN
| UDS iSRRI T 56 o T AR A BKE), T S
HORLEE ) N AR s DL R 4R 2 1) e i M 428 SR, ol
540449 ECU A (13 o

WA BT BB T : 16 9 1 % I B ThT Bk T
2B 5 AR S P N 24, A7 N
HRGAM L HEZE N K, RHZEOAMUEE T
RGEWHIA T, AFAE NS HAR P B A A
Out Of Memory Killer(OOM killer)fF: 4 WAZ 41 4F, i
AR RE I 7 AR RGN AEAS LI ) 38
R RV RE T HEZ M ANAE, Riis
DL EMFE SR RE N TIEFER . XSO,
RYi22 A5 OOM killer K4 & BEFE R AU ARAR e I A7
AR ) Eh T A ) R 2% (1) P B PN A7 2 TR AT PR



68 Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

BB e 23 8], PR K & P A7 SR R A2 1)
I, A% 23 3l OOM killer., 45 OOM killer EFE A%
I, FRGi4s— HALLE OOM IRZS, 113 k% LB
T AR o Sim SO TR AL (RSO Ry
%, WIS AWIE KEFE NAE RN, kAL OOM Killer
IRICEH 22 G0 TE A I (R o S 45 o, 25 IR
FHA Wi L R G v] S 2 I N A7, 2 S B0 I ik
(IR B i o b, BRI ISR A5 FH 3 Y 1 B AL 2: L
afi it AL e S R ik A Y )

H 21 KA 5 AT E ) 0 1Y 12 % A7 B AT
J&, OKL4 PR3 8] T2 M. Gauthier 24!
S XN % OKLA RIS 7 % . 107 it
XF OKLA4 ZR 401 F AR (B 3R S N (R BRI, AT &
IR SO B3 1) L SR I o

AN, PN 1 2% 11 W A% IS A7 AE S5 48 /O 28 HL
(RISt TR A Beds kg i B 77 28, 17 48
BRI 9 ] 52 31 H0S e Wi 5 I . I
B AT ALER]— Wifi P8 e R ) 52 5 e %
(¥ Wifi 547, AT LAEE D MR A% . Song R
HETRZ AL SRR T 5. 1% 07 Em X Wifi
UK 55~ PN A% 320 SR DG IR 9 A7 DX S A T RSER I, AT
ROV o FARKUL, TR Ed A 4 2l i iy
L7 VOMMIO) A B 32 A7 AT HUDMA) B 7 =K
DRI, %07 588 e A0 YR oI N4 - oR 5k SR
Tl 54t A% A 7 X ) B TR e A A5 5L, T A 7 3K )
AR Hh R ) 75 8 T R G- AR . KT,
T EX TN AR N X IR 5 S e A AT s, TE
T N AE DT B O O, Bk B U RS 1R A B R A
AN SREN X 13 5 A DGR 2 145 B (a2 itk 35
KA, B, WAERISEAL, Y AT A7 a8
H 1) 25 A7 % Hh ik 25, 0l A8 o 5 40, S
XoF UK - P A% 320 SRS A ) ) B
4.2 WEREFEAR

X A P 2% R AT K S DNAR, A B AR
ANHTERA R o AR AT EEOR, M 3%
BT I AR, )55 2R FH A A M 42 1 AL i)
PIPATE B o B TAEMA R AU b, A A
& (R0 (A0 INTEL) S B T P AT BRER DI fE, 104
I R B 45 5 (ARM. MIPS 48RS FE, IR e vax
FLSEW & LT KGR 5348, | iR DRt
16 D9 12 4 B 7 PR ARG, B AT A R v 4 A dh 45
RESWAINSE . P, HAeRE TR & SR, Xt
D7 LA AT HERE LA S G

FEH PSR T AR, AFL BOgAL 1 2P
K QEMU BSR4 M AR ok J& 6t

H AR FE 748 2 AT BIE FBAT, TRIE T R 3UAT 1)
ERE . o, FRABHIEEK H RSP0 R 4 Gl E
& ARM. MIPS %583 i £ HLIR F & (Gl 2
X86)o (T T e 44 R e, HAKH K RGeS Al
T 2 T 518 EHLA 3. Y HERP TR
G I, QEMU KL Ak ok 15 MO B 1) 5 48 1
FFFRATHAT . BT HARFE KM R S 20 B Fl 1
FHAFAEAR —FE, RGEWTEE R BESARH, S5
Je SRR AT A LR R

TEVRA U1 LI TAE T, O T R ek N
Z PR I IE A AT 0 B, Zaddach 251 HR R & 07 2L
RYE Avatar, L U IR REF S RE S DRI ) 15 4%
[ (R sh AT HoAZ O AR S BB 35 (QEMU)
ARSI BEAT VR A PAT, B BB L 2 oy 56 ol [
PEFR A BIIERIAAT, JH5 VO HAES ] T 2 STk &
U oE e AEMLIERE b, Avatar /i FIAF SHATH A KB
N BRI g AR T - ARTT0, 1% TARAAAE L R R
BRAE: AR S AT B I BL R R A A 2 8] 1)
IEATH, PEREAHLE TR A HAT FREIRZ; H
e LA 1 2% (R AR L /O BT AL AL ISR A T
5ol Avatar 47 BRI RCE 2, Koscher 2514 13T
FPGA Mrds FpAT R e I e 46 PR v, S
W W 58 4% (1030 2 BN Bh 2841 LR HT

RGBT TAES, 7 o8 IRASER
AW ARSI K HE, Chen PR
EEXT Linux  PYAZ A0 9 5 46 [ A4 TR RIASE 4 R e
P& Firmadyne, 8518 00 AZ RO Sl R 5 in ik 14
SCRELLSCIUIE I % I R A B 1% T AE R
fiF e T HIARANE VO JES RYEWNAE . sh& S5
5 EFARMER o % RS FF ARM Fl MIPS P Fl CPU
BEH, FETE R 9486 [l A4 (1A e R 74 AT iR FH IR A
IR . 7E LR b, Costin 25O H M 1 ) 158 4%
Web #2 FURIIINR 3%, KIW 45 ANFEAE Web #2111 R
HIRIR . E RS B HEAY E, TEMUY E i R %
POHUIRSIR IR BRI A PRS- DECAFHY
5 TEMU AR, % QEMU HEAT b K 1 0] %5 )
MU PR EE 54, AT SN SR P AR R | 2k
Ty ARG, F554:45 5. iZ RS FF ARM. MIPS.
X86 CPU %244 LA J% windows. Linux 45 & 4.

AT B AR SR AE B, B E A o6 TAEH 3R
i Muench 2L T A& Bl IR N 1R 22 £t
R, A MBAT (RN S %) I E
RGN Horh, PANDAPSR AL B4 A . 15
SR IR, ER TS TR G0 Ak 8 LA 9 1% 2% Ak 2
AL, ARG E A HPAT A E @ HAT R . 2R



IR A PRI B I I BRI T 2558

M, WA 2R f A A 15 NS .

Iy —J7 M, HET R G H ) A A 5T AR
WA E kR . TriforceAFLP'4 AFL 5 QEMU
RGBT EES, KM RGVTE T BRI, I
RS TR R G EL R WA K& IR Zheng
2240 Triforce AFL (3401 |, F)H DECAF [f)% /"
MURERE S o M P B R, SIEBIOS A 6 I9 v £ F  B
(BT FA o RN, 0 T e a R0 FLPERE AL
ZI @, f345E QEMU H S BT E e
REM R GEA T FLIK = AR Ak, $2 0 35 T oA A7 i Jp S
SRR GE R F 8 ) B R IR 1 s gE R 4 AL,
It 5 AFL M5 845G, e ORub il AEms ok ) a4
T, KRS A SR R BE .

43 SERSENFZA

T8 149 S i DR A DU 5 2 25 1 R
ST R ATORAIE o RTINS T2,
RS PRSI 77 208 0 2 AR P i AR e . 4
R D2 R B S A EAT, U0 S R A A ) ek
AEE PRI ke 247 4] e o« Hob AL & B iUk (ICMP
TCP. UPD Z5)n] UL SEAEAE SR, 2
B 67 B 5 AT, WS RS R T AT
FAF I R 7 v 2 Ak, 3 m] LU I 7 3 RGN
A7 1RSI I HAE 0 e )

Chen %51 HVEF IR R B 45 (1122 Er IR T 6
E 7 R 7 1T, 3820 AT I I R 6 R g [ A Sk
FIWR A A T . WRPEAERTCE L 7 A S o
T TCP [PlA5, 18I APP 5415 #4545 € iS5 11
HEPRIRA KR, HET UDP (GEMS, S50 APP iR
ECHE FH ARSI AR DX 8 28 i I 55 P A -7 2 () ok VY
B, A T A B RE, BT AN —
oIk SRR T A Y T 46 i A 73 05

Muench 2599 56 40 M T 46 45 53 R A Iy
TR 32 23 )R T- 156 ) 1 4 2 e (1) S ko 3
HEVYR B &G R RS T HHEAERSEN
Bk TR ERARXRIERZ MBS LIRIER
G ) BN TR 22 28 8 N A7 R 2 U ] (% =X AL
FAFER L FRE . HEE . RORIR. FREFTIRD
FEREAT IR, R B33 FH 5 1h1 58 46 Js I ek 5 1 7 A
ORI AN, A = R R G AE I T 8 ik R e &
PR ARG . SEIG SR INK 1, SHIE S R
— BN R]J s Ak SRR AT (R AR AR ) DA S 4k 22
IEF AT AR ) LS . IR G0k TR 7 85X
ST ) S DR ASL I 7 VAN T8 FH T Ak Y e %
J5 N AT R IR 11 A 3R o

69
R1 XE[S4]PARERET QR AFRIRER
Table 1 memory corruption of different
platform in [54]
i
P e :
l i E;ﬁ: eIl =S FA3
SR
e -
T
v N N N ! (k)
. L (EIR
i HH N
Vi s X X
YRR v N X X B r)
THRESIH v v v (ER) X (Bt )

AT REIIE =R B4 1 5 A AEER S
T, % TAERE B i) W R AR R HE
KGRI pRECH BRI R i I, R S
WS 6 A7 — RIS AR T 5. SER 45 R W
LA TR S AL D SRS BB e ARSI H 3 SR I 12 4%
(17 5 N AFREIR SR o AH LG T AR I, 4510
SRS S AR P RE R SE AT U7
44 HNBERFSTRAR

FRAS M B AR T RE 68 2 B0 AR 7 B sk T vk
FE SAE R, BRI A 2] AR A i S E N,
NI b RN RN e b N (T 7 R T
26 WA I ol DASRER, B mT UMy 91 3R Bk
ST AT, A I AETE NS He i XA 1 4
A, PRI TEEE— 2 i R & AR T . M BB T
H BHR A RS FE P 2 A6, RSN IR A7 AE 2 L)
REWTRE, WMsh%m. =% . Wik, BT Ed
X HARFE AT AT 2 4, v LG AMNEAS B R SE
HHATREFR 08T, #2908 AR g 57 K, A
TSR 1 R P 424

TEANE R LTI ST, Chen P12 APP
S BT 5 RO IR A 45 45 1R 1106 I 52 % PN A7 K 28 T
TAZ I L E ToTFuzzer. M TR Z WM v 2517
H7J7 APP, H APP & FEKHIUER(URL. iy
L. IREAE ), Wi Ak TR Z) APP
A A B, SELF T R ANE A Vi, AT A=
JS AT AR FE B K A IR« 384N APP 43T 0 A
WA IR UL ST FEE it U 4307 5 22 4k
F) UL GBI M4 APT Z RIIGFET A%, BB 4%
APT FHORIR A, BRI o i RS AR EERR, LA
PN TS 775 8 . 8 APTAE Ay s, 1
W APT RN R BV R U, T v AL 7%



70 Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

I3HT, P S B DA S B2 WS BT R L. 7
RORIIR A4, % APP 20 RILI B, W35
FEAATAR . RSSO T S, Wt
K B L2 R I HE AR i T eSS B,
S DA IR B0 1R 5 A SO A R SR A Bl
PO, LIS IE 9 MR 15 MR RN T
WA (4 A 455 T, 5, 2 4 e H,
ANRAEIEI) . R, 5 Sulley, BED P4 AN
R T X, BTTEM T APP 4 HT R A
AR, AEARRCEA T IR K

IoTFuzzer AF4E— €M RRIE, HE: ()M
WA T BT A APP FHT20H, Xt T1R 22 1k
W48 KA, N Y ) APP; (2) 7 B BL S B 4
FFIEBNR; (3) RAAAEERE M8, R WA
AR VANAD; (4)i2 1 HLJE b RSl ok R I, 8%
T AE SCHR AP 2 3, 1R 22388 2RI TR — 2 i R
JE it (S)YMRR A 2 56 R AL & Ab B APP A8
LIRS AR

TE I W 2% (1) B A o BT B AR, BRI 38 2
) VAT R R AR 22— B0 I R
IR A LA IR 481 2 e S .
IS 2 )RR P AT AE B SO, DLSE I
BAEEE . RS AS R (BRI B Ao 17X L
BRG] DL HT B 219156 P 15 4 RSO I T
VE o AHJR, AT A6 I 1 25 AR 0k T A 3 S ke
H A SR S5 NEARBR, W sEBAE 80 % &
RPRERIIAR o Bk T RORIIR 514, LU i) A
1IN 2 N A 1 M s A 5 3 BSR4 —
FLASh, BRI, AR, ShE R LT,
e ELARAAAE IR Bk o A0 7 AL Bt 1 Ry 1
s BLAIE U E I A2 45 R TR T SR pA) A 37 28 Bk 1
DRREE AR o LEPIEIN T 2% S A 7 1, A AE i Ak
AT I PRI ¥ 7 20 AN RE kA P T S, T
A R HEHOIR S Rt 45 22 S AT S Sk vt A
Wro EANE RS T T 1H, BRI T
B ALAR 5 (8 7 QA 38 06 P9 % 4% (A 1) R, 75
B BTSN AE AR 43 BT, BRI P BUE VS
KL, NI S B 2 s (R AR 3K, 48 e AR 3K
(TR B o 7035 1 SRR T T, 75 ZESC Rk
WA TR HEPAT LA BAT A B 3. Har, ATBAsZ
FFELEE 2 (F 2 P 2 H A5 S« 165 P 88 %5 55 T Linux W%
(A, 0TI AR Linux P9 8% DL TCHRAE R 48 [0 4,
ESRFIAD o A, BT AT BT IE M 15 % B
B AR, AR T BOR IR B A P, R T L
I b SCHRS ST B A SR 38 N B S 1R I I A A D1

X%
5 RIRMES AR

WU I 2% ] A TR Al i T RS =
FRIEALPE, 40 OpenSSL %5, Xk FEEAR) Fi-
FKA, CPU BRI &% [l b, AEAed Ko b [ —
J5 AT Gt PRI 1) BB HIACRS o DRI, AN AR
PRICIEF [R5 3k S AR AR ABL T L 2 11 D A s 9
RINTTE, FEHAG TR .

)5 23 BT R 2 BT o SO R
PR, AR ER ALY, SEBLES -6 5 4R8I [R) 5
TR HAT, FE5 BT SO AR
FEARLPE b e RS T4 1 BB (iR 250 40 0L 58 AR AL L
L PN
51 ETFITHBEIAME LR

[ 5 23 BT B AR S ) e 5 T SO B TR ARRL
SIMT, TS B PR IR T 1R s & B Costin 250155 —
AT ATE KB [ 22 A S 2 i, 76 693
AN AR R 38 AN ARSI, 8 AL S SR EK,
RIFELRIRR G T 123 AP i 1FSE T FELb)
TG T G250 14 JT G W% . 1% TAE RS —XiR
H A g ] A A Bk DG R 1 7 X IR TR 5 T, AR AR
157 AE MR B S AR LA 1t 7 5, 7 R R
B (R IR R T IRRG A6 AN

0} TR M SO R T O(N) IV R 52 2% 5
(K110, Chen 25071 H L3 o U A 735 (K14 16 19X
B [ R RS R T S LI A R BoRix Ty
FAEIA ] 92.88%IMIHERIH A 2.83% MR FE . HT
IR AR AR B A R RO, 3 OIS
FF 7 H s Rt A s AT 1 — 8. Chen 255814 5}
) W, T 2 X 2% 1 R R o R
NS NI S RO SR 1§ 0 e =i /N i i s )
MR, HEZ A TAER 15%~20% PR de It
52 ETFRIEREE)HEEIELLE

h T RN TNk v M LRV R R, WIESE N B
P2 H I AR A B E i s T R BT . %
FTT AR LG SRR (1) 7 2R RS U

Lakhotia 25E0H H L T8 SCBEH A AR RS
BbRIg eI Iy vk o ZEBLFER B, Pewny ZEOHR LT
VB U4 (R T DR R S, K AR R A 1A
Tk XAATHUZE T, 32 7 AH RARAS 2244 T U
T e ) GRS B . R 1 SEBLES CPU 2244 1 s VIl ¢
B, Pewny LKA R H5 A AL AL T ANE T, R
H hash A= el BEAR B 2L, IF45 G A il



IR A PRI B I I BRI T 2558

GEFEAT DT, AN T S ERS B0 P ) YRR T A B o 4R
M 12 A A0 ) 10 ) s o ] (AR RS R AT 2 A, HL
i B AR AN SR AR A N AT R AR SR, AR
BKIPERRTTAY -

Bt 0 VB SR AIE $4 B S 1) A58 K P B T A ) A
Eschweiler 257 W I T S0 BORT F 15 4 B 5 i
R E VR AR I BT i, AR VT AT R 6 5
PRFAE TS BT LA R A R B o % AR SR M ]
DCRCAE Y, HAT RO TF 4y, PE B Ss A 73 2110
JEAA Yo R, Feng 2P Hh LT 37t Il 1k A DC iR
P BT A2 TR0 0 s ) 2 0 7 ¥, 3 e A e 4 37 P
G SRR AL T (IR ), A SR S ek s 75 EA T
251, BRSPS ST 5 P Y 12 2% [ 2 1 U
%07 AT 8,126 [H 14 420,558,702 B HGIHAT — X bug
AE ) K S AN 1o [R] 2 A B R IR 38 A
i, FFUESE T Hoh 23 AN B s dE . AR
D-Link [P ELE, %07 R4 0.1s W5EK 154
AN AT, R 103 AP, FsE T Hid e
AR B S o 1% TAESEIL T — 5 R 1 ) 15
26 IR IR IR () DR A I, AELAE I JEL i N T 75 1RO AR
ith B W ATS A 35 K (A B T A, LA 28 1 32 1|
BRI ELXHZ D, Xu S5O LTl R 44 1)
P57 S AR I 732, ISR 1 J8 N R 3
30 min~10 h, AT FR 7L RERS U H BT 2 Zi4h
RS .

BN, EE XTI WY B A [ i~ 65 Js i G B v
R SR AR I 10 0, 75 5 OV Bt R ol 4 ) 208 1S3 3
A FH 45 g T TC 1) 795 B B 1 £ ORI 7 ¥k 47105
MR B R BN IR BRBOE A B
SRPUEPRRHE, REHUE A thAb B, BEE R
P22 ) 4% S I oA BOR ARARLPE (9 LX) FH &5 #
TERE—DHETEREHE o 1Z 7 VEAE OpenSSL 1l 3¢
PE_EIVCECERE SRR Topl AT M504R T, HL
7 DLink 1 % 2 1 I eR BRI A 1R U (2%
R ZTAESZIL T — 52 BB I I 152 % ] A4 1D ] 8
TR HE A I o

HT TR BE 2% SIE A, UG VB S5 A AR T
EORHERE, WFFCN S TF AR PR TOR B 27 ) A0 I I 43 A
ST T o L S OO H L 48 2 ST PO TG T
i %o TR — IR VR BE 2% S i i T U ¥
RTINS W AT, Seri RS TS 22 2T
T3 15 e R e PR RS U (1) 2 2K, AT Ak 200
FBRE T o % AR B (v AR
PRABAT AL B0 Ak b 1) 5 FH TSR AERR 7, AT IR B
3o S A R BORTERHCR A BEOL T, 1Tk

71

REMS DRUE AR MR IR 2 . AR IZ TAE A TR R
BE# EREAT IR IR I, (B P I A 2% s i [
I E IR E .

P30k DA 5 o5 U ] ) ) P 0 A Dt A PR RE R B2
SCAFARABUE LS 21040 L 2 1) 4 QRS e (R 20 AH AL Ll
X, MACHE LT SCRFAE (i A\ i R R, B
WA GiRFFIEAREL, KL T B SR 1 DL BE 213 T 18]
PR ANRFAE VP, I 7] S I 2 MURG VR AT 1 ARK
MI5ETt . H AT BENE A R U AF B RS B
R AR JF REAT e Rk G B, T AORS A R 51 S T K
PRAE T [ I 1 2R (R P RE MRS A L o

6 BESRE

T PR K I % 1) O A 9 R AR A
By BhaSEOINAS. R BT BoR BT € 10
BERE . Forh, ST BORBENS A7 2 D [l 1 1 A AT
DA ERE bRV R B b IR (Eb i a7/ PN 7'
R R TR 0 R A, DR RN B T8 AR
Flo BEAL, X IHAE RGN S h E IR S RAE R
e 1, PyRED RGENER 2 M AT S

XA INAEAR, T RE S S BLES 2 B (A
T P 2 A A5 Sk ) ] 18 v 28 0 M AR S DR,
M BRI BRI o AE TR DRI B A2, H
HIF R RER Il AR T B AT SR AR AN A7 2
WAz S AN A5 A AN T A AR SR R

XTI T SR, H AT BOR B2 KM
R P 1) 22 JRORHR, I SEBL RIS TR i) A e 22
J R R JRE DT 1) N AZ A R A s A 2R Y, AT R X
AL FHEAT G A, i S AR 5 288 8 ] 500 V] PO
#HE, POd L

SRR, P ER I 5 26 T 42 A AR ATY AR b T
P B ARKRIAMIR WX = REHARANT, —
J7 T 8 PR R R AR, 5y — T T AR R R
P B R B i, WA RHZE SRR .

S35 3k

[1] Gartner says 8.4 billion connected “things” will be in use in 2017,
up 31 percent from 2016, Gartner. http://www.gartner.com/en/
newsroomny.

[2] BTHER Bh 4 kAT 2015 Bk M 22 424E3), https://www.cnblogs.
com/alisecurity/p/5261794.html, 2015.

[3] Exploiting Network Surveillance Cameras Like a Hollywood
Hacker, https://media.blackhat.com/us-13/US-13-Heffner-Exploit-
ing-Network-Surveillance-Cameras-Like-A-Hollywood-Hacker-W
P.pdf.



72

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

Sebastian Vasile, David Oswald, and Tom Chothia, “Breaking All
the Things—A Systematic Survey of Firmware Extraction Tech-
niques for IoT Devices,” in Seventeenth Smart Card Research and
Advanced Application Conference (CARDIS’18), pp. 171-185,
2018.
“Firmadyne
72uccnhyfe307rc2nb9rfxmjp/folder/6601681737.

“Binwalk,” ReFirm Labs, Inc. https:/github.com/ReFirmLabs/

datasheet,”  https://cmu.app.boxcn.net/s/hnpvfln

binwalk.

“Firmware Mod Kit,” Bitsum, https://bitsum.com/firmware_mod_
kit.htm.

“Binary Analysis Next Generation (BANG),” https://github.com/
armijnhemel/binaryanalysis-ng.

“Mucking About With SquashFS,” Craig, http://www.devttys0.
com/2014/08/mucking-about-with-squashfs/ Aug, 2014

Sam L. Thomas, Flavio D. Garcia, Tom Chothia, “HumIDIFy: A
Tool for Hidden Functionality Detection in Firmware,” in Interna-
tional conference on detection of intrusions and malware, and vul-
nerability assessment(DIMVA’17), pp. 279-300, 2017.

“Ida: About - hex-ray,” https://www.hex-rays.com/products/ida/
index.shtml.

Yan Shoshitaishvili, Ruoyu Wang, Christopher Salls, Nick
Stephens, Mario Polino, Audrey Dutcher, John Grosen, Siji Feng,
Christophe Hauser, Christopher Kruegel, and Giovanni Vigna,
“SoK: (State of) The Art of War: Offensive Techniques in Binary
Analysis,” in Proc. of IEEE Symposium on Security and Privacy
(S&P’16), pp. 138-157,2016.

Yan Shoshitaishvili, Ruoyu Wang, Christophe Hauser, Christopher
Kruegel, and Giovanni Vigna, “Firmalice-automatic detection of
authentication bypass vulnerabilities in binary firmware,” in Net-
work and Distributed System Security Symposium (NDSS’15),
2015.

Sam L. Thomas, Tom Chothia, Flavio D. Garcia, "Stringer: Meas-
uring the Importance of Static Data Comparisons to Detect Back-
doors and Undocumented Functionality." European Symposium on
Research in Computer Security (ESORICS 17), pp. 513-531, 2017.
Kai Cheng, Qiang Li, Lei Wang, Qian Chen, Yaowen Zheng, Limin
Sun, and Zhenkai Liang, “DTaint: Detecting the Taint-Style Vul-
nerability in Embedded Device Firmware,” in /[EEE/IFIP Interna-
tional Conference on Dependable Systems and Networks (DSN’18),
pp. 430-441, 2018.

Lucian Cojocar, Jonas Zaddach, Roel Verdult, Herbert Bos, Auré-
lien Francillon, and Davide Balzarotti, “PIE: Parser identification
in embedded systems,” in Annual Computer Security Applications
Conference (ACSAC’15),2015.

Yaowen Zheng, Kai Cheng, Zhi Li, Shiran Pan, Hongsong Zhu and

Limin Sun, “A Lightweight Method for Accelerating Discovery of

[18]

[19]

[20]

(21]

[22]

(23]

[24]

[29]

[30]

(31]

[32]

Taint-Style Vulnerabilities in Embedded Systems,” in International

Conference on  Information and Communication  Secu-

rity(ICICS’16), pp. 27-36, 2016.
UL, Jh5, ML, s,
HijKR AL, 2014,

RIS ITEOR, 7 A

Vitaly Chipounov, Volodymyr Kuznetsov, and George Candea,
“S2E: A platform for in-vivo multi-path analysis of software sys-
tems,” in International Conference on Architectural Support for
Programming Languages and Operating Systems (ASPLOS), 2011.
Drew Davidson, Benjamin Moench, Thomas Ristenpart and
Somesh Jha, “FIE on firmware: finding vulnerabilities in embed-
ded systems using symbolic execution,” in USENIX Security Sym-
posium, pp. 463-478, 2013.

Cristian Cadar, Daniel Dunbar, and Dawson R. Engler, “KLEE:
unassisted and automatic generation of high-coverage tests for
complex systems programs,” in USENIX Symposium on Operating
Systems Design and Implementation (OSDI’08), pp. 209-224,
2008.

De Moura, Leonardo Mendonca, and Nikolaj Bjorner, “Z3: an effi-
cient SMT solver,” in International Conference on Tools and Algo-
rithms for the Construction and Analysis of Systems (TACAS 08),
pp. 337-340, 2008.

Nassim Corteggiani, Giovanni Camurati, and Aurélien Francillon,
“Inception: System-Wide Security Testing of Real-World Embed-
ded Systems Software,” in USENILX Security Symposium, pp.
309-326, 2018.

Chen Chen, Baojiang Cui, Jinxin Ma, Runpu Wu, Jianchao Guo,
and Wengqian Liu, “A systematic review of fuzzing techniques,”
Computers & Security, pp. 118-137,2018.

“boofuzz,” Pereyda J, https://github.com/ jtpereyda/boofuzz, 2016.
“Sulley: A pure-python fully automated and unattended fuzzing
framework,” https://github.com/OpenRCE/sulley.

“Peach Fuzzer: Discover unknown vulnerabilities,” https://www.
peach.tech/products/.
Patrice Godefroid, Michael Y. Levin, and David Molnar. “Auto-

mated whitebox fuzz testing,” in Network and Distributed System
Security Symposium (NDSS’08), February 2008.

Insu Yun, Sangho Lee, Meng Xu, Yeongjin Jang, and Taesoo Kim,
“QSYM: A practical concolic execution engine tailored for hybrid
fuzzing,” in USENLX Security Symposium, 2018.

“American fuzzy lop,” M. Zalewski, http://Icamtuf.coredump.
cx/afl/.

“LibFuzzer—a library for coverage-guided fuzz testing,” http://
llvm.org/docs/LibFuzzer.html.

“honggfuzz, a security oriented, feedback-driven, evolutionary,
easy-to-use fuzzer with interesting analysis options,” http://

honggfuzz.com/.



g

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

3CAE PRI B I BRI T £k

Fabrice Bellard, “QEMU, a fast and portable dynamic translator,”
in Proceedings of the Annual Conference on USENIX Annual
Technical Conference (ATC’05), pp. 41-46, 2005.

Matthieu Barreaud, Guillaume Bouffard, Nassima Kamel, and
Jean-Louis Lanet, “Fuzzing on the HTTP protocol implementation
in mobile embedded web server,” in Proceeding of C&ESAR,
2011.

Lancia, J., Un framework de fuzzing pour cartes a puce: applica-
tion aux protocoles EMV. In Symposium sur la Sécurité des Tech-
nologies de I’Information et des Communications (SSTIC), 2011.
Germain Jolly, Baptiste Hemery, and Christophe Rosenberger.
“Generation of Local and Expected Behaviors of a Smart Card Ap-
plication to Detect Software Anomaly,” in International Confer-
ence on Availability, Reliability and Security, pp. 474-480, 2015.
Germain Jolly, Sylvain Vernois, and Christophe Rosenberger. “An
Observe-and-Detect Methodology for the Security and Functional
Testing of Smart Card Applications,” in International Conference
on Information Systems Security(ICISS’16), pp. 282-289, 2016.
Vincent Alimi, Sylvain Vernois, and Christophe Rosenberger ,
“Analysis of embedded applications by evolutionary fuzzing,” in
International Conference on High Performance Computing Simu-
lation (HPCS’14), pp. 551-557, 2014.

Hyeryun Lee, Kyunghee Choi, Kihyun Chung, Jaein Kim, and
Kangbin Yim, “Fuzzing CAN Packets into Automobiles,” in In-
ternational Conference on Advanced Information Networking and
Applications, pp. 817-821, 2015.

Kwan Yong Sim, Feiching Kuo, and Robert G. Merkel, “Fuzzing
the out-of-memory killer on embedded Linux: an adaptive random
approach,” in Proceedings of the 2011 ACM Symposium on Applied
Computing (SAC’11), pp. 387-392, 2011.

Amaury Gauthier, Clement Mazin, Julien Iguchi-Cartigny, and
Jean-Louis Lanet, “Enhancing Fuzzing Technique for OKL4
Syscalls Testing,” in International Conference on Availability, Re-
liability and Security, pp. 728-733, 2011.

Dokyung Song, Felicitas Hetzelt, Dipanjan Das, Chad Spensky,
Yeoul Na, Stijn Volckaert, “PeriScope: An Effective Probing and
Fuzzing Framework for the Hardware-OS Boundary,” in Network
and Distributed Systems Security Symposium (NDSS’19), pp. 1-15,
2019.

Jonas Zaddach, Luca Bruno, Aurelien Francillon, and Davide Bal-
zarotti, “AVATAR: A framework to support dynamic security
analysis of embedded systems’ firmwares,” in Network and Dis-
tributed System Security Symposium (NDSS’14),2014.

Karl Koscher, Tadayoshi Kohno, and David Molnar,
“SURROGATES: Enabling Near-Real-Time Dynamic Analyses of
Embedded Systems,” in USENIX Workshop on Offensive Tech-

nologies (WOOT'15), 2015.

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

73

Daming D. Chen, Maverick Woo, David Brumley, and Manuel
Egele. “Towards automated dynamic analysis for Linux-based
embedded firmware,” in Network and Distributed System Security
Symposium (NDSS’16), 2016.

Andrei Costin, Apostolis Zarras, and Aurélien Francillon. “Auto-
mated dynamic firmware analysis at scale: A case study on em-
bedded web interfaces,” in ACM Asia Conference on Computer
and Communications Security (ASIACCS’16), 2016.

Dawn Song, David Brumley, Heng Yin, Juan Caballero, Ivan Jager,
Min Gyung Kang, Zhenkai Liang, James Newsome, Pongsin
Poosankam, and Prateek Saxena, “A high-level overview covering
Vine, TEMU, and Rudder ,” in Proceedings of the 4th Interna-
tional Conference on Information Systems Security, 2008.

Andrew Henderson, Aravind Prakash, Lok Kwong Yan, Xunchao
Hu, Xujiewen Wang, Rundong Zhou, and Heng Yin, “Make it
work, make it right, make it fast: Building a platform-neutral
whole-system dynamic binary analysis platform,” in International
Symposium on Software Testing and Analysis (ISSTA’14), July
2014.

Marius Muench, Aurélien Francillon, and Davide Balzarotti,
“Avatar2: A multi-target orchestration platform,” in Workshop on
Binary Analysis Research (BAR'18),2018.

Brendan Dolan-Gavitt, Josh Hodosh, Patrick Hulin, Tim Leek, and
Ryan Whelan, “Repeatable reverse engineering with panda,” in
Proceedings of the 5th Program Protection and Reverse Engineer-
ing Workshop (PPREW-5), 2015.

“TriforceAFL,” NCC-Group, https://github.com/nccgroup/Triforce
AFL, 2017.

Yaowen Zheng, Ali Davanian, Heng Yin, Chengyu Song, Hong-
song Zhu, Limin Sun, “Firm-AFL: High-throughput greybox fuzz-
ing of IoT firmware via augmented process emulation,” in USENIX
Security Symposium, 2019.

Jiongyi Chen, Wenrui Diao, Qingchuan Zhao, Chaoshun Zuo,
Zhiqiang Lin, XiaoFeng Wang, Wing Cheong Lau, Menghan Sun,
Ronghai Yang, and Kehuan Zhang, “loTFuzzer: Discovering
memory corruptions in iot through app-based fuzzing,” in Net-
worked and Distributed System Security Symposium (NDSS’18),
2018.

Marius Muench, Jan Stijohann, Frank Kargl, Aurélien Francillon,
and Davide Balzarotti, “What you corrupt is not what you crash:
Challenges in fuzzing embedded devices,” in Network and Dis-
tributed System Security Symposium (NDSS’18), 2018.

Brendan Dolan-Gavitt, Patrick Hulin, Engin Kirda, Tim Leek, An-
drea Mambretti, Wil Robertson, Frederick Ulrich, and Ryan Whe-
lan, “Lava: Large-scale automated vulnerability addition,” in /EEE
Symposium on Security and Privacy(S&P’16), pp. 110-121, 2016.

Andrei Costin, Jonas Zaddach, Aurélien Francillon, and Davide



74

[57]

[58]

[59]

[60]

[61]

[62]

Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

Balzarotti. “A large-scale analysis of the security of embedded
firmwares,” in USENIX Security Symposium, pp. 95-110, 2014.

Yu Chen, Hong Li, Weiwei Zhao, Lin Zhang, Zhongjin Liu, and
Zhigiang Shi, “IHB: A scalable and efficient scheme to identify
homologous binaries in IoT firmwares,” in 2017 IEEE 36th Inter-
national Performance Computing and Communications Confer-
ence (IPCCC), pp. 1-8,2017.

Yu Chen, Hong Li, Yuan Ma, Zhigiang Shi, and Limin Sun, “Ro-
bust Network-Based Binary-to-Vector Encoding for Scalable IoT
Binary File Retrieval,” in International Conference on Wireless
Algorithms, Systems, and Applications(WASA’18), pp. 53-65, 2018.
Arun Lakhotia, Mila Dalla Preda, and Roberto Giacobazzi, “Fast
location of similar code fragments using semantic ‘juice’,” in Pro-
ceedings of the 2" ACM SIGPLAN Program Protection and Re-
verse Engineering Workshop (PPREW’13), 2013.

Jannik Pewny, Felix Schuster, Christian Rossow, Lukas Bernhard,
and Thorsten Holz, “Leveraging semantic signatures for bug search

in Proceedings of the 30" Annual Computer
Security Applications Conference(ACSAC’14),2014.

in binary programs,”

Jannik Pewny, Behrad Garmany, Robert Gawlik, Christian Rossow,

and Thorsten Holz, “Cross-architecture bug search in binary

executables,” in IEEE Symposium on Security and Privacy (S&P),
2015.

Sebastian Eschweiler, Khaled Yakdan, and Elmar Gerhards-Padilla,

B3 T 2013 FAEPYNIRE T EHLRE
LR AFE LA I E R
5 Bt K 2 W 246 4% [A) 22 A B b Bk 1 2
fio WFFTAIA 10T %4, IRAR B &L
4o WEGTRLHRALHE BRI Hr, ORI,
IR M 5 A H . Email: zhengyaowen@
e iie.ac.cn

B OBl T 2014 AT R RS RS
TSR S ARG RG240 T
7 T E R4 B AT B TR T T WY 45 2% [H)
GARTN B 220 DR ToT
LA AR/ LA TR
B 1 UL TN 1 57 o0/ TEN P E o 118

Email: chengkai@iie.ac.cn

[63]

[64]

[65]

[66]

“discovRE: Efficient Cross-Architecture Identification of Bugs in
Binary Code,”
posium (NDSS’16),2016.

in Network and Distributed Systems Security Sym-

Qian Feng, Rundong Zhou, Chengcheng Xu, Yao Cheng, Brian
Testa, and Heng Yin, “Scalable graph-based bug search for
firmware images,” in Proceedings of the 2016 ACM SIGSAC Con-
ference on Computer and Communications Security (CCS’16), pp.
480-491, 2016.

Xiaojun Xu, Chang Liu, Qian Feng, Heng Yin, Le Song, and Dawn
Song, “Neural network-based graph embedding for cross-platform
binary code similarity detection,” in Proceedings of the 24th ACM
Conference on Computer and Communications Security (CCS’17),
2017.
Chang Qing, Liu Zhongjin, Wang Mengtao, Chen Yu, Shi Zhiqiang,
Sun Limin, “VDNS: An Algorithm for Cross-Platform Vulnerabil-
ity Searching in Binary Firmware,” Journal of Computer Research
and Development, vol. 53, no. 10, pp. 2288-2298, 2016.

(7T, XIhde, FHVE, MRS, S0, M, “VDNS: —Fif
P16 R IR RIS, i BB TT T K, 2016, 53(10):
2288-2298.)
Zhen Li, Deqing Zou, Shouhuai Xu, Xinyu Ou, Hai Jin, Sujuan
Wang, Zhijun Deng, and Yuyi Zhong, “VulDeePecker: A Deep
in Network

Learning-Based System for Vulnerability Detection,”

and Distributed System Security Symposium (NDSS’18), 2018.

X 18 T 2016 AR EREEBRE
Rz et 0. IUTh E R
Bife S LRSI B ERA 0% o T 5 Ak
NAF B A BRI . TGS
WIEI 224, S EARRE AT IS AT Bl
FKIE 524 . Email: wenhui@iie.ac.cn

RGBT 2017 FAEACH DA RAE TR
IR S HEAR LR L2 A A
Ep R A S 0 W TR 0 e e A P
TN PN 24, T a. W
MR ELEE AT, BRI, eI AT
5%H]. Email: songzhanwei@iie.ac.cn



IR A P I B IR BRI T2k 75

KL T2009 FFEAEH FEREABETT 7
ARBFFCIT U SEHLR FR G50 LR A
AL DU R e A B TR
WEFE bR WA W 26 25 1) 2 42
FUMBELAG: PR A, G P
_ RRETC, P T g A P A R A
i AJEAN%E, Email: zhuhongsong@iie.ac.cn

FIR T 1998 44 E B RHOR 2 4
BURE2 5 R Lk A 1 2207 . BUE
Hh R 2 B A S T REE ST 9T 61 o
FAE W 24, THEZe. IR
MG TR Z 55 O
FEL B KIS IR TIERGNR
MEAT AN THRARGANRRN S ]

# . Email: sunlimin@jie.ac.cn




