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Abstract Code-injection attack is one of common security threat types faced by Web applications. This attack occurs
when an attacker injects malicious programs into the server by exploiting vulnerabilities and backdoors of applications, or
makes use of that applications accept user input parameters without validating and filtering to make malicious input pa-
rameters executed. In addition, existing defense methods, such as application analysis and inputs analysis, have inherent
defects in the face of code-injection attack. In order to counteract the trend, we present a defense method for Web applica-
tion code-injection attacks based on instruction set randomization. This method does not depend on the attack methods
adopted by the attacker, so it can resist unknown code-injection attacks. Based on this method, we design a prototype sys-
tem, whose security is calculated by the generalized stochastic Petri net (GSPN). Even if the attacker obtains the prior
knowledge of the randomized method, it is difficult to break the system. Although modifying source code of Web applica-
tions is needed, this process is fully automated and universal. Experiments show that this method can effectively resist
code-injection attacks, and achieve the proactive defense.

Key words instruction set randomization; code-injection attack; generalized stochastic Petri net; active defense
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Table 1 Functions and keywords commonly used in
PHP code-injection attacks
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uksort 1 usort 1
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By AR 5 % S IR S A N R
AR N
<?php
echo ("Hello World");

?>

(a) FEHLAL A BRI PHP7R Bl

(a) PHP sample code before randomizing transformation

<?php
echol234 ("Hello World");

?>
(b) FEBLAL A5 9 PHP 7R £
(b) PHP sample code after randomizing transformation
3 FEHLEREIR A PHP REGIKED
Figure 3 PHP sample code before and after random-
izing transformation
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ZEND_API void zend_highlight(... ...)
{

zval token;

int token type;

char *last color = highlight html;
char *next color;
while ((token type=lex scan(&token, NULL))) {

switch (token_ type) {

case T _ECHO:

next color = highlight keyword;
default:
next color = highlight default;
}
}
if (next color !'= highlight keyword) {
zend _printf (" ")

zend html puts();

5 (&I /5 H zend_highlight()ZB 2 iR FD
Figure 5 Part of the modified zend_highlight () code

[root@localhost bin]# ./php -s ./test.php
<code><span style="color: #000000">
<span style="color: #0000BB">&lt; ?php<br />echo</span><span s

tyle="color: #007700">(</span><span style="color: #DD00Q0O">"H
ello&nbsp;&nbsp;World"</span><span style="color: #007700">);<
br /></span><span style="color: #0000BB">?&gt;<br /></span>
</span>

(a) FEHUILRTSRATEE R

(a) Execution result before randomization

[root@localhost bin]# ./php -s ./test.php
<?php

echol234("Hello World");

7>

(b) BENLAL IS PRAT A5 2R

(b) Execution result after randomization

6 BENLILEI/S./php -s test.php FITLER
Figure 6 Execution results of ./php -s test.php before
and after randomization
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Figure 9 CTMC model for PHPRAND under attacks
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Request URL: http://192.168.81.139/phpi.php?message=phpinfo()
Request Method: GET

Status Code: @ 200 OK

Remote Address: 192.168.81.139:80

Referrer Policy: no-referrer-when-downgrade

(a) FEHLACRTAURS T AL 2R

(a) Code-injection result before randomization

v General
Request URL: http://192.168.81.139/phpi.php?message=phpinfo()
Request Method: GET
Status Code: @ 500 Internal Server Error
Remote Address: 192.168.81.139:80

Referrer Policy: no-referrer-when-downgrade

(b) BRI A AL

(b) Code-injection result after randomization
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Figure 10 Results of code-injection before and after
randomization
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[11/Apr/2018:11:58:31 -0400] "POST /1/plus
/task/upcache.php?act=dl HTTP/1.1" 200 156 "http://wxshicai.n

et/1/plus/task/upcache.php?act=dl" "Mozilla/5.0 (Windows NT 6
.1; WOwe4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/63.0
.3239.84 Safari/537.36"
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Figure 11 Log of attacker uploading webshell
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1122.php 55235 269 IR, RGN BT 1747 2001 8
tr, BATCIE R ik, W 12 BT

[11-Apr-2018 16:02:44] WARNING: [pool nobody] child 20640 sai
d into stderr: "NOTICE: PHP message: PHP Fatal error: Functi
on name must be a string in /home/online/2_WEB/DA459957/WEB/1
/plus/task/11l.php on line 3"

[11-Apr-2018 16:09:21] WARNING: [pool nobody] child 20640 sai

d into stderr: "NOTICE: PHP message: PHP Fatal error: Functi
on name must be a string in /home/online/2_WEB/DA459957/WEB/1
/plus/task/1122.php on line 3"
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Figure 12 Part of defense log for case 1
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[26-Jul-2018 16:51:26] WARNING: [pool nobody] child 11671 sai
d into stderr: "NOTICE: PHP message: PHP Fatal error: Functi

on name must be a string in /home/online/2_WEB/DA459957/WEB/1
/dede/inc/admin_channel.php on line 6"
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Figure 13 Part of defense log for case 2
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[12-May-2018 13:00:02] WARNING: [pool nobody] child 21582 sai
d into stderr: "NOTICE: PHP message: PHP Fatal error: Functi

on name must be a string in /home/online/1_WEB/DA207678/WEB/i
nclude/taglib/cheng.lib.php on line 1"

14 EHI=MESBHEEE
Figure 14 Part of defense log for case 3
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Figure 15 The DHR architecture of mimic
defense system
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