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Abstract In recent years, machine learning has developed rapidly and has been widely deployed in the fields of natural
language processing, image recognition, and search recommendations. However, a large number of machine learning
models in the wild are facing severe challenges in terms of model security and data privacy. This paper focuses on the
member inference attack against black-box machine learning models: given a data record and the black-box prediction
interface of a machine learning model, the aim is to determine whether the data record was used to train the target model or
not. To this end, in this paper, we design a synthetic data generation algorithm based on VAE and implement it to generate
a synthetic dataset which has a similar distribution with the original training data of the given model. In addition, a mimic
model construction algorithm based on the generated adversary network is proposed, which can train a mimic machine
learning model that can imitate the prediction behavior of the target model by using the synthetic data. Compared with the
existing works of member inference attacks, the inference attacks proposed in this paper do not require the prior knowl-
edge about the target model and its training data, and can achieve more accurate attack results only with the black-box
access to the target model. Experimental results show that the data synthesis algorithm proposed in this paper can obtain
high quality synthetic data. The minic model construction algorithm can simulate the predictive power of a given model
under more stringent conditions. Without prior knowledge about the target model and its training data, the proposed mem-
bership inference attack against multiple target models can achieve the highest attack accuracy and precision of 74% and
86% respectively, which are 10.7% and 11.2% higher than the state-of-the-art attack method.
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Figure 7 Accuracy Comparison of Inference Attacks
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