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Abstract Electromagnetic emission exists in the process of display signal transmission in modern computers. Therefore,
by signal receiving and restoring using eavesdroppers, one can reconstruct the display information emitted from target
computer. However, reconstructed images are corrupted by noise, causing difficulty in recognizing its content. In this pa-
per, we propose a new model, using feature-enhancing-based Neural Network (FENN) to recognizes Chinese text lines in
reconstructed image. The model combines Convolutional Neural Network(CNN) with denoising autoencoder to achieve
enhancement of text features and suppress noise interference. Then robustic features extracted with image information
preserved are feed into the following Recurrent Neural Network(RNN). Finally, with Connectionist temporal classification
(CTC) Loss and Mean Squared Error(MSE) loss combined, the model can by trained jointly under a joint loss function, by
which the model is able to recognize Chinese text lines in reconstructed images without denoising or any other preproc-
essing. Experiments were performed on dataset consists of reconstructed images and public datasets including RCTW17
and CASIA-10k. Result shows that our method outperforms common recognition methods by 5.4% at most.
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Figure 1 The overall framework of the model

2.1 4F{ESR{LIER

o T SCA YR ) A, (A 2R SR FH G
PPZE W 28 UG 1) 4R AE, X RIS AL 6) T 13 i
1 PRGOS Y, AR T P G O 3 Dt PR 453X
ol e M 75 ¥ G (AR T i R, AN P G AR il
WL S ANE 1) o RS TN 25 I 45 i 3 1ok K 4
P 2SI H N AR AL, DA ot 5 R 1 s AR Ak
A IE N PE, (H T E 50 1) 20X L AR AN BT X
PR IE S G IRAOR . Bl RS . ed ARk
s N—eE P s TR R, (X T R
X H AR A IR DX o PEREAE I B IR, R G B £ s
AL SE A o AR, MR st G IR IX A3 PR
TE 2 HA MR PR ), W75 5 G MAR ZE 0 2 T
BAGIHE R, X R A TR . T Y
INT A R 28 0 25850 RURFAIE 1) 27 ST AMERE, B 58
MR R o A T EDWAREIL L3 1) 3, SRS L s 5
AEFGHT4E MNIST LI TI0UE, £5 50k 2 Frow,
e 21 8 i 2 S 2 R A 48 I 25 BT A i 4y MINIST 41
P LU ZRan g, W5 ih 4 b AR [ A Y 70 4 20
h 0 7220 1 RBE AL ST V5 G i) MINIST B3l



FLAHR A6 IR B PR £ o SCSC AU B AR 5
Gtk TTLLE Y, BT ETs AR, B

IR R W 5 s oM A G D0, X TRl R R ik
R o

PUERHES

5_
4_
3_
K
= 2
1_
0_
-1- ; ) ! )
0 5 10 15 20
PIER/€:

(: BRI VLT RER  S] B L ATRE, S5 UM A AT
B2 HERHEMEERTRESRTRIIGRAE

Figure 2 CNN training loss with and without noise
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Figure 3 2D feature extracting module
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Figure 4 2D feature maps of a text image
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Autoencoder (DAE)
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Table 2 Configurations of DAE
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Figure9 Feature sequence and receptive field
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Figure 11 Segmentation in noisy text image
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Figurel4 Noisy images corrupted by low, medium
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Figure 15 Reconstructed image from
electromagnetic emission
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Table3 Distribution of noisy training samples

Noise ranges

Gaussian Rayleigh
psnr(dB) ssim psnr(dB) ssim
Max 14.76 0.28 13.8 0.27
Min 22.03 0.81 21.40 0.79
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Table 4 Distribution of reconstructed image samples
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1 int m[i,j]=0

2FOR i« 1TO|s/|

3DO m[i, 0] =i

4FORj — 1 TO|s2|

5DO m[0, /] =/

6 FOR i — 1 TO |s]|

7 DOFOR; «— 1TO|s2|

8  DOIF sI[i] ==s2[/]

9  THEN m[i, j] = min{

10 m[i-1,/]+1,

11 m[i,j-1]+1,

12 mli-1, j-11}

13 ELSE m[i, j] = min{
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15 m[i,j-1]1+1,

16 m[i-1,j-1]+1}

17 RETURN m(|s/|, |s2|]
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Table 5 result comparison on CASIA-10k dataset
FER (%) H— P e i
e Jy g T 1 g 7
i wh [ i w )

psnr=19.1 psnr=15.7 psnr=13.1 psnr=19.2 psnr=15.8 psnr=12.9

ssim=0.7 ssim=0.5 ssim=0.3 ssim=0.7 ssim=0.5 ssim=0.3

Bai et al. ' 38.4/0.40 29.1/0.53 11.7/0.79 38.9/0.42 29.5/0.52 13.2/0.70
Liu et al. ' 40.5/0.36 31.6/0.46 13.4/0.70 40.7/0.37 32.4/0.46 16.3/0.74
Yin et al. *! 44.8/0.37 33.3/0.50 12.6/0.73 44.3/0.38 34.2/0.49 15.2/0.74
Ours 45.0/0.34 36.2/0.42 16.1/0.66 45.3/0.33 36.9/0.42 19.1/0.62
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Table 6 result comparison on RCTW17 dataset
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e f e Fii | e
fi& i I} fi& G =)

psnr=20.7 psnr=17.6 psnr=14.3 psnr=21.0 psnr=17.3 psnr=14.3

ssim=0.7 ssim=0.5 ssim=0.3 ssim=0.7 ssim=0.5 ssim=0.3

Bai et al. "% 36.8/0.43 29.7/0.51 18.1/0.68 35.4/0.46 33.4/0.50 21.0/0.63
Liu et al. ¥ 38.3/0.40 33.5/0.44 21.2/0.60 37.9/0.41 34.4/0.48 23.5/0.60
Yin et al. (¥ 41.1/0.38 36.1/0.47 20.7/0.62 40.9/0.39 36.2/0.44 23.9/0.57
Ours 41.0/0.36 36.9/0.41 23.4/0.57 40.4/0.37 36.7/0.42 25.1/0.55
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Table 7 Result comparison of different methods on
reconstructed image samples

Noise Level
low medium high

psnr=20.0 psnr=16.4 psnr=12.1

ssim=0.71 ssim=0.45 ssim=0.28

Bai et al. ['% 34.6/0.45 26.7/0.56 16.3/0.73
Liu et al. " 36.5/0.44 30.1/0.50 19.1/0.66
Yin et al. ¥ 39.4/0.41 32.5/0.52 18.6/0.68
Ours 40.0/0.39 33.2/0.45 21.1/0.63
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Table 8 Comparison of recognition results between different methods
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