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Abstract Industrial control systems are closely related to the physical environment. Attacks will directly cause economic
losses, casualties and other consequences. Intrusion detection system can provide effective security protection. In industrial con-
trol systems, intrusion detection is regarded as an anomaly detection problem. This paper focuses on the intrusion detection
through PU learning (Positive-unlabeled learning). Firstly, due to the high dimensionality of data in industrial control systems, a
feature importance calculation method is proposed. The feature importance is measured by the distribution difference between
the positive data set and unlabeled data set, which is used for the feature selection of PU learning. Secondly, a class prior estima-
tion algorithm based on OCSVM(One-Class SVM) is proposed. This algorithm can estimate class prior stably and accurately. It
provides necessary prior knowledge for PU learning. Finally, three public data sets were used for experiments. Under the condi-
tion of only one type of label data, abnormal samples in the data to be detected were found through PU learning. Meanwhile, PU
learning is compared with some existing models to verify the effectiveness of PU learning.
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process based on PU learning
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Table 2 Method for calculating feature importance of binary classification
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1: Initialize feature importace vector @ ;

2: Load data set P and U;,

3: Data normalization by MinMaxScaler;

4: FOR i=1 TO M, DO

5: Divide the [0,1] interval into 100 equal parts,
and take the frequency as probability;

6: Calculate i-th featue’s importance through KL
divergence: w[i]=KL,;(P||U);

7: END FOR

8: RETURN
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Ao Hdl, AR AR Hh A2 i - 28 e
EARRE, RARERIBAAE N TOAREH A, TS AR
A, AT PIUCREE, RIS ENLR AR —

I3 IEAGIAR 250, T b 28 500 A 1 T S v s ik
BEALHIFEEAT AT

EH T 1 0 2 2 A e B s A b BE AL
B0, BUCAEX Mg 50 R 2R T — AN A R e, 1%
AR B PR A 1E B B 245K (1abel frequency), JL g X
He=p(s=1|y=1), Hrhs=1RRFFEARPLLEH HIFE
Ao AR MRS IO MR O R AT Ll A 20(3)
LR,

My=Hﬂ=%p@=Hﬂ 3)

BT I T AT ok Al T IR AR B A o, Rl
SRR . B, 7E TS R, LUK IE BB
FTCAR BB IR A, IE R AT A BE AL 3 n
AR R IEBIREAR, R AT AR Al T

SCHR[36] Hh i A e SR SR B8 THAG T 1) 1F 41
PRI T T, I £330 1E bR 255023 (145 v,
ESEEREIR R TICE 5k . AL OCSVM HEXT
TIcE Syt AT duidk, $ it OCSVM Hikkk 5
AERES T4, HEm A TE IE BRI

OCSVM Hd & —Fp & Sty e i Rl 550k, 3L
ffFH RBF & %, PERERT SVDD 24Ll, nlLLAK
OCSVM EVEAERFAE S (0] h Rl 73 $R B — AN ERAE,
IEBIFEA AL B AR B BkAA N, IF AT AT 16 Bk AR )
et/ o L) EHEIA A X

1 1 &
mm:EWTW_erW;é @)
stowx=p-E&.8 20,|w| =1

N LN IR S = R T S SRS N A1 B ]
Ik VB 2 HOR BRI TE 451 B804 B P s Rl 40 A S R
FEASR, MR 2 10 1B TSR AR iR D 3
BT ZE o A1, 288 i sl B R R,
I IS PR BR AR AR AN, SRR 53 Sk AT (R A A ]
DA A w45 8 00 IE AR AR

TE I BUAR BB A TF b, AS THE AT DL ik 1)
Pe T RAGEA G . WU RASE, 74k
S hFRBREAR R E R Ly W2 A (5).

2
o
P(Ls—p> £)<5_2 ®)

Hop Ly RN 3505 A1, HBEHLAS & Lg (A2
E(L)=cNg, /i %4 D(L)=c(1-c)Ng, N JiEHIr
S AR DEL. RAAKG)ER:

c(1-c)Ny
2

P( Ly —cNg = &) < (6)
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1-c)N v
%5=L=Ws pypk6ysin T
&

P[|LS —eNg < ,/%Jéa (7)

WL A7), WTELLIBER & X IEGIARZESA ¢
M EFA N FEATAR, WA (@) .

plests  [U=9 1<
Ny \ SN
(8)
P ch_S_ cl-c) <5
Ny \ SN

7t TIcE ik, T KL ATE 30 EG] 12 i 55
R RER, B PSRRI o B BEAT, T A
B pgiob, S AFAE—2em 7Y U B SRR
e, ofr S i B e I MR Al T (R SRk AT
ZI90 ., BR1, WL OCSVM SyERI 43 vl {546t i 1E 41 1
B, ATLUWIES] T AR AT AR, BRI AT PR
DX A o BV R ) IR BR AR ¢ (Al THE, 1T AT
DATHEL SR e B0 4%, Rz 2R ot i M= A v 5k
OCSVM-cE.

OCSVM T TIcE Hik, He¥ T HIEH] T
SRR PSR 45 i OCS VM, IX A — 7 T ]
LUl OCSVM BRI S 00 Al 5 BUEG] -1 4R A
AKGHEAT BRI, 36 4 b T RIS UE ) T AR PR AN L /D
SFEUGAG VW 2, 53— J7 AR I SRR T A ) A
P EVEAT T A4, TICE fEAL iyl SRR I 2 [ IS A
FHIE A5 H5 40 A5 R e b A8 it AR, X 5 S i
TICE kAt 2RI MR I, i SR AN R e bR
AR BN, AESZBr N R T EIROR .
X1 OCSVM-cE Sk AR AR IR A i 22 1 K dfs
8, IZREIREIY ] LLAE AN [R] B A0 b 28 i 4 b A 1,
L AE W Rl A5 2 Ji5, OCSVM-cE 53k 1 i [r] &2
RPERER O(n)

#35 2.0CSVM-cE &k

WoN: EBIRREHIRE P, LRSS U,
OCSVM HJiZ L7 s

s MR 7

1: Load dataset P and U;,

2: Np=len(P), Ny=lenU);

3: Data normalization;

4: Set upper bound on the fraction of training
errors as o , train an OCSVM model;

5: Merge P and U as A, predict A through OCSVM

model;
6: Count the number of samples identified as

positive examples in P and Uas npand n;;

79
p
7: Calculate c¢= ;
np +ny
8: RETURN ﬂzw
np(Np + Nyy)

WYL 2 T LAE X RS I 1 T 45 4 24T 4
Br, AGTFIER KM, S PU 24 I3 (L 2 e 5
AR, TR ISR A TSR A DRI 2R G N A2 R I B,
BRI TN AR
33 ETHEMEH PU E3]

TR RS, N2 BAT R 1 Rl B
TEOET R, M “Stuxnet”#]“Duqu”, Ff2“Flame” K I
WG, ARGEIEE T 20 2R AR R 0 B A A LA 6k 2L
SEOB, K NAR AT DA by A I AR B, AR TGV
PURINAR B FP S, H 2 AT DUAE THDR A AN AR I L
ARG8T AN SCRFH PU 2% 3] 7 VT N A,
W 15 H LA bR 2 H s, 5 R AN f 54 [) e 2
LR ISR, RS sk —RE,  PU %) ik
HA R A B A8 D, W ICAE A T I 2R
PRI AT J0T 3 AR (R
331 FEAFPETH PU %Y

PU 2% ) ol Johr 28 BUs AR A A 5 0 W P A B
AR S A K 4, 338 o T 3ok 2R S B0 MR SR AN T a2
Bk O RBURIIE S R 0) Fin:

R(f)=7Ep(I(f (x).1)+ (1= m)Ey (I(f(x),-1))  (9)

SRIAE PU 22 2], AT bR 2 1 I FE AR,
TR B R BIFEA 4%, nnPU A4 Hidl it
TR S B AT RPIFEARR, X JE nnPU 1)
POy AR . TEARSSHAR IR A T IEBI A R BIREAR, ¥
LR 517 B AR bR 2SR A 11 S 9 B 45, 84 L4t
REJIAE ] LR AR U R

Ey(I(f (x),=D)=7Ey ((f(x),-1) (10)

+(1=-m)Ey((f(x),-1)
Horb 7z TR EAEE P 2, | B
, Up WS EIE T M IEBIFEALE S . A
10y ', E,(A(f(x),-1)) AT LL B OB
Ey((f(x),~-1) ZRFb IR BIREA B K, DA 1) 85
e S By (O (x),-1)) -

16 TS S5¢ B IEGI bR 250 S RUE bR 2 £ 4R 3
Tk BEHLRAEIRAT, WOE ) bR 2 5 s 4R 9 2% ) 1
FITCAR S E s 5 b IEBIRE A R SR, A

Ep(I(f(x),—1) =Ey, (I(f(x),~1)) (11)

BRAZ A A0) M 22 (1) T AA BT 5 2K0R

ZEWI7Yk, a2,
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Roy (f) = Ep(I(f(x),1))
+ max(0, £, (I(f (x),—1))

—7Ep(I(f(x),~1))) (12)
AR A Non-negative risk estimator®”, 3,
max(0, £, (I(f(x),~1)) = 7 Ep (1(f (x),=1))) ST 11
BIREASIR, Ep(I(f (x),1) 2 IEGIFEASUR IR
TEREAT NAZ RIS, 4 1E 5 I S A IE IR,
TXREAEAREAS I ) TG b 28 250 4R v TE A A (1) L A3
KT R, A AP )

0 0.2 0.4 0.6 08 1
predict value

4 y=1 B focal loss F & 1&
Figure 4 Image of focal loss function when y=1

N T NS E TSRS I M R AN 3 B Eidls AN
) /5, PU 2% 2] 40 2k R 38 4 focal loss, 1A
2 Fi7w, focal loss 1] LLE K
_J—a(l-1)"log(t), y=1 1
) {—aty logd—1), y=0 (13)
FERIRL BN G R, IR BAE A PR3 B DR I 2
BAE R HMETREAR, BB (f(x)) (A= f(x,)) FALEEL
TR EOE A I 22, AT LA AR SR FEA AL
5Tt nnPU EEHE AT R 0 2R BE - B IEZ 51
Non-negative risk estimator #1733 (14) 778 .
R(f1) =2 Ep(fI(f(x).1))
+max(0, £, (f1(f(x),0))
—7Ep(fI(f(x),0))) (14)
PU 22 2] WAL I 535 3 B
B 3.PU I H
BN ERRREREE P, TREHEE U,
epochs, 2] %y, batch_size
Bt JChRAE B AR T A
1: Load dataset P and U, Data preprocessing and
data normalization;
2: define a neural network;
3: Weight initialization;
4: FOR k=1 TO epochs, DO
5: Forward propagation;

6: Calculate risk estimator R(f1);
K+l k

7: Update weight: w.™ =w;; —;/M

i
iy y awlj

8: IF Satisfied early stopping conditions THEN
9: Break;

10: END IF;

11: END FOR

12: Predict U through the trained model;

13: RETURN the labels of U

W LA FAHT AT AN, PU 2% SRS T 40 S5,
FiRZEE T, B risk estimator fititF —4)
FKk 2z, UGV o0 R IR AT I A6 7%, A
HEPNLE BT (1 S5
332 MENKRE

i FHALBS 2 2] D7 AT Tl 4 R G NR AL
REFE e, 75 BT b g sl R e A 2 1) s i
WK, ROy N (1) Bt wT DB AR )
DT S 7 A5 FH P o 8 I 0% & i 5 B R mT e 4k, —
THT T56 4 PRI ASE 200 TT LA gl 20 K 000 (1 e 7 B i), s A 7Y
(10 SN 5 g — T T ) AR A0S o B R 11 7 oK
TEIAFG T RGN H 5.

PU %% > J& — Rl AR FE T~ #h 48 9 285 1) 2% ) 5002,
A — R B R M 50, @G 2R =
VN GrAh 22 LRI , FPLE L& S5 R TRANH], [FIRE R
SN P R AR S, AR AT T B AT TR YRR AN
[F] P9 2% S5 R 1F) PU 22 SRR,

PR AIER M2 2% DNN, DNN & A7
LA TR R AR M4, #is - DNN A AT &
PREL, SCHR[42]P R 1T TR R B2 £+ 1) DNN 7E
NI 4y b e, HILE R B oRA AT =0
I, B 3 ANBAGEZ ) DNN Bk i) DLIAT L e
oy 2k ne, JF HBEE 2B, 2 Eaenf
B ATt o R A SO % 3 AN/ DNN LAY,
AR B 2564 644 16, AR [ 2%
SERRE IR 3 BTN

%3 DNN W@FEE
Table 3 Configuration of DNN model

P eit] il RS STk
1 I (None, 256) 256 ReLu
2 BatchNormlization
3 IR (None, 64) 64 ReLu
4 BatchNormlization
5 I (None, 16) 16 ReLu
6 BatchNormlization - -

7 ERE (None, 1) 1 Sigmoid
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PU %%>Jifiik DNN 58— 00 RAE5%, Bhr
AR ()RR AT 43 o0 15 i AR Ji i, DNN
F%h I8 I Sigmoid pREILES 210, 17X ] Y, PSR
RS

DNN A 75 AN 4 i 42 2 2 1A i3 AT ik 2 b Ak
(Batch Normalization, BN), B[4 /NBa )2 £t o
() 4 B EAT R i AL, A8 49 A S M A He R £ ) B N
BV N 0T i N A UK 1) X 3580 A BN AT LAk
P W 2% (WS, A BN S VR 24 68 i 11 2%
&, FERRAREBIAN T M2 S5 sk, 3L
W] DA R Y R A, R R e LT ] UV R
Dropout ] 753k 9,

DNN H IR0 BR 5002 F (1) 02 ReLu BR 5, (1) 0] LA
Ik P 251 2k . AHEL T sigmoid. tanh, K5 5T
T o ()R 1R B 2% o MAEUE L KB /), sigmoid,
tanh 1) 3204230 T 0, ReLu 24 AEE RN oA BUNAFA(E
EMIE . Q)R B A Mbi .

PCETTH VAL Adam 5%, Adam &—FlHi&
JiAE S A, HAWER, AR A S

81

5 MBI M A CNN. EARSCH, KA
T PR L) CNN 48 4544 Lenet-5 45, &2
Lenet-5 JE A0 H — 4E G I 4%, BERETA A 32x 32,
T b 4 i) 3R 40 1) 5l 20 5 S — 1) A, DTS Y
LR EERYIEATIHEE, 4 Lenet-5 W) 4EB RN —4E
B, AN KN R 321 o BRI AR HEAT I i 2R
A SE TR IR B, PR4ER 32 4. MZHEE— 2
31 5> 1 RPER, W 2E— 24338 6 SR/ 28 x1
FIRFHEIE, AR RN A 2 i Rt A RRE, ALk,
14x1 K/, BEAGRUZEH S 1 IR, it 16 4>
KANA10x 1 [PRFIER, FRE IR/ 2 SRR
FE, A8 S =1, B ra BURE- P AR —A 4
HRET, R AWE, R E e EE A 120,
R AEN 84, e a iR, it
softmax PRECHATHIH . FET Lenet-5 T HI RS
BRI 5 s, JerbiN (2,32,1) ik 2 AR
batch_size, FIHKECKA] Relu B

U, TSR T PU 22 ) B SEN . BT
PU 2% 2] I NAR Al R B 2R B 2 50 SR AN T

(2,32, 1)

e

5 ET CNN 8 PU EIJ AN RGN RE G
Figure 5 PU learning for intrusion detection architecture based on CNN

Step 1. RHCECHE, LA IF b 2 HcHs R A £ DUl
RITCAR R, BEAT R il 2

Step 2. Bt OCSVM-cE HidAlti it I hns Hdhi 42
IR ERMA, TRTF OCSVM KLY,

Step 3. ik KL MUt RRFIE RS, WOE R
B th BOEFHEFIERL K, 3B A 5 22 B A TR AE
WP, 15 208 28 2

Step 4. WIEHA—MIRFEMZRILE, IR
BRI B ARV ZR PU 2 ) B8, INZRTH

O F#hhk: hitps://www.unb.ca/cic/datasets/nsl.html.

RN 3 s
Step 5. I IZRAFIUMIZE R, IR [PIERRREEL
PSR AT -

4 TERERSHH

41 HENEBE5HF

S AR T S A R A I T B 4
NSL-KDD"™!, UNSW-NB15°H1f1 WADI®™!, Hrf
NSL-KDD 1 UNSW-NB15 s 4 il 5 & 3k T B

@ F#Hht: https://www.unsw.adfa.edu.au/unsw-canberra-cyber/cybersecurity/ ADFA-NB15-Datasets/.

@ F#EHuhk: https://itrust.sutd.edu.sg/itrust-labs_datasets/
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I I 7 e R LI AR AE, B U () SR AR AIE (U A i /2
BCRAL, i 145 VR TG S IE 8 N A HFE
2 IR SBERAE b AT LU S T ) R G kAT R
o [AlI, 4 TR I0UFRRZE Tt R IR
PE, SINT WADLEHR A, — e v T
W G PRAL T, 5 —Jrmm, 075 T
AP R

FEX A I, NSL-KDD {4 4 &£ /£ KDDCUP
99 ¥R BT T okl LBRT LU REE, £
PP T IEW R 22 RIGhwE, Bl
FHAT: 4 RSBt DOS, Wi AR AR I (Probing),
28 BB A% AR VE Vi n) (R2L) A8 3 H P 1 8 AL U )
(U2R)PY K2, UNSW _NBI5 % 45 J2 dh i R JF k4
gz A AR U AR RS T B B, B 4E DOS .
Backdoors S5 7EN 1 9 FRECHIFEA . WADI £ 4k
JEAERL R IR & BICER, L5 G hVFZ m K
FEBEAK I KBS 7K AR 4 i, WADI Hd 42 R AL 16 Fhag
iy, HBGE H AR 25 1k P KSR K

TESZEG T, UNSW-NB15 $di 45, R E PR
BERIN R AR B R 4R, &3 257673 AMFEA . WADI
BRAE R 2 2019 46 10 H IR MBI %
HAREMFEA R WL 4 iR,

F4 LRHRERER
Table 4 Information of experiment data set

BISEES SRR IEREASL i 4
NSL-KDD 83206 90503 41
UNSW-NB15 164673 93000 39
WADI 9977 162824 127

4.2 HUETALIE

IR PARE P R o b, T REAR I B S bR
2, AE IE B P BE AL e e AR 1) DE B AR
NG, BN SRR IR . Bl b B I, &
X NSL-KDD 75 () 745 H 88, an il RA R 55,
T BLEAT S B - 15 HR B B e — A 1) i, G
ZJ5 I NSL-KDD 0l 52 4E 50N 41 4EF2 721 122 4.
UNSW-NBI15 Fl WADI £ds 4 b it B A A7 A i
AR, RIknT LLE A

AL S R g RSN Intel core i7
8750H, ¥:AERS A 64 L Windows 10 ZKJEH SChR,
fifi# hy V4% SN720, NFF 16 Go
4.3 JFMrigtR

W Sl B 2 Ji5, i o AE  6) A5r T 1) s 4R
BEAT AR R, BETRORMAE 458, T DU sk 5 11
TRV R

x5 RIEENE

Table 5 Confusion matrix

1EA1 Sl
1ERI TP FN
S 451 FP TN

W 2~5 R, AT R IS, B3R
AT RTINS o AE AR ASE I HH ST (R 2 B AL
TNRFEAR VI GET, DAL AR FEAS 1) 2 44
HAA BAAE N PPN FabR, EAERI AR, &
7HE A I PR BT T O TE G RORE A TR, SR RS
ANIEGI LR, iz sKAS)Fs.

recision= 15
P TP+FP (15)

AW A6 TR, A 2R 1) B
P AT FL S0 A TEA R RE AR5 A 491 1 B A3
TP
TP+FN (16)
Fl-score i # FH T1/E N VP Fa bR, Fl-score /&
EUERFNG R AEEME, mARXRADITR.
2 _ 2xprecision x recall

1 1
+

precision recall

Br 7 UL B3RS, RN s, BT o)
(R E s B R, DRI, ABE 2R I R R SR i FH ) I )
2 B R — AN T 2R AR
44 ZIWERSH

(1) HRFAE B (1) A 20 23 B AR i) 2

RS, T SEAE oy K Rl i BEHLAR AR
THES AR EZ L, JPH ISR T KL BUEHE
(ORI 75 B R AT 6T B, B0 AIE 8 ) KL SO TS
TEAL R 1A A5

LI, AR REAS R A LRIEL 2000 AN TEAGIFE
AN R IEBIRRZEEAE AL, P 2000 AN IEBIFEAF]
4000 ™ BIFEATR S D Chr B8R4, R T
HREARME IR E. K 6 F1E 7 40lERT KL-
OCSVM F1 KDE-OCSVM Hi%7E NSL-KDD #i#i42
FTUNSW-NB15 i 4 A (15250 25 3

HE—20Hh, VSR S BT SR R A AT
KA FFRAT ARG . I 15, 74 UNSW-NBI15
AR, WA EERE B2 51
MR RBIIME N 0.72, KK P H04.29x107
NSL-KDD ##i4E FAHR RECh 0.9364, K51 P
R 1.15x107° . AR ETEACT 4 0.05, FTLLIAEE
R KL SOV H AR A B B R s B

recall=

Fl=

)

precision+recall
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Figure 6 Feature importance on UNSW-NB15
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Figure 7 Feature importance on NSL-KDD
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R RAMR AL T AR . SER T, RE
IEBIRRZEHIEEREA RN 1000, ToARZSEEE T
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0.4, 0.5 ITCARZEEIGE . 43 HAE I JL LR AL fits
(B SR AT Al vt

SEIGLE AN 8 A 9 Fron. EIFPBEALAR A BT
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Figure 8 Class prior estimation error of UNSW-NB15
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Figure 9 Class prior estimation error of NSL-KDD
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Figure 10 Boxplot of class prior estimation error
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Table 6 Comparison result of PU learning with binary classification

PR Jikid) Precision Recall AUC
nnPU-DNN 0.9972 0.8689 0.9801
nnPU-CNN 0.9915 0.8888 0.9694
DNN 0.9982 0.9491 0.9974
NSL-KDD
RNN 0.9986 0.9433 0.9981
CNN 0.9986 0.9228 0.9979
CNN-BIiLSTM 0.9990 0.9435 0.9979
nnPU-DNN 0.9973 0.6893 0.9171
nnPU-CNN 0.9948 0.6751 0.9145
DNN 0.9964 0.7997 0.9819
UNSW-NB15
RNN 0.9981 0.7236 0.9791
CNN 0.9979 0.7456 0.9798
CNN-BIiLSTM 0.9983 0.7791 0.9822
nnPU-DNN 0.9772 0.8921 0.9861
nnPU-CNN 0.9008 0.9271 0.9811
DNN 09718 0.9705 0.9993
WADI
RNN 0.9847 0.9937 0.9991
CNN 0.9801 0.9575 0.9993
CNN-BIiLSTM 0.9875 0.9773 0.9995
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Table 7 Comparison result of PU learning with anomaly detection

AEITE S it Precision Recall AUC
nnPU-DNN 0.9972 0.8689 0.9801
nnPU-CNN 0.9915 0.8888 0.9694
NSL-KDD
OCSVM 0.9098 0.9120
AE-IDS 0.5743 0.7089 0.5752
nnPU-DNN 0.9973 0.6893 0.9171
nnPU-CNN 0.9948 0.6751 0.9145
UNSW-NB15
OCSVM 0.8487 0.2852
AE-IDS 0.7326 0.5028 0.5739
nnPU-DNN 0.9772 0.8921 0.9861
nnPU-CNN 0.9008 0.9271 0.9811
WADI
OCSVM 0.2469 0.4747
AE-IDS 0.4927 0.1581 0.5742
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