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Abstract With the development of artificial intelligence, the interaction between humans and machines has become
more and more important. Speech is an important tool for communication between humans and smart communication de-
vices, and has developed rapidly in recent years. Speaker recognition, emotion recognition, and speech recognition have
been widely popularized and applied. In particular, with the rapid development of deep learning technology, speech tech-
nology that bases on deep learning enables machines to understand the content of speech and recognize the speaker at a
level similar to that of humans. Both efficiency and accuracy have been unprecedentedly improved. For example, mobile
phone speech assistant uses speech to control smart home appliances and banking, it can also be used to remotely verify
user identity to prevent fraud, etc. But because of the widespread popularity of speech, its security issues have attracted
public attention. Researches show that Deep Neural Network (DNN) for speech tasks is vulnerable to adversarial attacks.
That is, the attacker can deceive the DNN model by adding imperceptible disturbances to original speech. The generated
adversarial samples are indistinguishable by human ears, but they will be predicted by the model incorrectly. This phe-
nomenon first appeared in the visual field, and now it has aroused research interest in the speech field. Based on this, this
paper summarizes the research and literature related to adversarial attacks and defense methods in the speech field in re-
cent years. First the speech tasks are divided according to application scenarios, we introduce the mainstream tasks and
their general development background. Then we explain the definition of speech adversarial attacks and introduce digital
attacks and physical attacks according to speech application scenarios. Later, for the defense methods of speech adversarial
samples, we classify them into adversarial defense and adversarial detection, we introduce them separately. Finally, we
further discuss the possible deficiencies, future prospects, and development directions of this research field.

Key words deep neural network; speech recognition; adversarial attack; adversarial defense; artificial intelligence secu-
rity
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Figure 1 The flow chart of speech recognition
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Figure 2 The framework diagram of adversarial translation network
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Figure 3 Universal adversarial perturbations of speaker recognition
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