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Abstract Industrial Control Systems (ICS) are the core part of the state critical infrastructure, and more and more works are
focusing on the ICS security. However, the results of these works cannot apply to each other since their application situations
are not all the same. To solve this problem, we propose a Situational Awareness for Industrial Control Systems Security
(SA-ICSS) framework that integrates many security techniques proposed in recent years, and the framework involves three
stages: situational perception, situational comprehension, and situational projection. In situational perception stage, we first
obtain the full environmental elements from the target control system by using the network scanning and vulnerability dis-
covery techniques, such as network topology and vulnerability information; then we deploy five kinds of security devices
such as intrusion detection and intrusion deception systems in the target control system, these devices help us collect potential
malicious activities. In situational comprehension stage, we first construct an ontology model for the target control system
based on the Structured Threat Information Expression (STIX) standards, which involves the dependency relationship among
control tasks and the mapping relationship between control tasks and their corresponding devices; then an automatic reason
engine is used to learn reason rules from the security analyzers, and the engine can automatically identify the attack intension
and the possible impacts against the target control system. In situational projection stage, we first construct an attack model
based on the above malicious activities by using three attack modeling techniques including attack graph, Bayesian attack
graph, and Markov model; Once the attack model is built, we use the off-the-shelf threat evaluation techniques to predict the
possible results appearing in the future, such as attack events, infected devices, and “0-day” vulnerabilities. In this paper, we
elaborate the task scope at each stage of the SA-ICSS and summary the key technologies among these stages. Finally, we
discuss five open problems that have not been solved on the SA-ICSS.

Key words industrial control systems; security situational awareness; ontology model; attack intent; impact assessment;
threat prediction
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Figure 1 Key technologies of situational awareness for industrial control systems security
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