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Abstract Recently, Machine Leaning (ML) -based data analysis and data publishing techniques have become hot topics.
Compared to traditional data analysis techniques, machine learning enjoys accurate results in analyzing data structure and
pattern. However, the privacy leakage issues of machine learning have become increasingly prominent. Incidents of the
output predictions of machine learning models leaking users’ private information of training data happen frequently. For
instance, Membership Inference Attacks (MIA) leaks the participation of machine learning training data by only observing
the predictions of models. With the same information, Attribute Inference Attack (AI) leaks the private attributes of ma-
chine learning training data. Differential Privacy (DP), a de facto standard for achieving privacy, is trying to incorporate
machine learning technology to protect user privacy. However, as the intersection of privacy-preserving technology, ma-
chine learning technology, and machine learning attacks, comprehensive researches on this area are relatively rare. In this
paper, the following researches are carried out: first, we conduct an in-depth investigation and analysis of the development
process of differential privacy, including common types of definitions, properties, and implementation mechanisms, fol-
lowed by concrete examples to illustrate different scenario to implement different variations of differential privacy. Be-
sides, the analysis also includes state-of-the-art variations, called Rényi Differential Drivacy (RDP) and Moment Accoun-
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tant (MA) privacy composition technology. Second, we discuss in detail the threat model, the common privacy-related
attacks and differential privacy defenses in the field of machine learning. Third, this paper takes the more common discri-
minative models and generative models of machine learning as examples, and expounds how differential privacy technol-
ogy is applied to the protecting machine learning models, including the Differentially Private-Stochastic Gradient Desent
(DP-SGD) technology and Private Aggregation of Teacher Ensembles (PATE) technology. Finally, we identify the open
problems and research directions with respect to leveraging differentially privacy techniques to protect the privacy of dep-

loyed machine learning models.
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Figure 2 The framework of private data analysis
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