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Abstract The term vulnerability has gone through several decades with the development of the computer software field.
Since the first software vulnerability in the world was made public, software security researchers and engineers have been
exploring the methods of vulnerability mining and analysis. The static analysis of source code vulnerability is a technology
that can run through the whole software development life cycle and help software developers find software vulnerabilities
early. It is widely used in the industry. However, with the increasing volume and complexity of software, how to represent
and model the software source code is a difficult problem at present. In addition, in recent years, researchers tend to com-
bine static analysis of source code vulnerabilities with machine learning, trying to improve the accuracy of vulnerability
mining by introducing machine learning model. Nonetheless, how to select and build a suitable machine learning model is
a core issue in this research direction. This paper focuses on the static analysis technology of source code vulnerability
(hereinafter referred to as static analysis technology), and reviews the related work in this field. The research of static
analysis technology is divided into two directions: traditional static analysis and learning-based static analysis. Traditional
static analysis mainly uses a series of software analysis technologies such as data flow analysis and taint analysis to model
and analyze the source code of the software; learning-based static analysis represents the source code in numerical form
and submits it to the learning model, then using the learning model to mine the deep representation features and relevance
of the source code. This paper first expounds the basic concepts of software vulnerability analysis technology, and com-
pares the advantages and disadvantages of static analysis technology and dynamic analysis technology. Next, the
representation method of the source code is explained. After that, this paper summarizes the general steps of traditional
static analysis and learning-based static analysis, and systematically combs the typical research results of these two
research directions, summarizes their technical characteristics and workflow, puts forward the existing problems in the
current static analysis technology, and looks forward to the future research work in these directions.
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Table 1 Comparison of differences between static analysis and dynamic analysis
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Figure 3 The basic process of traditional static analysis
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Figure 5 The basic process of learning-based static analysis
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