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Abstract With the development of cloud computing, the processing of massive data is gradually shifting from local users
to cloud servers. However, the data itself may carry a lot of user privacy, and once users upload the data to the cloud serv-
ers, they will lose their full control over the data. Once such data is illegally obtained, all kinds of privacy such as user
identity, behavior and preferences may be exposed, and the consequences will be unimaginable. Therefore, it has become
an important research topic how to ensure that the entrusted cloud server can perform operations under ciphertext without
exposing the original data. Based on the related theories of cryptography and computer vision, aiming at the problem of
privacy data security, this paper designs two encryption methods based on the homomorphism of modular components,
namely, homomorphism encryption method based on confusing modular decomposition and homomorphism encryption
method based on dense modular aggregation, and gives a detailed security analysis. These two methods are applied to the
field of visual blind computing, so that the computing side can complete the blind processing of the data without obtaining
any ciphertext of the original data, and the data is available and invisible. The experimental results show that the blind ex-
traction method of moving target based on dense mode aggregation homomorphism encryption is obviously superior to
blind extraction of moving target based on mixed Gaussian model and foreground extraction based on multi-server secret
sharing in most test scenarios without reducing the accuracy of the original algorithm. The blind face detection method
based on homomorphic encryption of Confused Modulus Decomposition can realize blind face detection in video surveil-
lance without reducing the recognition accuracy of the original face detection algorithm, and the detection speed is greatly
faster than the hidden face detection method based on random subgraph and the hidden face detection algorithm based on
random vector.
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Figure 1 Example diagram of blind addition opera-
tion of homomorphic encryption method based on
confusion modulus decomposition
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Figure 2 Example diagram of blind multiple opera-
tion of homomorphic encryption method based on
confusion modulus decomposition
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Figure 3 Example diagram of homomorphic encryption method based on dense module aggregation
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Figure 4 Encryption effect of modulo operation di-
rectly on original data without amplification and
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Figure 6 Frame diagram of blind extraction of moving objects
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Figure 7 Blind extraction result map of moving
target
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Table 4 Comparison of single frame moving target extraction algorithms
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Table 5 Comparison table of moving object extraction algorithms for the whole video
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