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Abstract Face anti-spoofing (FAS) plays a vital role in preventing face recognition systems from presentation attacks.
Benefitted from powerful capability of feature extraction of deep learning (DL) network, FAS algorithms based on deep
learning are much superior to those ones based on traditional handcrafted features in detection performance and thus be-
come a research hotspot. Although most DL-based FAS algorithms can achieve good performance for intra-database test,
the performance decreases greatly for cross-database test. The main reason is that samples are often collected under dif-
ferent capturing settings for intra-database and cross-database, for example, different cameras, environment illuminations,
presentation medium, and thus their distributions are different, which can lead to the domain shift problem. When the di-
versity of training samples is insufficient, a model trained with such samples can be easily overfitting for intra-database
while not being able to perform well for cross-database. Although the reasons of poor generalization are clear, the solution
to them cannot be easily achieved in real-world applications. On the one hand, it is difficult for the FAS model to collect
labeled training samples for all scenarios; on the other hand, different application scenarios make the same factor behave
differently, which affects the extraction of intrinsic spoofing textures. In this paper, we introduce meta-pseudo-label into
the FAS task, and propose a FAS method based on meta-pseudo-label. There are three major contributions. First, we pro-
pose a semi-supervised learning framework of “teacher generates pseudo-label and student feedbacks” based on image
patches, which extracts the highly discriminative features of local images to solve the problem of insufficient labeled sam-
ples. Second, based on the Pattern of Local Gravitational Force (PLGF), we design an illumination-invariant feature
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branch with an attention module to suppress the illumination influence on feature extraction in application scenarios. Third,
the meta-learning is combined with the semi-supervised learning framework to optimize the process of generating pseu-
do-label by teacher and improve the generalization ability of the algorithm. Compared with state-of-the-art algorithms, the
proposed method performs quite well in both intra-database test and cross-database test on three public datasets including
CASIA, Replay-Attack, and MSU. Specifically, the performance in cross-database is greatly improved. It can achieve the

lowest HTER values for middle-sized sample number.
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Figure 4 Structure of WideResNet

EF{AFRZ UDA B RGB 5 X & A (A AD
Table 1 Algorithm’s pseudo codes of RGB branch based on pseudo-label and UDA
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Figure 5 Illustration of PLGF. The first row and sec-
ond row indicate original images and PLGF images,
respectively, and from left to right, real samples in
scene 1, real samples in scene 2, fake samples in scene 1,
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Figure 6 Structure of network for extracting illumination invariant feature
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R AE B D0 4% o T AR TR RN 2 AR S R 34 R e
nesterov A & [¥] SGD 4k 4y, HLhahE 4k 0.9, 2%
SIE e MR A 0.05, BEEH AN

{M:MﬂW@) 1)
Or1 =6, + v, —Vf(6,)

by g m B, ¢ O 2 ar U ZR kAR Ik L,
VI(0,) ASHL O, NBEEE, & D Ui > %

[i) I 272 ) 3 Bt A5 Y SRk AR IR B I, 24 2] R0
AN
Ir(r) =

0,t<s,,

t
—_—,5,, St<5,, +S,,
max{l,s,, +s,,}

t—s, —S
max{0,0.5+ L
max{l,sﬂ ~Swu _Swt}

7
cos(E)},t Z S S

(28)
Forbre A iy N ZRIBARIREL,  Ir(e) A5 ¢ DGEARR
MFNIAE 2 s, HTHGEE, ¥k 3000, s,k
SRR, Hh ZOMR AR A 25 R 2 AR A A A 2%
I K 0 R 3000, s, K EEEL, B 64000,
D HEANARRFAE B H M 4 K H 4ty 2l & 1) SGD ik
A, HAEhE g 0.9, %1% e WIMH{E A 0.01, 4L
CiET NSk
{ZM - ;ttv;—vaf @) @)

t+1 +1

ooy gl m M, ¢ o 2 ET U 2R kAR Ik AL,
VF(6,) WSE O, NBEEE, & N MHTIAE 2%,
[ I 27 3] 28 Bt A I Rk AR B ok, B 5 —
TR %L s, ok 200, 25 1 1BRADHs, Sh 2000, 2% 3] 2%
LR PN W R
15
Ir(t)=10.1¢,5, <t <, (30)
0.01s,¢ > s,
Forbve U ET N GR B ARIREL,  Ir(r) AR ¢ N0 Y.
(125 3] %
423 SERMIRSH
TR KN K 256%256%3 (R, 43 4
A B EIE NN ZRlr ()24 AR B i Y RGB 7028
8L IR B2 I RUREIE 2 2515 2 PLGF B, XA
GRUF IR IR A AR AE B I 2 4 PLGF 73 2R 4.
RGB K08 pros 5 PLGF 5K 5L ppyor AR
A2 73R p s
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Peis =08Dpap +0.2pp;6p (€2

43 EBEETMERR
B R 52 % (False accept rate, FAR), 5
BN 2l R AR N k - e A B N e B
X, HiA R4 % (False refuse rate, FRR), $5E 52 A
W R B A AR O B NG B L A
% % (Equal error rate, EER), & FRR F1 FAR %5 %]

P SEEG7E CASIA F1 MSU 1) EER 1K T 3CHk[26],
1E Replay #J EER J HTER 44X T 3CHR[26]F1[45]
A7 5 PR HTER W2 BT e LR A e 1,
E A ST VR (AT 30 FOAR G i R g v e

*5 EERNS5HMELH EER K& HTER 3 LE(%)
Table 5 EER and HTER(%) of intra-test of different

) . N ) . algorithms
IE—E ,TE‘{;%% H/‘J FRR EZ FAR i&’fﬁ o ii:llé\ %&%(Half TOtal ﬁﬁ}iﬁ CASIA Replay MSU
HTER = % SRy w5592 E PE N W i A 5 R s CNNP! 7.4 6.1 2.1 _
FEM Rz AL T BE - Color-LBP™ 6.2 0.4 29 _
44 HEEEANKE Color Texture!* 2.1 0.4 2.8 49
RRTCRR R SR, BRI gty MSRMONINT a2 od 03 a0
L v e LR e DRL-FAS 0.2 0.0 0.0 0.2
ﬁ%ﬁ/ﬁ@ﬁﬁ JS ﬁj ﬁﬁgzj LEEN 4{,\5{1 Hﬁ?‘ - A jj MPL+UDA+AtVLAD
SCREL WA ERPAT . T LLRE . B RS 19 03 04 1

5. BT Rt BEMEEAL 0~4 ASHky
(A W UNSERV I N G S R i a7 N S E WA T 71
W S 1 o AN T W 72 AN i A K}

Fz o6 EEESHMEER HTER 3 Lk(%)
Table 6 HTER(%) of cross-test of different algo-

R FA SR . A PR BN IR F SO 307 v rithms
HEAT B I R Bt e CASIA Replay MSU
WK E R 122 Replay CASIA  MSU  Replay
5 SCIG4ER CNNI 485 455 486 37.1
Color-LBP!" 37.9 35.4 33.0 44.8
51 S5HMEXRIFLE Color Texture!* 303 377 344 33.9
TN SEB b, T Bk R 1 BoH Auxiliary™ 276 84— -
CASIA Fil MSU, 7 H0 R 24 FlZ:, SRIG7E DeSpoofing?*! 28.5 41.1 27.8 332
SO T LIRS EER; AP Forpsarg MSUMONINT 300 e el ok
(1504 - Replay-Attack(LL T & #K Replay), 7ELLX M MPLITI{JI]‘Z;iiittVL N 284 32136 297
IR LISk, SR5 78 R IR 30 Uk 45 B4 DA% 83 232101 121

#| EER, P4 EER FrL (1) B 75 Ho M k4
RIS 2] HTER, S50 45 R0k 5 R, (EsZEsg
5, S PEAERT N U R4 ENSR, SR e AE
RF I AR 43 2] EER e BIE, AR4EIX
A 1 (B 7E HAth B 2 ) 45 XA ) HTER,
SEIGEE RN 6 IR . nTLLE R, S&ESET TRHMIEL
R[1,4]. 56 T3 52 ) SCHR[9,45, 2614 EL, AR 7 i g

5.2 HRERIG
5.2.1 UDA. PLGF 735+ hr2s /e

AN EEHE 3.1.2 /N UDA K 3.2 1)
PLGF 43325t 3.1.1 /N5 RGB 4» bR ZE 45 » i
X7 s, AT RGB 7 I k4%, PL+UDA 5
PL #HLL, 7R/ WAT45H HTER FE 7ok N R4, s,

%7 UDA. PLGF 9 X XHAtrZ8I/EFARYERLSKIE A HTER(%)
Table 7 HTER(%) of ablation experiments of the efforts on PL by UDA and PLGF branch

I ZRE e CASIA Replay MSU
PL 2.7 31.0 0.1 45.6 37.7 0.1 28.8
AttVLAD 1.9 25.6 0.3 20.5 18.1 1.1 9.4
PL+UDA 1.8 7.1 0.1 32.7 22.7 0.1 12.1
PL+UDA+ AttVLAD 1.8 6.9 0.5 23.4 19.3 0.6 7.0

(7F: PL XM\ RGB B4 535 b bR 25 1) WideResNet; UDA %7 RGB 43 32 % FHEF725; AttVLAD i A\ PLGF &3] AttVLAD. )



ke A R T ICO ARG BN RAE R SO VR A

i HTER K% R B, Ui UDA 38yl Zx5idl 2+
PE T4 B R BE MG skt 5 PL+UDA A L
PL+UDA+AttVLAD JIA T AttVLAD [¥) PLGF 42,
TEPEN HTER Ab TR, [RIINE— 20 B AR e
fE45 1) HTER, M $2EH PLGF B ()6 IR AN AR REAE
HE T4 RGB UL 135 e o
522 iR RIERA

AN EEHR 3.3 /NIRRT 3.1 /)

75

MBS (T . Nk 8 FITuR, {E RGB 4
IR g, T AR A L T O AR S, R

HTER F§# ETHERAREAR, #5)% HTER 1t Replay
5 CASIA AT-55 KRR N B, 75 HLAAT 25 b KBRe 1
FE XL M 4 1, TG B B 28 AH L T PR A 28 AE AR IE 22
P HTER 5% I [F] I 76 36 53 185 PEAT: 45 7 (Replay 15
CASIA. Replay # MSU)[¥] HTER 15— & F2 % (1)
.

# 8 TTARERMERRERMEE HTER(%)
Table 8 HTER(%) of ablation experiments of the efforts by meta-pseudo-label

I ZRHHhs P CASIA Replay MSU
TR H AT e CASIA(EW)  Replay(#5/%)  Replay(JEH) CASIA(BE)  MSU()E) MSU(ER)  Replay(i%)%)
PL+UDA 1.8 7.1 0.1 327 22.7 0.1 12.1
MPL+UDA 2.8 7.4 0.8 275 22.8 0.1 11.8
PL+UDA-+AttVLAD 1.8 6.9 0.5 23.4 19.3 0.6 7.0
MPL+UDA+AttVLAD 1.9 8.5 0.3 23.2 10.1 1.1 12.1

(#: PL RN RGB EUE SR Al P F525 1) WideResNet; MPL K 7R\ RGB E5 H 2R H o h A7 251¥) WideResNet; UDA 7~ RGB 4

SR A%, AtVLAD 7%\ PLGF B3] AttVLAD. )

523 “FEERERGEBENEREKSHUER

ANE EBHS 3.1.2 NIRRT A
5 BE I VEH DL S HOE . W3R 9 B, 4 Wil
AR o JCEAR BB ¢ R T LGS . mT e
FH], KRS TH EARHPRS 1 (o =0 )EE
JEEIRF HTER A3/ N B, K FH B A B L AR
B B = 0)7EES N HTER A /Mg N o 76F
TEPE o B 0.1 FIEAE B BIME ¢ B 0.5 B AR A AL
55 B3I HTER, A 255800 Bt o
5.2.4 VLAD %} PLGF 432 {/EH

AT TS 3.2.2 /N5 (K 6 IR AE R 9 2%
AttVLAD H13:T VLAD {93 2 B GE ] . sk
10 FiR, TN T 3T VLAD Wi ke, 7efid

=9

ENAK HTER HJ[AI, BT CASIA # Replay 11:55,
15K Z WS AT 45 () HTER 5 KIRE R % .
52.5 ARHBEFSFEARRIR LK
AN FEEHELE RGB 2 322 W B2 S ()11 25
AR, FEFEARR RN 16000 A bREFEAL &
[P . R 11 PR, SR8 RURAE 4000(HP 55 b5
P A B ) I R B U
5.2.6 JTihbR BN TAES R TAERIXT L SEL
AN EEIHELE 3.3 WINeh RS — )2
PeAb B b, Rk i 2Om T AE S 4k L, AH B SRR

'p

[SSTHBUMICA: 4156 L™ FE . W 12 B,
HCHE TARAE AR FR PE NI HTER (1) [R) IS 42 TH 5 125 R

FEFEEEREEE HNEREMSIEE HTER(%)

Table 9 HTER(%) of ablation experiments of different smoothness and confidence threshold

IR EH e CASIA Replay MSU

A CASIA Replay Replay CASIA MSU MSU Replay
(W) (F5)7%8) () (F57%8) (EE ) (M) (B )

o=0 32 8.1 2.5 27.9 20.1 0.5 15.1

t=0.6 0=0.1 2.8 8.9 1.0 26.5 19.7 0.7 15.8

0=0.15 2.8 7.4 0.8 27.5 22.7 0.7 16.6

o=0 2.5 7.5 2.0 27.7 19.4 0.3 18.2

=0.5 0=0.1 2.8 7.8 0.9 26.6 16.6 0.5 16.6

0=0.15 3.5 8.6 2.3 26.1 21.0 0.9 17.7

o=0 2.3 7.5 2.0 28.1 20.6 0.4 21.6

=0 0=0.1 3.1 8.7 1.4 26.8 15.7 0.5 14.6

0=0.15 3.0 10.0 1.9 23.8 18.9 0.7 16.1

(E: o0 RV L, ¢ FoR BAR L BME, o=0 Fon W HBEATHRZE 1Y, =0 s B ] EAR FENLH]. )



76 Journal of Cyber Security 15 F\V% 4244, 2023 49 H, H8 &, HFH 5 M

% 10 VLAD 3J PLGF % 89/EF &Y ERRSCLE A9 HTER(%)
Table 10 HTER(%) of ablation experiments of the efforts on PLGF branch by VLAD

VI E%igiizs CASIA Replay MSU

. CASIA Replay Replay CASIA MSU MSU Replay

il

WA () (#517) (F o) @ @ R @)
Baseline 1.1 20.4 0.2 30.7 31.4 1.1 20.3
AttVLAD 1.9 25.6 0.3 20.5 18.1 1.1 9.4

(¥E: baseline F/REH HT VLAD 7 R B G A AR RFE SR AU M 4% 0 )

F 11 RGB N XEARHEBIREHARIIX ELRIEHY
HTER(%)
Table 11 HTER(%) of experiments of different
amounts of labeled samples

N ZREE CASIA Replay

TR E A e CASIA Replay Replay CASIA

HIREFEA
3000 42 9.8 1.0 292
4000 2.8 7.4 0.8 27.5
5000 3.4 8.8 1.6 29.6
6000 3.4 9.2 2.0 26.5

F12 FNEHIDTE SRR EE LI HY HTER(%)
Table 12 HTER(%) of experiments of different loss
function of meta-learning for teacher

I ZRA0E e CASIA Replay
MRERAE/ T CASIA Replay Replay CASIA
JRgA T AR 32 10.9 0.0 29.6
ok TAR 2.8 7.8 0.9 26.6

5.2.7 BB RGB 43 XN HIVEH R AT ¥4k

AN E R RS RGB 43 3 I 2RI
YEH.

1) SEE A5 IR 43 ¥ o0 4 EG N BB Pk A
RGB 73> 1+ M WideResNet FEATYIZ:, a1k 13
7R, #EIM 64x64 K/ EIG S Bk EGATLL,
TEFE N PR G L8R Y, T A5 I, UG
BR TG

2) Grad-CAM HI AL YIZRINEIA 256%256 K/
i) RGB Jit Bt L BT HY 64x64 KN EIGE, L2
PRI 23 AN 256%256 K/ RGB Jit BRI AL3 BY

HH 64x64 KNG B . L CASIA % Replay 1145
Jutgl, 7E CASIA [P IR S £ Replay 115 20X
N8 Grad-CAM 13- 2 #4773l il 7 FaE 8
Jims o AT S SRR, SR Z IRGARZ 3T &
JE URFRAE B RERAE 20 8 5 S o SR B 0 T 0 1 Ak
PN DX A7 050, 150 LA A 3 S X Jak 5
PRI ELAR DX ) o K B EAE R DN RN, X IR IX
Sy QI L 10 VA5 A NN o O S R LN 1 ey
THI RT3 531

3) MRAAEA 3 20 Hoor A Bl WRRH A R4
256x256 I, 7E CASIA ¥ Replay 1T:45 1114 P9l &%
P PRI 2 2K B A W 9 s, B R
BUFIX A FEAR, AR FEAT 55 T REA KK R %
5.2.8 IR &R %R LUK

AN F B8 RGB 43 3 WideResNet Al PLGF
533 AttVLAD IR 2%, 5 AR T A
I S MR VE R 5 T 48 5 A EAT X L . SRS PR 3 AH
A, W SHE . ¥ s S K (Floating-Point Op-
erations, FLOPs)HI TS I 4] =N s K vFEAl
ANFE FETF M A E %8, HAdr FLOPs BLH J1(M)
B AC(GY A AL, ~ERIWTRS I TH) L ms A 54 o H
1AL Replay %045 7 I 480 Beap st 15040 i A
FH N 2556 BB RS HEAT T, T AR 20 0k
R AR AR A R R it v
Itk s ) o 0 L2 SRR 14 s, 53R
W25 SE R A L, RGB 4332 WideResNet [¥] 2k /b 2|
1.47M, A TIEEE N, FLOPs #9m#E| 10.57G,
SE TR U IR [R) 2] 4.55ms, FrUATHE R ARG
Friin. PLGF 4332 AttVLAD [HZ%E N 96K,

# 13 WideResNet 7EAE] R 1B Zri N B 3T ELSRIE B9 HTER(%)
Table 13 HTER(%) of experiments of feeding different size of training input to WideResNet

IR0 e CASIA Replay MSU
. CASIA Repl Repl CASIA MSU MSU Repl
RS 4 e . Py Py - - . Py
(2 PY) (B5 ) (FEPY) (B5 ) (#51%) (FEPY) (#51%)
64%x64 0.2 28.2 3.0 41.0 28.0 0.5 16.4
LN
256x256 0.1 31.2 32 43.1 37.1 2.2 16.4
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Figure 7 Heatmap of testing input of CASIA original images and patches
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Figure 8 Heatmap of testing input of Replay original images and patches
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Figure 9 Distribution of classification scores of intra test(left) and cross test(right) for task CASIA to Replay
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Fx 14 REMELEHRETIEERERTEE

Table 14 Time complexity of different network ar-

chitecture
I 24 2 g SHie PRSP ey ) QI & ] 1Y il
(Params) $(FLOPs) I [i1)/ms

ResNet18 11.69M 1.82G 1.95

Inception3 23.83M 2.85G 2.15
MobileNetV2 3.50M 320.24M 1.94

DenseNet 7.79M 2.88G 2.30
WideResNet 1.47M 10.57G 4.55

(KREE)

AttVLAD

R 96K 44.12M 1.98

FLOPs & 44.12M, ~F-EJWiks Il iy 6] 1.98ms, W] LAfE
B0 /b we i E) B2 2R B I AT IN4l Bh RGB 4 S 2 71k
Ao 25 b, AU RIS TEE AR5 R4,
0 TN K 2 B3l 55 B s, IR E—
AR AR B AL

6 it

BERS A AR BEREAS B A AN L IR 5 AL
T ELRR R W R DA TR )2 AL PR RESX P A ) L,
ARSI T Bl BOM B P bR, 244 S5 1R o
B A IR, HooE Mg, Ml AT i hn 2
R b T At oK A I R Bl 1 2 AR, SRR A b
REP U RVEAR FENLBR e M BAR L o0y, B
TE T AR I HLEI PLGF 43 3¢, $RBOGRAAEE
ik, FESR P A AE R P 1 R I S 2 A P RE - AEZ A
O3 T PRSI Kt 2 B RSz e 45 R W, L R) 2 i
WAL, AR SCU5 VAR P A RS I DR R vt ME A 5 14
(7] I R W FATG 7 85 P A DM~ s B e, SRz pe
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