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Abstract With the development of Internet of Things (IoT), there is an increasing demand for multicast communication.
As one of the simplest and most efficient encryption methods, XOR encryption has a wide range of applications in infor-
mation security. Aiming at the security requirements of multicast communication, this paper designs a group key genera-
tion method based on XOR reflexivity and radio frequency fingerprinting (RFF). In order to solve the conflict of transmis-
sion resource selection of multiple terminals in the process of key generation, this paper proposes a terminal identification
method based on spread spectrum technology and public-private key cryptosystem. RFF are used to authenticate terminals,
and a random source of keys is formed among multicast users. The purpose of distributed key generation is achieved by
using the XOR reflexivity. By combining the RFF with the public-private key cryptosystem, it not only provides a refer-
ence for the identification results of the RFF, but also provides a method for the selection of communication resources
during key negotiation under multicast communication. To evaluate the impact of RFF, a RFF recognition algorithm based
on time-frequency analysis and deep learning is proposed and experimentally verified. Finally, the key generation rate,
resource selection conflict and key generation efficiency of the proposed method are analyzed to illustrate the feasibility
and effectiveness of the proposed method. The analysis reveals that the proposed method has a distributed key source
compared to the traditional method, which makes the key generation efficiency increase as the number of nodes increases.
The simulation results of the eavesdropping model of the probability of group key being breached show that, when gener-
ating a key of the same length, compared with traversing the search key space, based on the condition of the eavesdropper
traversing the search device's RFF, the complexity of cracking the group key is one to four orders of magnitude higher,
which verifies the security of the method in this paper.
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3.1 E T FEIRER T ERT

ELIZFP AU BEA R R e i 5 () B )7
A\ O AL A A S BEAT 4 A, AR W0 >R FH AR [9] 1) £
RYREAT ARG ELARIP I BRI — Ky i
ATEASEEL AN B R AR o f TR AH SRR,
it DL SRR P IR B AN TR, LA T sa] B
A TF)— BT AN A BAH T, DXORAE T 79 S g
FINRERANR o KUk, WTLLES & AR IR R R
ST E K BEIREHETri%

AR I AR DU AR I A A (™
BRL), AR e AN IEAT AL A R AT IR SR PR O N
AN, AT BRSP AT N A, Hd, (N, Ng) =1,
VAT IR YA A 0 B m A R A e 1 A B
Je Bt R SR 2 P P A I B A S 3
PP SN AN R AP, X —f5 BAE4L A 2 3R,
W 1 PR, AEEY S S IAFEIRERR, W
LA 2 BT FE 1 [F - ISR, 3 ARk # AN —

FEATIRRIX 43 HH AN A58 4% (19I5 o

T A RVH S R & o] DL A R R, R
B SCAE BSCRREAN F P IR0t 528 5 | T LA oy - 20,
X414 FH P, BT AN 5 in & 45 B 0 A 7%,
AN BEAT B AS P (R BRI e . AR5 EREI I
FE RN R g, N iR e PRI 2
RSA 5k T ARHZEARR ) RSA 5k HE—Fh
FHT 22 4= (R AR G I 26 53, HR O b 002 50
fife s, WOR LUK, LOBE &% LM s, T
BTF A Z VR P AU AR R N 3 5

158, EARREAE IERE R o, A
JSCATE 1 U, S8 23 e — A PE— 1 B £ G5
FETF B FL IR, 0T 5 8 S R (n,d) TRAT
EL AT, RIEAH] (n,e) i, D% A
BRI S0

P =M modn (1)

Horp, MU FRORE kNG TGS R
5 BF SR AT oSBT ) B,

NG =c® modN, Q)
N =c® mod N, 3)

o, NG o NG G FRIRE kAN SRR
AT IAS S A G o
BRI, REANIL ST AL T B BT H I A
WA ST AL Fy) . FEEEN X R TEAS
SEATIRE O PRI PR, AN SCKAE S el v ie . 2
T (Ng,Ng)=1, N5 Ng Bk, KAERERE I
RERRBFAG. A T AL oA P R 405 i 45095 5
¥ 53 S g 5 19 3 B SCAE S, AR SCHINTT S B
{%‘ A%\ m(k) 5
3] *)
) _ c | e
m" = ﬂoor( N, ] ﬂoor( N, j (@))]
o, floor (-) 7 ) T U
SHFAEGRS g NG I b, T3 46 4
5 NS [ P,

(k) a (k)
¢’ = floor A “Ng +Ng,
G
o0 .
= floor A Ny +N1(€b) %)
R
(k) (k)
m® = floor £ —ﬂoor(c—]
Ng N
KA TR S P



TPRRE S5 He Tl A S kb SR S0 2 20 i o 1 A e vk

k k k
cw>:A@ﬁ—nﬁ)Nb—A@Q

No N, N+ Ny (6)
RS D 5H050 (n,d) AT L& G S
M =™ modn @)

BIE, SE TG R N TR SR, JFAE
NPT PRI T 98— 50
32 EABAERAE

ANIVERR 2 W SR A S PR R ik AR
SO R E TG SRR Y ROALE.
MR MR S B P E A DD IR

FARR SIS 3 Prs, by s kg4
FYIE KRG, SR APIROEGTLG W, L%y
R TS UE A RS VATE, R A R AR

KRR R

33

VIR C i QNI NS Uk S I ENE By [Ty Sl S
FEE RO Y R, JF o8 OB IIE ;5
AN LG AL FE ) B _E AR AR SUAUE T B
SAUE R, b TR0 A HABHT P GIE, Bei
G Rty R AR B BT 2RO
AR B Frid PR E O T2 U INIE S AR
T 2 R E I B AL PR R B R AR Ly
TR ALY ORI B A R, R
M PR, W] DL T B b B8 O T ARk
B, RGN R R T AR R R A
DAL FLIRAAR S RA%, JFLLHE B SRS R,
FEARGE AL R =T A R RIS BRI, 7]
I M HAR BRI (S S ) AT 37 e AR 2D R Y
TR RS AR S, A .

HHE Step25E i
POBUE- SVP=NT)INTTN

RSAFAMH(n, dIRAFAE LTS, RIXRSADH (1, €)
S SHRIE B0 B

HH: Step1 5E AL
LT S HE A
WE, PR
e ®, Bk

HE S ZETT AR |

>
%

IR TR AR B
R%

TE5 5 RN T Ik LA B R N gy i 4 3%

AUETE B S (R BN, M 0 HC At S5 5% 1) T L

T A0 8 i
NO i g
NEG gt

<

SRV A L

IR Rm®

M Step3F)

FEGB NPRIYEIEHS 1 LG TN ey St % %
I L 50 T £ S

b 6 5 BT ke, M

NIt eV AN
e R U SN
RRETIR AR

RIA%, eRHLZY

&

SR N
IR A A

HRAT StepdiHEE I 2 s AL SN
FIFANS A i 8K

P He®

)
>
)
J

B3 ZHPAERERREE

Figure 3 Multi-user group key generation process
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Figure 6 Simulation chain diagram
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Table 2 Simulation equipment damage setting table
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Table 4 Parameter setting table of RFF recognition
SDR platform
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Table 5 Summary table of recognition accuracy of
RFF recognition SDR platform (%)
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method
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