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Abstract As the widespread application of mobile Internet, smart devices such as smartphones and pads also increas-
ingly play an important roles in a wide variety of criminal activities. It has been proven that the extracted data from
smartphone of suspects often critical clues and evidence of digital investigation. However, the improved security design of
smartphones in recent years seriously hinders the evidence acquisition for mobile phone forensics and brings us new chal-
lenges. This paper analyzed current security mechanisms of popular mobile devices of i0S, Android and Windows Phone,
studied the major crack technologies of smartphones and their application in digital investigation. This paper also dis-
cussed research directions of smartphone forensics technologies in the future.
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