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Isolation in Virtualized Environments
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Abstract The virtualization security has increasingly gained widespread attention with the spreading of cloud
computation in recent years. And some common hardware-software contracts which were supposed to be the base of
security system have been violated by some attacks like “rowhammer”. Adversaries have used rowhammer attack to break
the isolation between virtual machines and hypervisor as well as to threaten the security in the virtualization environment.
To date, all the known defenses against rowhammer either require the modification on hardware or are hard to be deployed
in the virtualization environment. We present a novel method, which can prevent the spreading of rowhammer attacks by
isolating the memory of different security domains (e.g., the kernel of hypervisor and the virtual machines). We extent the
physical memory allocator of Xen to be aware of rowhammer. Our solution does not require any modification to the
hardware, and it is transparent to the guest VMs. The evaluation shows its effectiveness in preventing against rowhammer
attacks, as well as the efficiency in introducing negligible overhead (the runtime performance overhead is lower than 6%,
and the memory cost is lower than 0.1%).
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