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Abstract As one of the most popular big data analysis tools, the security of Spark has not raised sufficient concern. Ac-
cess control is an important means of safe data sharing, which was not deployed on Spark. In order to safely access privacy
or sensitive data, this paper attempts to propose an access control solution for Spark. Due to the unification of Spark
framework, it is very challenging to design and implement a scalable and fine-grained access control schemes which sup-
port variety of data sources. We proposed GuardSpark, a unified, centralized access control method based on declarative
programming and Catalyst extensible optimizer. GuardSpark supports complex access control policies and fine-grained
access control enforcement. The experimental part of this paper implemented the proposed prototype on Spark to verify
the correctness of the function of AC enforcement. We also evaluated the system overhead introduced by AC enforcement.
The experimental results show that GuardSpark can achieve fine-grained access control and support complex AC policies.
At the same time, the performance overhead of this approach is negligible with good scalability.
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Case 1: store_sales.ss_sold_date sk >2450915 | read;

q7-simpleScan

Case 2: store_sales.ss_sold_date_sk < 2450950 | read; store_sales.ss_item.sk | indirect;

Case 1: customer_demographics.cd_demo_sk | indirect;
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Case 2: item.i_item_sk | read;

Case 1: store_sales.ss_sales_price | indirect;
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Case 1: store_sales.ss_promo_sk | indirect;
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