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Abstract With the emergence and development of Internet of things, IoT smart devices increasingly appear and its
large-scale popularity also has brought great impact and challenges on the user's personal assets security and privacy pro-
tection. In this paper, based on the smart device terminal, cloud server and user control terminal this three-terminal system
architecture, we first summarize the main sources and technical attack methods of smart device security threats and combs
the corresponding protection technologies and security research. Then, aiming at the problem of the lack of security pro-
tection system and the lack of security design on the existing IoT smart devices, this paper discusses and puts forward full
life-cycle IoT smart device protection system model designing.
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Figure 1 Intelligent device system architecture
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