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Abstract Since the blockchain has unique security, it has been applied in many areas. However, further research on cyber
security is often ignored in blockchain. One of the more prominent phenomena is that, the research results on cyber secu-
rity are seldom concerned and published. In this paper, based on the following security requirements of blockchain: the
integrity, the anonymity and the privacy preservation, we systematically analyze the security attacks in blockchain, and
summarize the state-of-the-art research progress of security protection technology, especially the cryptography security
protection technology for blockchain. The contributions of this paper will facilitate to optimize the system architecture,
and improve the security algorithm for blockchain effectively.
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Figure 1 Blockchain Classification
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