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Abstract Code reuse attacks(CRAs) become the primary attack vector nowadays. CRAs are able to bypass a variety of
security mechanisms so that CRAs pose a great challenge in the field of security research. In this paper, we propose
Gadget Weighted Tagging(GWT), a flexible framework to protect against CRAs. First, we find all possible gadgets, which
can be used in CRAs. Then, we attach weighted tags to these gadgets, and the weighted values are configurable as the need.
At last, we monitor the weighted tag information at runtime to detect and prevent CRAs. Furthermore, combining with the
rule-based CFI, GWT+CFI can precisely confirm the gadget start and greatly reduce the number of possible gadgets,
compared to the baseline GWT. We implement a software and emulation-based hardware framework to support GWT and
GWT+CFI. The results show that the average performance overheads of GWT and GWT+CFI are 2.31% and 3.55% re-
spectively, and GWT can defeat the majority of CRAs, especially those generated by automated tools.
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A

call%edx

mov%ecx, %edx //gadget start

pop%ebx;

> s

44 add%eax, imm

3< push%eax;

<gwt-annotation> 1

ret; // gadget end

4 BELHFHRTA)
Figure 4 An Example of Gadget Search
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Figure 5 The Structure of Weighted Tagging for
Gadget End
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4.3 CRA B %

EREFFIBATIN, AT — 55462, BRI K
FEIM—, AT — S5 MR Bk H8 A I, 13 U R 1
FE AR e AE B, B0 AR IC A I 28 BRI S5 KA RE, )
YRRIE LRI BSR4, FAT T SCPYAS ]
RIS CRA KA, 2052 aurmc i 128
74 (Current Gadget Type, CGT), 1 BC2F 1 K J&
(Current Gadget Length, CGL), 4t {4 1) B sz 2R Y
(Real Gadget Type, RGT), LA CRA KA K+
(CRA Occurrence Index, COI).

IBATITECAFI ECSE KT RGT 77 24k #E CGT H
CGL KA HIWT . 47 5¢ RGT (S BLRLFE 4y 1 4
RN, MaxFunce R/xDREECAF I BN K, Max-
NOP 75 NOP B e KK

/% 1. RGT [F

iN: CGT, CGL, MaxFunc, MaxNOP

fi: RGT

IF (CGT == Normal Code){

RGT = Normal Code;

}
ELSEIF (CGT = = NOP Gadget){
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IF (CGL <= MaxNOP){
RGT = NOP Gadget;
}
ELSE{
RGT = Normal Code;
i

H
//CGT=Functional/Dispatcher/Syscall Gadget

ELSE{
IF (CGL <= MaxFunc){
RGT = CGT;
éLSE[F(C(H4<:AhuﬂKH9{
RGT = NOP gadget;
;LSE{
RGT = Normal Code;
}

}

FAME COT E7n CRA KAEMMAE, COTI ik
BRERE CRA MBI, COI KIfiH RGT
FIECAE X B BUE Y, FEAN R a5k 2 fifiid
Wrre Bribz ok, FfilE & MaxCOI, %7~ COI
(R g5 KA, S PG BOE I BIE, 41 SR COLIIME KT
MaxCOI, WA A RAET CRA, 5 NFEFEA 7
WAT N

Hi% 2. COI 1)) ke

i \: RGT, MaxCOI, RGT X} W [FJAUH

Hii: col

COI=0; //initialization

FOR EACH (M #:#:#454) {

IF (COI <= MaxCOI){
IF (RGT = = Normal Code){

COI=0;
}
ELSE{
COI = COI + RGT N ALY
}
}
//COI > MaxCOI
ELSE {
exit(); 1/ CRA K4
}

§
4.4 FEMHLRH

T GWT M GWT+CFI [REEAT 2R I P 6
Firas, AL = AN E B R AR e 5 o U I A AR
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Fit(CRA Detection Module, CDM). A4+, FA 1K

83

BT R mE DR RS CFI A AR XN RIS .
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N\ _———— —
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Figure 6 The Hardware Implementation of GWT and
GWT+CFI
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Figure 7 The Average Number of Different Gadgets
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