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Research on network system vulnerability detection

method based on complex network

ZHAO Xiaolin, XU Hao,XUE Jingfeng*, SONG Tianling, HU Jingjing, YAN Huaizhi
Beijing Institute of Technology, Beijing 100081, China

Abstract Using complex networks to find vulnerable points in network systems can be carried out from the perspec-
tive of the topology of the network. We can research the vulnerability of nodes based on their topological characteristics.
This can effectively solve the problem that the vulnerability assessment methods such as attack graphs cannot handle
large-scale networks. Through the improvement of the node deletion method of Li Pengxiang, the average shortest path
change of the network after the dynamic deletion of the node is calculated, and the nodes in the simulated network
cannot be used after being attacked, thereby causing the change of the overall performance of the network. The evalua-
tion not only considers the degree of network damage caused by deleting nodes, but also takes into account the impact
on the efficiency of the network, so that defensive measures can be deployed more effectively against the vulnerable

points.
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Figure 1 Number of Internet access hosts
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Figure 2 Internet users and Internet penetration in China
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Figure 3 The number of vulnerabilities included in NVD
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Figure 5 Development of network vulnerability dis-
covery method

3 BWRRITES

TR PR DAy SR AN B — LR 25 AT
I EAT MBS PEAl, 212008 T 25 AN G 58 w2 18] 1
HRAR; A Z 5 it e A0 2R 2 (i I 2547 49
fifl, JCVR LR AR N R AU o Bt I A LR T RASCIR
AT R R g PEOR R, (AT R IR,
RUEARZ N AR 22 AR, AR M LA 2R 224 1 i K
R R 2 I, K1Y e oK ey 1 o 5
AT 23 77 AR A AR AR 1A i AL, K BRI T ek B R
FEBLSE A (1 ELIBE R S5 R 2 IR . DL,
TR, AR SO 2% W 4 B AH DGR X 595,
SHATRERIMES K

SR ER AT UG 25414 B T B gl
SERFAE S B A AN PRAT A L G AR K
Gty BEARAEE AT AL — AN TR, 1 T
M ERL I R A BEEEI P 1L . R28M e &
Pl FER 2R M 2%, B2 ARG R G 4y tH R 20 M
2RI AN TR E S R A HAT A4l
Uk BAIRIE. sl AN JohR T
Jo Ry B A R AR ST R 8 B AR % . Jfags bk
FIR BG5S Wil A G A a3, i 59
RS AN AR MR A A A G 55 7 A 32 B ML e, fig
f 75 2 o0 4 il 1 DR e e, T A B 59 A6
W T FHRNNGESS mio T PERE, T2 IRME
R E, P2V R R AR A . AR IRETEPEAR
H I EE BT IR LA, W25 10T 1 o B A ) e ke
TESHAT AR . i fE R 2% I 2 b R 55 5 32
ZATLUT MRS

o P < SRV G Y EE 51 G I SRR L SR
PESCWR T RAE M 8 rh R, D,
B BB I b e AR R o T I 2% 1
SRIME R, PR S (I . 1%
FEAR . REARLL B RR AT RO
P, AN R R PR s AN () 1) 2 224
111y P B v Y AR A D AR N5 e Y
bR A B O AR



42 Journal of Cyber Security {5 B4 2##, 2019/ 1 H, # 4%, H 14

P L LR AR O A
PRAR I~ %Eﬁﬁ%*ﬁﬂfﬁ%ﬁo

JE rp 0 P o R T IR M R R AT R PR
TR BE R T RUE I AR Y A, A
JitkH

MR

{(vi,vj):vi,vj eV,(vi,vj)eE}‘, (1)
Ko v={wv,,) 2 — BB oSS,
Eg{(v. vA):vl.,vj eV}?%?.LPﬁ Jal [11]: ORI P e
v, IO PO PR SLEE D, B LA K AT AEHOTE (N — 1),
W2 A — A R
C,=D,/(N-1), ()
AR C, EMOR, TR, IR H AT A LU
DR T RS PE VP b o
[l FE PR SR, A b P R ) — 4
HL, R Hdi M 4 T 2% R B R A
E AT SRR AR I L), TS

B; = Z%k/%k 3)

E%g_k()?@Tﬁﬁv 5 v ) B s AR ey,

(RIERAR A K AR I RBON N I, el
T DU AT T A ALY s T ) i R s A P el

N P S R e
2 = WEDW=2) g s, i e
e

2B, ’ @)

Q=(N4xN—m
A Oy P S BT SAE Y 285 TR K A A
EW)‘@ W A RERAEEE, C EBCOK, 17
ER L R BATT AT DA A o AR T AUIESS
PEVE it o
F AT P AP A R L FE A ME &, XA
A AHES B B o n] ORI R O Ay, B
A R B R AR 2 R A3 B

Ce(v)= {ZNZZ(VP"J )}_ : ®)

et 1 (v,,v, ) 0 IR B . BB R N AN

SR R £ eh T B LA S R B R A N T
1, PR o

C.(v))=(N=1)Cc(v), (6)

AN B e T4 5 3o 0 4% o At 5 1)

Wi RE 77, B AN 2% RS T 4T A5 R B AR 51 A M 4%
e E, AL E XM AEEEE, 3 EAN
DB o AR C (EB, T RS, R AT AT
AP0 5 Hp O A R 0 R G SS T VT 23 B
FRAE 1) S b B N T 74T 251 R PR AH L5, {HL PR
T AN R I 4% (R AR AR I 1 R IST, FRATT AT LA
FE& R FRFAIE 1) B i b 0 A 0 RE SC, BV 5% Hp T A5
Hhov P AR ST S R A . R, RTRCR
DA S92 ARV AIE 17 et O
W1 WA NN AL, B RA
MUEAE O, K E R R AR, PR EA
WA 1, BICy =1, i=1,2,N.¥nE
ARIEARIKEL
LR 20 AT RIE A, (v,) BT
BT A0 JE 5 s IH RO Rt S8R € BRIV A FE v
Febr o
WU 3 SR C,., (v,) 2R S,
Cra (v1)=Cpa (v1)/5, ™
VB R A ATIEAR AR5 Ay, H— oM
R 4 ST AN N RN IE AR LA,
A n=n+1, %wer%ziﬁzpm%m;
ity B IR, BN Ay, AR T A R AR
FA AU, WZFEbRIIER TR RoR A
N
:ZQH@y2q4
J=

JeU;

(vj), n=12,---,N .

®)
5T SCIZ M 2% (RS AL 1) B rh Do PE SR BR Ol
Ce(vi) =Cy (Vi)’ )
R AL i PO S R T R ) E AN S I
HRRILEHA R, BYIERRT SR EEEA K
B, R ST DR T E S R B A
L FRATT AT LA FH AL 7 8 v PR D 7 e 95 P P23
Lan]i
FEERe MY 8 e R = i B 7 e
T AHP-JBUAINE M 2% b RS 1, SITVESR S
AT 3k e PSR R AL 20 A R, T 2K
I (AHP) ALK E 2515 RURIIESS TE P 8RR
PP b 2 B JOR M SR AP A R S0
JRE PR AR SZ A BLRE [ T vk, BB AR bRt
ITGA T, KT VRRE e T SRR AN — T
T 221 1 5% 5 7 3 B R RO R 7
S PR T Y UM 55 R A T IR Y
PR R4 RGBT 0 R, VAR B



RINAR A FE TS R W 44 1) I 45 R GG 95 mUR BT IS

M RS Bt iz AR T B LA
ZELR G TR S A e P AN
ARG, B E i H PR RGP A T EEER,
XX RGBSR, AR I T4 R
MAOX ARG - PRIk, AT LB RSO RS 2
X A 248 22 GE A RBCA R 52 R GO A%, AT B 51T 1
(IRGESSPE . AR AT T JEAR, 4R T <y
IR BTS2
TR IRI LW oy PO 2, IR AN BE 2 0l
L5 T AT AT B N EL R R A By
R PO AT R B gD R Mok I
JIG IR LMD o R 715 O 22 T P 2 (e R B ) ) £33 A
N BCEL R BT AT 7 2B (R AN I RO EAT IR A,

43

FH LA 50 ) 208 3 (R SR R o T R A PO
W TSR0, AT — AN R AT
H4 ICI R IS T Js P 32 30 ] 3 S K0 5 1% s T4 i)
FEMET RS & AU SR R A, If
HBA BRI EA VP2, eV FX
RUIBR” T T .

L1 A MGG VAL T LR S A A, Gl
b R T B, T DB 2 1 R A R A ) A
dgrp MG N, 5L 3. 4 A, AR
2% A 5% 1R 7 9k 32 08 MSE IR A 1 1 At gk ot
SR AR R R, R B A 26 B 3R et PR,
R NESS A, LA IE 21 a] DU 5K RIUAR p) 2
(1000/10000 5 st LA F)HEAT i 59 24651 H 1

F1 BeSmitbmEsm

Table 1  Analysis of vulnerability assessment methods
Tk L 732
1. B TR R R , o - , Tk BT KRR SR 2R TEions AR A0 H I iR 2474
o AT A Y R, RS9
Hid BRI AT RO R I, SRS T
FIRE TE 0 R AR IR AT, IS AR v, B
2. FH A S R T, R g e AR SRSALE,

3. BT RRI L LS
s R
(A A 2 4 4 5 40 7 JEE 4R e 38 o,
4. MY ik
i i 0T [ 205 B AR SR 5

A T ST, I 208 4 6 A 1 A S 5 R 99
THETE/D, AT RS A2 2% 90 45 3 FR I 55

RS P AR IR E I O

B H IR KA S G 05 B, Bk EE Y TR K
RO NESE R BRI ATV 5, WA B R S B
JrRF P 4 AR TR S

TSR A Bk
BIBOREEAN, l BT R BB R0 465 0 I ) 5% e J o 194
ARG AV T SIS vk, 25 18 T R

BB RS S 0EE; WA I8 R MR A5
FECW R ALK, XA A8 WL 4 RN
HERf; THSE AR T A

M1 ATLVEH, T5ik 3. 4 MAF(E LR i
B S, T3 3 A S M S g R T, M4
FFOLA S, Tk 4 FHER TR, HE
W 22 RIS K5 T S e R B ok, BTG 3. 4
BT W H A R HAE 9 2% vy, 0 4 TS0 v Jf 5% 1 5
AR R R R 28 [R50 o A SCHR H KR )
I PR TS0 i B ORT  25% AL 917+ 1 5% 41 1T RE I D
55 5. 52 BIBLA AL IO 00, T DA R BT &
190 2% SIZ B i DL RO 55 Ao

4 MBRT =TT E R

R R BIRTTIE 30 4 PR SE BRI 5 A I 4t
NS S RO Ik, e ik 3 RN
i, (H A PESR 2 R DU PG 9 R ol i
TFEE, B I MEAR BN k5 By Ja 0 AN P 2% (1)
SN Tk 4 BARTHEE RN 2%, Ha] DOWEETY
WL a0 A M R G, )& S e
59 RIAT . AR, AEBLSEADE R, L B %

KHEZE, &N RZBRAREREY], 7 HHE
T3 7 2R AN IE T Y O AR AL, af LT
BT PGS RO AT 6 P, BRMIER 19 5 1 R
WL 2, BR T SAAIA S S Y miA A, I
il A 2 R AR E R, (HITIE T B AR sE M 22k
T AR, IR TR RN BRI eIk o A b
AR PRI, A SCAEIX B H 0% VAT e,
T T T A I R K 0 % 1 1 e T A ) R T o
e R e DU e G DR NI LR DU
EX AR ) 50 o

El6 BZSHTH

Figure 6 Example for algorithm analysis
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Figure 11 Topology map ignoring node identity of a laboratory network
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Table 3 Ranking and scoring vulnerability of node in Figure 11
HEF? Cy Gy C, C, DELpre DELpro
\ L o WA P WA Py R G T P WA U
1 10 0.2250 1 0.8628 1 0.4444 10 0.1146 1 179.2300 1 0.4663
2 1 0.2000 10 0.6231 10 0.3960 1 0.1100 10 138.6700 10 0.3506
3 37 0.1250 28 0.2808 28 0.3361 37 0.0479 37 55.7762 37 0.1409
4 28 0.1250 37 0.2436 2 0.3306 15 0.0399 28 53.0972 28 0.1380
5 34 %% 0.1250 2 0.2359 37 0.3306 18 0.0399 2 42.8639 2 0.1116
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Table 4  Ranking and scoring vulnerability of node in Figure 13
R C, C, C, C, DELpre DELpro
\ TR P S Py S i) A P AR P S P
1 87 0.1313 87 0.0996 87 0.4562 87 0.0220 87 50.6667 58 0.0143
2 58 0.1212 58 0.0849 11 0.4420 11 0.0182 11 48.8333 87 0.0138
3 11 0.1212 81 0.0730 58 0.4342 58 0.0172 58 48.7500 11 0.0126
4 16 0.1212 73 0.0711 81 0.4267 86 0.0158 86 47.0833 48 0.0115
5 86 0.1111 11 0.0693 86 0.4249 16 0.0157 81 46.8333 16 0.0114
6 25 0.1111 34 0.0627 67 0.4431 81 0.0154 16 46.7500 73 0.0113
7 28 0.1111 90 0.0625 10 0.4195 39 0.0151 99 46.2500 86 0.0110
8 30 0.1111 99 0.0625 16 0.4195 99 0.0147 67 46.2500 28 0.0108
9 34 0.1111 97 0.0550 34 0.4195 73 0.0147 34 46.2500 10 0.0107
10 39 0.1111 98 0.0519 73 0.4195 25 0.0146 73 46.2500 67 0.0107
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Table 5 Top 10 ranking and scoring of 1000-node small world network vulnerability
ey C, C, C, C, DELpre DELpro
\ R P S i S P AR P A P AR PE4R10™
1 682 0.0741 283 0.0084 430 0.5157 682 0.0014 682 534.333 430 8.2082
2 715 0.0731 682 0.0075 682 0.5157 927 0.0014 430 533.667 682 8.1682
3 430 0.0721 209 0.0070 927 0.5152 715 0.0014 927 533.333 300 8.1348
4 927 0.0721 513 0.0670 786 0.5139 430 0.0014 715 532.333 927 8.1215
5 269 0.0711 671 0.0066 269 0.5131 269 0.0014 269 531.667 715 8.1014
6 422 0.0711 672 0.0066 715 0.5131 156 0.0014 786 530.833 468 8.0747
7 156 0.0701 451 0.0065 300 0.5123 422 0.0014 300 530.500 786 8.0747
8 40 0.0691 596 0.0065 694 0.5123 80 0.0014 156 530.333 934 8.0480
9 80 0.0691 378 0.0065 581 0.5120 40 0.0014 422 530.167 819 8.0414
10 126 0.0691 962 0.0064 999 0.5118 126 0.0013 694 530.167 13 7.9950
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