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Abstract In recent years, cyber security has become one of the hot fields in information security. With the deepening of
research on complex networks, the association of network space security and complex networks has become increasingly
close. The overall security of the network depends on the security of specific nodes in the network. Therefore, it is crucial
to effectively rank the security importance of network nodes. A good ranking method should rank the more important
nodes higher. This paper starts with the topology structure of the network and studies the local key information of the
nearest nodes and next nearest nodes. At the same time, because traditional methods lack dynamic factors, real-time flow
vector of network nodes is introduced in this paper. The algorithm not only contains network topology, but also node flow
at different time points, adopting the combination of static and dynamic factors. Experimental results show that, compared
with traditional methods, the algorithm presented in this paper has a better effect on ranking results when top-n nodes are
destroyed.
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Figure 1 The average path length distribution of

Cyworld online social network users in South Korea!"
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Table 2 Information about each node in Figure 3
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Figure 4 The node calculation results of the four
methods
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Table 3 Experimental data comparison with different top-n process

Method Top3 Top5 Topl0 Topl5 Top20

Ours 1.3753210 1.6163288 2.3207779 3.3787322 5.1281525

Degree Centrality 1.3753210 1.5692502 2.1344535 2.9868667 4.6802894
Closeness Centrality 1.3279313 1.5692502 2.1316189 3.0474333 4.4939983
Betweenness Centrality 1.1231879 1.2766924 2.0208838 2.4257184 3.2604195
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Figure 6 Results of different top-n processes in the
four methods
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