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Abstract Cyberspace Mimic Defense System adopts dynamic heterogeneous redundant architecture with multi-mode
voting mechanism to convert the deterministic or uncertain disturbance to a reliable event so as to achieve self-controllable,
safe and reliable. To further study the reliability and awareness security of mimic constructing strategy in different inter-
ference scenarios, this paper establishes a model of cyberspace mimic defense system based on the generalized stochastic
Petri nets (GSPN) and analyzes the effects of different strategies and interference scenarios in performance and cost. The
results of simulations show that Mimic defense system can change strategy to make a tradeoff among stable availability,
awareness security and cost in different interference scenarios based on feedback information.
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Figure 2 The core processes of mimic defense system
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