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Abstract At present, machine learning algorithm is always used to detect unknown malicious applications of Android.
As traditional machine learning algorithm has less than three computing layers, it could not fully mine the deep
characterizations of features in an Android application. For this problem, a Data-flow Deep Belief Network Algorithm
(DDBN) is proposed, which learns data flow features deeply to detect Android malware. Firstly, we combine the analysis
tools FlowDroid and SUSI to extract static data flow features, which can reflect malicious behaviors of an Android
application. Then, we design DDBN to construct a deep model and transform the data flow features from the original
representation space to a new feature space layer by layer, so as to achieve higher classification accuracy. Finally, we
implement an automated tool named Flowdect based on DDBN to detect a number of benign and malicious applications in
real. The experimental results show that Flowdect can fully learn the data flow features to detect unknown Android
malware. What’s more, DDBN performs better than other machine learning-based approaches on the accuracy and
efficiency.
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void onReceive() {
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Figure 4 The case of obtaining data flow by
FlowDroid
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4.2 BIERFHELEREAR

FlowDroid #& I J5 46 H0 s i Fr R AL 75 52 2 1)

source F sink PREL . W01 A X L pR 25 2 [R] 1) £ s
TSR 5% ARAE AR R, RRAEHE AT DL R

sink_m, sink_m,...sink_m
sre_my [ 1/0 1/0 == 1/0
sremy [ 10 10 =+ 1/0
sreem L1010 o 10

Herr, sre. mRIR source BREL, sink_m 3R sink BREL, m
A n 73K 7R Android FRELUEH source Fl sink PREL
P40, BT Android PR A7 1E AR ?J:ﬁﬁ']
source Fl sink BB EL, K m A n AEH Ko 24— source
BRI sre_m; F1—A> sink BREL sink_m; 2 18] ﬁ@ﬁ?ﬁ?ﬁf
BLER OC BRI, LERFAEHE B RO B2 sre_m AT, sink_m;
FIRME Y 1, BWLZE)Y 0. LREE R Android.
Dendoroid. B 9P, 12558 I FH 3B 45 1) 57 %A
B, BERA, BiEIdk, 5, W& ID fMK 1D &
BURAE R, IRt ER R R 55 2%, HARRER PR T
Fi7R o

URL.open onPrepare
se;ziDWf --- Conmectio - - - d(MediaPl
char) ) aver)
getDeviceld() ro - 1 . 0
getSubscriberldy) 0 .- 1 T 0
getVoiceMailNumber() 0 S 0 T 0
View.getDrawingCache() 0 - 1 .- 0
getContentResolver 0 --- 1 --- 0
openFilellnput(} 0 oo 1 oo 0
getConfembisposiﬁonfﬂ Lo --- 0 --- 0
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HBAE 00 A SCIA N T EE0F IX AT R R 8 o B adE A T Ab 2 LA
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ASCFI A Rasthofer, S.258 NHE HIfY) SUST #A
Xf FlowDroid #& BRI B AR AEEAT AL BE . SUSI 4%
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T source BREELE sink REL. R, SUSI AR Y
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Tt SUST 43 2] LA S B A b 1 Uiy S 0% 182 P Vi 9 1 A
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1 SUSI 24 source 2EF0 sink 3
Table 1 Proposed source class and sink class by SUSI

Source 2 Sink 2%

1 UNIQUE_IDENTIFIER LOCATION_INFORMATION
2 LOCATION_INFORMATION PHONE_CONNECTION

3 NETWORK INFORMATION VOIP

4 ACCOUNT_INFORMATION PHONE_STATE

5 FILE_INFORMATION EMAIL

6 BLUETOOTH_INFORMATION BLUETOOTH

7 DATABASE_INFORMATION ACCOUNT_SETTING

8 EMAIL AUDIO

9 SYNCHRONIZATION_DATA SYNCHRONIZATION_DATA
10 SMS_MMS NETWORK

11 CONTACT_INFORMATION FILE
12 CALENDAR_INFORMATION  LOG
13 SYSTEM_INFORMATION SMS_MMS

—
~

15

IMAGE
BROWSER INFORMATION

CONTACT_INFORMATION
CALENDAR _INFORMATION

16 NFC SYSTEM_SETTING

17 NO_CATEGORY NFC

|- J—— BROWSER_INFORMATION
S J— NO_CATEGORY

AL 454 FlowDroid fl SUST ifh A, W&
JS R A SEEL 323 AMNERIRARRAE, RRAEFERE AT A

TR N:
sink_¢; sink ¢ --- sink ¢
SFC_ €] 1/0 /0 - 1/0
sre_ey | 140 o - 170
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() A7 £ 5005 AL IR 5 OC RIS, A R AR i B v X R Y
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AR IRA:

LOCATION -- -NETWORK - - - NO_CATEGORY
UNIQUE IDENTIFIER [ 0 1 0
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FILE 0 - . 0
BLUETOOTH 0 T 0
DATABASE 0 EET T 0
IMAGE 0 -0 0
NO_CATEGORY 0 10 : 0
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FROEAE — B FE B b s 1z B AR 7 A7 s =X,
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4.3.1 FHEMEE

SE X 1. PRI R 22 2 1P (Restricted Bolzmann
Machine, RBM). PR3 /R2Z 2 M H Smolensky T
1986 F1EB% /K24 2 HL(Bolzmann Machine, BM)]3
filt B4R, 2 —Fhn] F B AL 22 0 2% fif R 1 18 22
R, Forh, “BEAL” AR BRI L% KRR 22 T 2 B
Bl oo, it A PIFRASCREGE . #oE), —
FBFH gk (0 0 F1 1 2R, TR B 2 A4 AR AR 4 A
G THENRIE o
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W e R
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5 RBM WZELEHE
Figure 5 Network structure of RBM

WP 5 Fi7R, RBM 28 250 & — A i, 3L
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2, F ORI S ON B AR, — 2 R R 2
(hidden layer, f&i#% h), RIFFAEIREUZE, HRIEECAT
PLJZ B0 0] AR B 2 (A AR OG R o AT AL 5 B
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SR,
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o,y o AR R AT AN RRGE S I e 4 G
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FORBRIE S j A TORIRAS & .
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TG A AL

o O=(W,a,b): RBM TSk,

RBM Jiff &2 an ™ P i :
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PERT 2. — D RBM 1, v #lh (2855310 p(v, h)
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B 2. 1) A% 4 5 vE Back  Propagation,
BP). S AL FE B IR 2 9 45 i, R HE
o 25 A5 SRR 2 R TR BB R, BRI =
EHEE EHNSHERE.

o, BN AR E:

o (XD, FRINGREALE.

o ' FORMEMLNIEE.

o My, (x): RN, Hdhw Mb Ny
WEFEAREIE 24

. J(W,b;x,y)=%||hW’b(x)—y||2: TR BB

A (x, y) BT BR L
S 1) A5 S ) 2 AR BB AT DA IR S T8
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THH 5 SEBME 2 18] Y 2280 5
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IR 2. X R
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EX 3. IREE S DBN). iR &K
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FEE

El6 DBN WZELEHE
Figure 6 Network structure of DBN

4.3.2 DDBN Hix

Bl 7 NASCRTH I B IR ER 5 2] 5% DDBN
R R SN gt AR . AR AR B e
M Z5 R FH A A 4 EF 4t I 2540 i NI J= (1)
DRBM (Data-flow Restricted Bolzmann Machine), Ji&
JZ1¥) DRBM $i U N HCHE 1 1 FRURRAIE, JFAEN B—
ERis . ke Nl BB %G — 2
DRBM; A5, fEffa — 2R EnKAE, #ioL F—
JZ DRBM [J#th, FEH) HAH ] R A A s A 1
BT ISR, X B DRBM A& LEER IR EE N
B N TR BRI 3B R 22 2 AL, RS W] L BT R 2
BTG B AT B B TR AR A

K %E—J= DRBM Il ZRid 2 7 AH B A7 ),
it LAY — 2 DRBM [i)I125 H fe 153 21X — 2 1 B
JEX ] R i )Rk . {HE, %4> DDBN BAUA
72 0 i N BHE TR AR O 1 Rk . LItk fE
DDBN M5 — 2 W B A B 5 I M4, AR
L LSS, BRAIRIUT SVM 1B A RER L.
XFER] LK 4> DDBN BAEAE— A2 )21 BP #f
Mz, BTA R AT ROE, XA AT DLE AR
—/MARJZ BP M BUE S HM)iH1L. DDBN B Ff
I ZRid A 20t B3 1 R H B HLA) 46 A0 AL EE 2 2
ST R A SRR A DRI BT T e g R

7 DDBN %=, DRBM Z#. 421 DRBM
He# . DRBM HEAEACCEL. SVM R IE AR EL
A S DDBN ik A 8552 2 i B Bk &R 3

RS IR AR . I RS0, BRI
RIS 2 P A SRR, IR 2 0 21,
[RFFE ORI AR IR IR IR

(s ) ([ etmcmnonees )

[Xﬁw%@mﬁ¢ﬁﬁ}

EARU R EAR D)

7 DDBN BB KNGS IEE
Figure 7 Model structure and training picture of
DDBN

DDBN 5Lk i AR HA 4 T

i 1. DDBN.

N

n: AR NGEE N AL

(X;oy;) o B2 AR R N P R A 1) 0 7 A a4
&, i=1,2L ,n

ng : DRBM [J/Z %k

R;: % j J= DRBM [HeH, j=12L ,n,
g1 AR

T s KRR ]

T

D _dbn: HRI A

T

//#E57. DDBN %%

1) D_initial = ddbnsetup(ng,R;);

/)12 DDBN 2%

2) D _train=ddbntrain(D _initial);

/RIS D_train 25014640 D_dbn, 28540
3) D _dbn=dbnunfoldtonn(D _train);

IIFE 12 ddbntrain(D _initial)

4)FOR k=12L ,n,

1193 514543/ DRBM

5) drbmtrain(D _initial. rbm(k));

IFE 2: drbmtrain(D _initial rbm(k));
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6) ¥Ithtk: 4% k |2 DRBM [ AT A2 80 HY)
IR v, =x,, HrP x NN NGRHEA; W a Fl by
BEAL A NEUE

7)FOR ¢=12,L ,T

8) FOR ¢=1,2,L ,R, (X k JZFTHFEHIC)

9) P(h, =1|v,)=o(b, +vakapq)

10) MFAESM Phy, |v,) b, €{0,1)

11) ENDFOR

12) FOR p=1,2,L ,R, , (4 k JZFi Al WLEIT)

13)  P(Vyon, =1jh) =0o(a, + qupqhkq)

14) M & AF G AT P(V, b)) T
Vi €10.1}

15) ENDFOR

16) FOR ¢=1,2.L ,R, (X kJZFTHA FEEIT)

17) P(hy)y =1|Vi) =0(b, + zpv(kﬂ)prq)

18) ENDFOR
11T KEHENSH
19) W« W +ePh, =1|v,)v;
—P(hy,, :1|Vk+1)V1{+1§
20) a<a+se(v,—v,,);
21) b«b+e(P(h, =1|v,)—P(h, =1|v,, )
IHE 3: dbnunfoldtonn(D _train)
/R D_train FJE6AL— K NN
22) NN =nnsetup(D _train) ;
/IXE NN EAT R E B & (190 2K 4% D_dbn
23) D _dbn =nntune(NN)
TFE 4: nnsetup(D _train)
24)FOR k=L2L ,n,
/TNEREF K] D_train 55 k J& DRBM [FIRLE T
145 A NN 3 & JERCE
25) NN{kY W =D _traindrbm{k} W
26) ENDFOR
1158 ng + 125K R, 1 SVM 1Ry 7 K4
27)FOR i=12L ,n
28) NN{ng +1} =trainsvm(x;,y;)
29) ENDFOR
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AEfif s INGRAI BT b, R RS B VR AR AE ) 42
HURIARBE 4> £l Java 18 5 S28l, @it 4s &4 A
53H T.H FlowDroid A1 SUSI, SZHLH A AR B F A2
Fr IR i E B4 HL
52 SEIMEA

SEERFEA TS 50000 4K H Google Play FlET =
77 N T MG R 2 4 8RR FR BL R 5000 oKk EH
Android Malware Gnome Project, Drebin Al VirusShare
RN HITEE RS ENHER . BT 2eNH
FEABOR KT8 2 N I FEARL, AN SO0 %24 N H 4R
KA HIFE T, B 5000 224 B FHFEA 1)
—NBEVUHIRE, 5 P S N R AR — T I
SREEFNIREE
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o FRCHIN FTETE: A 6000 AN,
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SR = E AT SO AE BN B A P S &l 2y M AT
Hor, 4% 2000 SEEAUIZAEA . 2000 422421
WIZREEA L 1000 >822 B9 BURE A AT 1000 S22 42
DTFEA

o RFFICHI N HIFERF SR ELFE 4000 SRR
Fr, Herfr 2000 SN FHFE PR R e ), Hofth 2 24 H .

AN, NTIUF Flowdect i A %055 = . H 1Y
AR, A T A iR A ok R
H, PR sEse s | B0 &SN FH 31 90 NN E
TARAT U S N H ), XL N H PR 7 2K
SO NEEIE 2 . AR 5 RKPE 23
AT NHEEU LT E CopperDroid £1%} 3 BURIAT A%E
AT 43 2500,

®2 0 NEIEENRAREAS AL

Table 2 90 latest malicious application sample

classification

FEAAT NRFE S FEA K=
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S FRAERTH 18
Sy P& 14
Sy IRHRALE B 25
Ss: KIEHA(E 11
Se: PEWTARIT HLR 9
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53 THMESH

AR UL T PSS E & RS0 Flowdect [
P gE:

X 4. JRIEHFE(Confusion Matrix). JRIEHE
R FhRE E AR B, R 2 IR VE MR B 00 AT Ak 2K
R, @EFEHTRE . Hg— MR bR R 20,
ARSI . R 3 AR LETAG L5+
K HRVE H R .

*3 RIAIEM

Table 3 Confusion matrix

TN AN
TR TP FP
AN FN TN

FoHf True Positives(TP)Z 7~ # IE A iR 51 A% &
I % =8 2 True Negatives(TN)ZR 7 # 1E
WA A 22 4 8 FH (1) 22 42 % FH AL False Positives(FP)#
7N RS R IR 0 R % N F Y 2 4 N #l; False
Negatives(FN)Z 7~ 8 45 158 Ul R 2 4% B IR0 72 8L
3 HREFE FE AT DATE 545 2 DU B 40 K 88 VP Al
ZH:

TP+TN
TP+TN + FP+ FN

Accuracy =

TP
TP + FN
_FP
~ FP+TN

TP
TP + FP

2 x Recall x Precision

Recall =TPR =

Precision =

F-score = —
Recall + Precision

54 XIGLER
5.4.1 DDBN #E#I S

7EXt DDBN ARAIHEAT YRR, KBRS
B, B EE, )2 S L kRIS
2, MR DA 78 3 (R VI ZRIR i 2 SRR B i A ok 2
H 3 BN, I HLAE S8 3k A ohod ik eI R
ZE AR R 22 A B T IE AR IR, AR &K
DRBM il gk Al 72 /9 50 ¥k, DDBN Jtlk
BHORIEARIRECN 200 R, BP FUAEARIKECA 500
o WFFE[10)REH, MR ZHCH 4 1, A REHUE
SO ARSI AR o FE T 1k, AR ST 1 B A [ A AR
ZH, UL REZ ARG e, FE 0 IR R Y
DDBN #8 ER 40kl 25 R ank 3 Fiow .

% 4 74, 241 E DDBN A E¥0h 4, 3HH.
B2 A2 TCHY 5 200, 150, 50 F120 B, 432Kk
FERAR, Bt F-score $£iT 95.05% .

4 N[5 DDBN tEE A MR LI

Table 4 Detection effect comparison for different DDBN model structures

AN RN
JZ1 Z2 JZ3 Z 4 Z5 F-score (%)
Precision (%) Recall (%) Precision (%) Recall (%)
200 150 50 20 — 97.22 94.26 92.69 96.13 95.05
200 100 50 20 — 95.14 91.82 92.12 96.32 93.81
200 100 100 20 — 95.48 89.98 90.51 95.72 92.85
200 150 100 50 — 94.74 94.20 94.59 9491 94.61
100 100 50 20 — 90.66 88.18 89.81 91.80 90.10
200 150 50 — — 88.74 87.04 87.13 89.84 88.17
200 150 50 20 10 89.18 88.35 89.32 90.56 89.35
# 5 DDBN HAS5& %12 I E A DBN B MR
Table 5 Comparisons of DDBN and traditional machine learning algorithms
Naive Bayes PART Logistic Regression MLP SVM DBN DDBN
\ Precision (%) 90.73 88.26 96.89 91.95 93.78 96.69 97.22
ZARNH
Recall (%) 75.05 73.3 79.02 52.06 90.54 92.57 94.26
Precision (%) 78.65 75.12 82.57 68.63 92.11 92.52 92.69
=N
Recall (%) 91.36 89.79 96.91 93.87 94.02 95.78 96.13
F-score (%) 83.34 80.94 72.89 88.11 92.59 94.35 95.05
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54.2 FARRFHE
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1. NO_CATEGORY > LOG 1. UNIQUE_IDENTIFIER -> NO_CATEGORY
UNIQUE_IDENTIFIER -> SMS_MMS 2. NO_CATEGORY ->NO_CATEGORY
NO_CATEGORY -> LOG
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NETWORK_INFORMATION -> LOG
CALENDAR_INFORMATION -> LOG
BROWSER_INFORMATION -> NO_CATEGORY
NETWORK_INFORMATION -> NO_CATEGORY
FILE_INFORMATION > NO_CATEGORY

8 TENARZENMPHIIRSHEIER
Figure 8 Frequently occurred data flow in malware
and benignware
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UNIQUE_IDENTIFIER -> NO_CATEGORY
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NO_CATEGORY -> NETWORK_INFORMATION
NETWORK_INFORMATION -> LOG
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UNIQUE_IDENTIFIER -> FILE
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Figure 9 Top 10 most different data flow in malware
and benignware
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e, FATHE T DDBN Sk SR TGN
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