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Abstract Honeypot is one kind of active defence technology for threat discovery and attack signature generation, pro-
viding highly valuable data and samples with low false alarm rate. With the development of honeypot technology, there is
less and less space for attackers to disguise themselves. Attackers devote themselves to recognize honeypot and circum-
vent them via honeypot identification technology. Therefore, it is critical that researchers dive into the identification tech-
nology and point out the optimization direction of Honeypot. By assessing the honeypot architecture, this paper summa-
rizes 8 identification factors for honeypot. After evaluating the identification accuracy and concealment of these factors,
this paper proposes an anti-honeypot scheme on the Internet and a concrete method based on packet-sharding. The effec-
tiveness of our proposed method is validated through case study of 3 detection experiments of Conpot (a typical honeypot
for industrial control system) on the Internet. 2432 Conpot honeypots are found and their distribution is also derived.
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Figure 1 The design principle of honeypot by “Two
parts and three modules”
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Figure 2 The identification elements of honeypot
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