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Abstract In recent years, the evolving targeted cyber attacks have posed a great threat to cyber security, and even be-
come a major form of cyberwar among many countries. However, current defense methodologies, which generally focus
on discovering and then blocking the known attacks, cannot deal with these advanced targeted cyber attacks effectively. To
solve the problems to some degree, in this paper, we introduce an attribution method as an alternative methodology. Firstly,
we give a formal definition and classification of Targeted Cyber Attacks Attribution, and then we introduce some research
works on related fields (such as cyber deception) to attribution. We further deploy a well-designed Virtual-Actual attribu-
tion environment and attribute targeted attacks with both active and passive methods. To achieve this goal, we establish a
new attribution model as well as build an attribution-in-depth system. The proposed model includes six levels including
network services, hosts and terminals, files and data, command and control channels, behavioral characteristics as well as
mining and analyzing. We describe the theoretical and technical details of each level. With the main thread of deception
environment construction, multi-source clue extraction and data mining and analyzing, the attribution-in-depth system is
designed to attribute targeted attacks from multiple dimensions. At last, we evaluate the proposed model from multiple
perspectives including existing attack model, attribution theory and some typical attribution cases, and conclude that the
proposed model can offer an effective way for targeted cyber attacks attribution.
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