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Abstract This paper mainly aims at the security and privacy issues and the low efficiency of transfer in the process of
handover in the supply chain. In order to solve the security and privacy problems of low cost tag, Physical Unclonable
Function(PUF) and random number are used as the encryption mechanism. In order to resist internal reader attacks,
pseudo-random numbers are used to update at any time. PUF is adopted to protect the violent attacks of tags, and the com-
bination of PUF and random numbers can realize the anonymity and untraceability of tags. Rabin algorithm is used to en-
crypt. Vaudenay model is used to prove the security and privacy of ownership transfer. Simulation results show that the
time of ownership transfer decreases, the speed of ownership transfer is accelerated, and the efficiency of supply chain
transfer is improved.
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Figure 1 Attack model of ownership transfer
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Figure 2 Model of Ownership Transfer Protocol
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Figure 4 Flow chart of ownership transfer
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