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Abstract RECTANGLE is a 25-round SP-network with a 64-bit block length and a 80-bit or 128-bit seed key. It uses
bit-slice technique to have good performance on both hardware and software platforms. Based on Matsui and Moriai et al’s
approaches and two strategies proposed by Zhenzhen Bao et al., we investigate the security of RECTANGLE against re-
lated-key differential cryptanalysis by restricting the Hamming weights of the key difference at the narrowest point to the
following 5 ranges: [1,1], [1,2], [1,3], [1,4], or [1,5]. Our purpose is to obtain the best reduced-round related-key differen-
tial characteristics in RECTANGLE. As a result, we obtain the best related-key differential characteristics of the first eight
rounds in the five cases, the best related-key differential characteristics of nine rounds in the first two cases, and an upper
bound on probabilities of the best related-key differential characteristic of nine rounds in the last three cases. Our results
show that the probabilities of the best characteristics on the first eight rounds are the same in the last three cases. Hence,
with the expansion of the range on Hamming weights, the probability of the best characteristics tend to be stable. When the
Hamming weights belong to [1,1] or [1,2], the probability of the best 9-round characteristic is 2°**. When Hamming
weights belong to [1,3], [1,4] or [1,5], the probability of the best 9-round characteristic is 274 237 respectively. We
predict that the upper bound on probability of the best 9-round related-key differential characteristic is 27*'. Therefore, the
upper bound on probability of the best 18-round related-key differential characteristic is 2%, which shows that
RECTANGLE-80 have enough security against related-key differential cryptanalysis.

Key words lightweight block cipher; RECTANGLE; related-key differential cryptanalysis; automatic search; differential
characteristic
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Table 1 Results of Related-key Differential Crypt-
analysis of RECTANGLE-80
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x21 RERTBARTESNAEELKT 2 /7 REYHR R I

19, FARERER.
Table 2-1 An Optimal Differential Trails of 7 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 2. Total Weight of the S layer is 19 and the Narrowest Point is the 4-round.

ERMENBRE, RIHFT S EHE2NEA

Licg3 T2y S JRHINZESY S R 9y B
0 0x2000400010000000 0x0000060005000000 0x0000020008000000 4
1 0x0000200000008000 0x0000000000000000 0x0000000000000000 0
2 0x0000000080000000 0x0000000080000000 0x0000000010000000 3
3 0x0000000040000000 0x0000000050000000 0x0000000010000000 3
4 0x0000000020000000 0x0000000030000000 0x0000000090000000 2
5 0x0000000010000000 0x0000000000080000 0x0000000000010000 3
6 0x1000000000000000 0x1000000000010000 0x6000000000060000 4

£22 BREREARSESNREEFSAT2H, 75’125?93,&?%!3’] FRIMENKE, BARHTIED SK R

HHENENSZ, F4REEES.

Table 2-2 An Optimal Differential Trails of 7 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 2. Total Weight of the SK layer is 3 and the Narrowest Point is the 4-round.

LR SK JZHNFESY SK i %5y &
0 0x02000000040000000100000010000000 0x02000000040000000100000010000000 0
1 0x00000000020000001000000008000000 0x00000000020000001000000001000000 3
2 0x00000000000000000800000010000000 0x00000000000000000800000010000000 0
3 0x00000000000000000400000000000000 0x00000000000000000400000000000000 0
4 0x00000000000000000200000000000000 0x00000000000000000200000000000000 0
5 0x00000000000000000100000000000000 0x00000000000000000100000000000000 0
6 0x01000000000000001000000000000000
#31 BRERFARSEDNPEELRTKT SH, 7 RHRIBW—ZRMENKE, RERD S EHEENE

REH19, 5 EtEH—E,.“o

Table 3-1 An Optimal Differential Trails of 7 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 5. Total Weight of the S layer is 19 and the Narrowest Point is the 1-round.

Licg3 TR 220) S JRHINZESY S SRR 9y B
0 0x4000100020006000 0x0600000060000000 0x0200000010000000 4
1 0x2000000010000000 0x0000000000000000 0x0000000000000000 0
2 0x0000800000000000 0x0000800000000000 0x0000100000000000 3
3 0x0000400000000000 0x0000500000000000 0x0000100000000000 3
4 0x0000200000000000 0x0000300000000000 0x0000900000000000 2
5 0x0000100000000000 0x0000000800000000 0x0000000100000000 3
6 0x0000000000001000 0x0000000100001000 0x0000000600006000 4
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Table 3-2 An Optimal Differential Trails of 7 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 5. Total Weight of the SK layer is 2 and the Narrowest Point is the 1-round.

LicE SK JZHINZE0) SK JRH i 220y R
0 0x04000000010000000200000006000000 0x04000000010000000200000002000000 2
1 0x02000000100000000100000000000000 0x02000000100000000100000000000000 0
2 0x00000000080000001000000000000000 0x00000000080000001000000000000000 0
3 0x00000000040000000000000000000000 0x00000000040000000000000000000000 0
4 0x00000000020000000000000000000000 0x00000000020000000000000000000000 0
5 0x00000000010000000000000000000000 0x00000000010000000000000000000000 0
6 0x00000000100000000000000001000000
*41 BREREARGSENNPEEARAKRTS5H, 8 5 MR EHH—FRMESBE, RREP SEAAERER

Eh27,

PR Mo

45/\5 =R

Table 4-1 An Optimal Differential Trails of 8 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 2. Total Weight of the S layer is 27 and the Narrowest Point is the 4-round.

Live 4 TENED S JRIAN TSy S 2% 2= gy B
0 0x2000400010000000 0x0000060005000000 0x0000020008000000 4
1 0x0000200000008000 0x0000000000000000 0x0000000000000000 0
2 0x0000000080000000 0x0000000080000000 0x0000000010000000 3
3 0x0000000080000000 0x0000000050000000 0x0000000010000000 3
4 0x0000000020000000 0x0000000030000000 0x0000000090000000 2
5 0x0000000010000000 0x0000000000080000 0x0000000000010000 3
6 0x1000000000000000 0x1000000000010000 0x6000000000060000 4
7 0x0000000090000000 0x0000400090200006 0x0000300060d00002 8
R4 BREREIARTSESNREELKFS5H,S EL«Z‘%HQEHFE"J—%BE'%%%%E%%, TARmHALT IR SK REAFE

EHENEAN3, FI4RERER.

Table 2-2 An Optimal Differential Trails of 78R0unds is Based on Hamming Weight of the Narrowest Point
Not More Than 5. Total Weight of the SK layer is 3 and the Narrowest Point is the 4-round.

Licgi N R SK JZ4ath 2293 U
0 0x02000000040000000100000010000000 0x02000000040000000100000010000000 0
1 0x00000000020000001000000008000000 0x00000000020000001000000001000000 3
2 0x00000000000000000800000010000000 0x00000000000000000800000010000000 0
3 0x00000000000000000800000010000000 0x00000000000000000800000010000000 0
4 0x00000000000000000200000000000000 0x00000000000000000200000000000000 0
5 0x00000000000000000100000000000000 0x00000000000000000100000000000000 0
6 0x01000000000000001000000000000000 0x01000000000000001000000000000000 0

0x10000000000000000900000000000000
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#51 REREANRTENNPEELRLKT 20, 95 MR R —FRAESKE, REYD S EAFERNSR
BRI, BIRERER
Table 5-1 An Optimal Differential Trails of 9 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 2. Total Weight of the S layer is 39 and the Narrowest Point is the 3-round.

Lice3 T2y S JRHINZESY S SRR 9y R
0x2000400010000000 0x0000060005000000 0x0000020008000000 4
0x0000200000008000 0x0000000000000000 0x0000000000000000 0
0x0000000080000000 0x0000000080000000 0x0000000010000000 3
0x0000000040000000 0x0000000050000000 0x0000000040000000 2
0x0000000020000000 0x0000000020004000 0x0000000040007000 4
0x0000000010000000 0x40000000000a5000 0x3000000000068000 7
0x1000000000000000 0x000000000020000e 0x0000000000600002 5
0x0000000090000000 0x0000000092000060 0x0000000018000020 8
0x9000000040008000 0x9000000050000200 0x6000000040000d00 6

x52 RERBEARTENNPEELAT2H,9 Etz‘%}%fﬁﬁtﬁ’l FRMENKE, BRARADIESR SK R~
HEHENERN3, FIRERES.
Table 5-2 An Optimal Differential Trails of 9 Rounds is Based on Hamming Weight of the Narrowest Point
Not More Than 2. Total Weight of the SK layer is 3 and the Narrowest Point is the 3-round.
Lice SK JZIN LS SK JZ4ath 2293 [

0x02000000040000000100000010000000
0x00000000020000001000000008000000
0x00000000000000000800000010000000
0x00000000000000000400000000000000
0x00000000000000000200000000000000
0x00000000000000000100000000000000
0x01000000000000001000000000000000
0x10000000000000000900000000000000
0x09000000000000001400000008000000

0x02000000040000000100000010000000
0x00000000020000001000000001000000
0x00000000000000000800000010000000
0x00000000000000000400000000000000
0x00000000000000000200000000000000
0x00000000000000000100000000000000
0x01000000000000001000000000000000
0x10000000000000000900000000000000
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