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Abstract With the rise of software supply chain pollutions, the security of Java open source components is increasingly
challenged. In recent years, there have also been some large-scale software pollution incidents caused by Java open source
components being implanted backdoors. In order to detect the backdoors in the Java open source components and Java
programs more effectively, in this paper, we first build Java backdoor detection models based on analyzing a large number
of Java backdoor samples. Next, we summarize a series of rules for detecting Java backdoors on basis of statistics of
common Java APIs in backdoors, propose a backdoor analysis method based on function code gadget. Combined with the
bottom-up data flow analysis method, we develop the first backdoor detection system JCAT(Java Code Analysis Tool). We
evaluate the JCAT’s detection ability with 119 samples provided by the Ali Supply Chain Competition, and the detection
rate reaches 90.22%. Moreover the false positive rate and false negative rate are also controlled at a relatively low level.
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/* Input Source from String */
String s = "yv66vgAAAcvdfGGIdFsdCx4fds......"; /

(APayload */

BASEG64Decoder base64Decoder = new BASE64Decoder();
byte[] array = base64Decoder.decodeBuffer(s): // (1)
DefiningClassLoader localDefiningClassLoader = new DefiningClassLoader();

Class localClass = localDefiningClassLoader.defineClass("R", array); // (2) —> (3)

* State Transition */

localClass.newInstance(); // (3) > (4)
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Figure 4 Example of function code gadget

Table 3 Examples of Java function code gadget
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ClassLoader getClassLoader()
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FileWriter fileWriter = /* Input Source from File * A
new FileWriter("~/.ssh/authorized_keys", true);// (1)
* Payload *

BufferedWriter bufferedWriter =
new BufferedWriter(fileWriter); // (1) -> (2)

* State transition *
bufferedWriter. write("\nssh-rsa AAAA...=="); // (2) -> (3)
bufferedWriter.close();
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SRR B (HITE)
ByteAmytnputStream ) J——LU00 g )
................ 1
/% Payload */ : " |
ByteArrayInputStream bais = 1 :
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[P S
B S
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BRI {7y

XMLDecoder localXMLDecoder = new XMLDecoder(bais); // (2) -> (3)

localXMLDecoder.readObject():// (3) -> (4)

* hidden state trasition *
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Figure 6 Example of implicit payload
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)
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