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Abstract We consider the reasons of high complexity on current software vulnerability analysis are the software analysis
knowledge, tools and data coupling tightly, and lack of effective programming API interface to establish connection be-
tween analysis knowledge and technology, and therefore propose decoupled three planes of knowledge, exploration and
state. Among them, the state plane can exhibit the status and transformation of software vulnerability analysis based on the
basic analysis data and the operation interface on resilient distributed datasets; the knowledge plane and exploration plane
map the set of software vulnerability knowledge and technology/tool respectively, and we extract the API interface be-
tween knowledge and technology from existing sorts of technology, such as symbolic execution, taint analysis, pattern
detection and fuzz. On the basis of the three planes, three vulnerability analysis application scenarios are illustrated to de-
pict the picture that planes are connected through programmatic interface, and their interactions can be freely customized
to take the advantages of each of them; the expectation of our work is to lower the barriers between sorts of analysis tech-
nologies and knowledges, and combine with the frontiers of data processing technology to promote vulnerability analysis
performance with effort devoted.
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Figure 1 Example of three planes of knowledge, exploration and state
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Figure 2 Data state and its transition in “Example 1 —vulnerability discovery”
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Figure 3 Data state and its transition in “Example 2 — vulnerability validation”
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Table 4 Enumeration of knowledge and techniques of taint analysis
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Table 5 Enumeration of knowledge and techniques of pattern detection
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Table 7 Enumeration of knowledge and techniques of code comparison
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Table 8 Enumeration of knowledge and techniques of flow analysis
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B RDD14=—41 1550 IE IR 8

115 I A

RDD2'=RDD1.map(x=>decompile(x));

RDD2=RDD2’.union(RDD1.map(x=>VEX(x));

RDD3'=RDD2 filter(x=>vulModel1(x)).union(RD
D2 filter(x=>vulModel2(x)));

RDD3=RDD3".reduce((x,y)=>merge(x.y));

RDD4=RDD3.map(x=>taintStatic(x));

RDD5=RDD4.map(x=>keyBytes(x));

RDD6=RDD4.map(x=>checkSum(x));

RDD7=RDDI1.map(x=>inputAnalysis(x));

RDD8=RDD?5.join(RDD7);

RDD9=RDDI .join(RDD6).map(x=>instrument(x));

RDD10=RDD?9.join(RDD8).map(x=>fuzz(x, ...));

RDD11=RDD10.join(RDD4).filter(x=>match(x));

e R

RDD12=RDD1.join(RDD7).join(RDD1).map(x=>
taintDynamic(x));

RDD13=RDD12.join(RDD11).map(x=>symbolic
(x));

RDD15=RDD14.map(x=>environment(x));

RDD16=RDD15.cartesian(RDD12.join(RDD13));

RDD17'=RDD16.join(RDD14).partitionBy(RDD
15.keys());

RDD17=RDD17'.mapPartitions(x=>memoryLayo
ut(x));

RETURN RDD17;
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diff=patchDiff(MS17-010, srv.sys);

ey

decompile code=decompile(srv.sys);

paths=taintStatic(decompile_code,diff);
e,
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Wt paths H 454 W 5 s TR A IR

25

input=symbolicInputofFuzz(paths and 4% & v
7E DWO -RD i i A~ 515 JE %8,

I®

RDD _candidate placeholders=makeRDD(vulMod
el(type=heap, decompile_code));

RDD paths=RDD_candidate placeholders.map(x
=>taintStatic(x));

RDD _inputs=RDD_paths.map(x=>symbolicValue

*));
KBLATRGE A sy R R/NAE AN SMB i 4
1®
PoC=proofofConcept(memoryLayout(type=datafl
ow,environment));
RETURN PoC;
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data_structure,..];//—ZHIFACTD 4R 2 Y

w

rapid_feature set=combinationl(binary feature set,
source feature set);//PRid LU X R fiE 4R

w
accurate_feature set=combination2(binary feature set,
source_feature set);//kEfiff] LU X RRAIE £

4O,

s 3 KEMIRAEIRETRE

illustration of key data processing of scenario 3

RDD3=RDDI1.mapPartition(x=>extract(x,type=pe
_file));

&)

RDD4=RDD3.mapPartition(x=>extract(x,type=bi-
nary feature set));

RDD6=RDD4.reduceByKey((x,y)=>x.append(y));

RDD8=RDD6.map(x=>makeRDD(x));

46

RDD5=RDD2.mapPartition(x=>extract(x,type=so
urce feature set));

RDD7=RDD5.reduceByKey((x,y)=>x.append(y));

RDD9=RDD7.map(x=>makeRDD(x));

/@

%% RDD10={};

RDDS8.foreach(x=>{

if(rapid_feature set.exist(x.key)){

RDDS8’=RDDg[indexof(x.key)].repartitionAndSort
WithinPartitions(.);

RDD9’=RDD9Y[indexof(x.key)].repartitionAndSort
WithinPartitions(.);

RDD10= RDD10.joinByID(RDDS8’.map(x=>
diffComparison(type=x.key, RDD9%)));

}

1)

4e)
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RDD11=RDD10.filter(x=>binarySourceDiff(x));

RDD12=RDDS8 filter(x=>exist(x,RDD11));

RDD13=RDD?9 filter(x=>exist(x,RDD11));

% RDD14={};

RDD12.foreach(x=>{

if(accurate feature set.exist(x.key)){

RDD12'=RDD12[indexof(x.key)].repartitionAndS-
ortWithinPartitions(.);

RDD13'=RDD13[indexof(x.key)].repartitionAndS-
ortWithinPartitions(.);

RDD14= RDD14.joinByID(RDD8’.map(x=>
diffComparison(type=x.key, RDD137)));

}

1)
RDD15=RDD14.map(x=>vulModel(type=diff,x,

TFBR));
RETURN RDD15;
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Table 9 Stages and indicators of automatic analysis of software vulnerabilities
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