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Abstract Software vulnerabilities are the root cause of computer security problems. Due to highly efficiency and easy
expansion, fuzzy test becomes the most widely used vulnerabilities detection technology. However, previous fuzzy test
technology can not deal with highly-structed problems, and has low efficiency on blinding mutation. For these problems,
this paper proposes a fuzzy test algorithm based on sensitive region prediction via Neural Network. This method takes the
phenomenon of small changing of some regions causing great change on software behavior as starting point. We use the
conception of sensitive region and use Neural Network which has great performance on learning data features to detect
these regions. After sensitive region detection, this paper uses enhanced learning strategy and optimizes the mutation
strategy which improve efficiency and depth of detection. In order to verify the validity of the proposed method, this study
was conducted on the programs dealing with three widely used format file as PNG, TIFF and XML, and itshows 8%~20%
improvement on fuzzing test coverage which verifies the validity and feasibility of proposed method.
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Figure 1 Fuzzing different parts of picture
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Figure 2 Fuzzy test system based on sensitive region prediction
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Figure 3 Sensitive region prediction algorithm based on Neural Network
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Figure 4 A Sensitive region sample of png
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Figure 5 Model training data generation
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max_poolingld 1 (MaxPooling) (None,512,128) 0
convld 3 (ConvID) (None,512,256) 98560
convld 4 (ConvID) (None,512,256) 196864
max_poolingld 2 (MaxPooling) (None,256,256) 0
convld 5 (ConvID) (None,256,256) 196864
convld_6 (ConvID) (None,256,256) 196864
max_poolingld 3 (MaxPooling) (None,128,256) 0
convld 7 (ConvID) (None,128,112) 86128
convld_8 (ConvID) (None,128,112) 37744
max_poolingld 4 (MaxPooling) (None,42,112) 0
Flatten_1(Flatten) (None,4704) 0
dense_1(Dense) (None,112) 526960
dense_2(Dense) (None,112) 12656
dense_3(Dense) (None,1024) 115712

Totalparams: 1518144
Trainable params: 1518144
Non-trainable params : 0
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Table 3 LSTM network model parameters

BRI 45 (CNN: Convolutional Neural Net-
work) 5 K BRI AL REAE S U7 1T« CNN [RIRF
TESEHZ (TR Rt Ab 2 ) A2 8 AN 2R B0 d gt AT
FEAESEEN, T N8 I 2 AR £ B g 15 R
FRsm, BRI NGBl g2 ) . BRI A

Layer(type) Output Shape Param#
Masking_1(Masking) (None,1024,1) 0
batc‘h_n'ormalization_l (BatchNor- (None.1024.1) 4
malization)

Istm_1(LSTM) (None,1024256) 264192
Batch lization_2 (BatchNor-
atch_normalization 2 (BathNor- 1054 256) 1024
malization)
Istm_2(LSTM) (None,1024,256) 525312
tch lization_3 (BatchNor-
batch_normalization 3 (BatchNor- 1074 556) 1024
malization)
Istm 3(LSTM) (None,256) 525312
batc‘h_n'ormalization_4 (BatchNor- (None.256) 1024
malization)
dense 1(Dense) (None,128) 32896
batc.hin.ormalizationj (BatchNor- (None,128) 512
malization)
dense_2(Dense) (None,128) 16512
Bat?hir.lormalization76 (BatchNor- (None,128) 512
malization)
dense 3(Dense) (None,1024) 132096

Totalparams: 1500520
Trainableparams: 1498370
Non-trainableparams: 2050
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Figure 8 Comparative experiment process
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Table 4 Comparison of experimental results

B vk HAL Tt 3 Tt k1o Tt
B Eefl/% L ES Eefl/% B Eefl/%
AFL 0.0813 - 0.0239 - 0.369 -
CNN_NE 0.0910 11.9 0.0271 13.4 0.402 9.0
Pngfix CNN 0.0966 18.8 0.0289 20.9 0.415 12.5
LSTM_NE 0.0912 12.2 0.0261 9.2 0.402 9.0
LSTM 0.0968 19.1 0.0279 16.7 0.415 12.5
AFL 0.4523 - 0.254 - 0.776 -
CNN_NE 0.4721 4.4 0.283 11.4 0.789 1.7
Tiff2pdf CNN 0.4892 8.1 0.293 14.0 0.793 2.2
LSTM_NE 0.4741 4.8 0.274 7.9 0.789 1.7
LSTM 0.4926 8.9 0.286 11.3 0.793 22
AFL 0.0729 - 0.0141 - 0.150 -
CNN_NE 0.0746 23 0.0153 4.1 0.153 2.0
Xmllint CNN 0.0764 4.8 0.0157 85 0.155 3.2
LSTM_NE 0.0757 3.8 0.0148 4.9 0.153 2.0
LSTM 0.0770 5.7 0.0149 5.5 0.155 3.2
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