FHRE A A
2020 41 H

"Rz %R
Journal of Cyber Security

Vol. 5 No. 1
January, 2020

BRI R A

fEE KEFY, Fm’
R R WSS AR TR I 101408
PR TRHE R W Sl B 5% I 710071
o FRRE B T RBISOPT JEs T 100093

WE  WEEBBARS R RFRAETE G Ry, AT R MR S A AN L, SR R B 1 8K e 4 i
WA R A . XS I T A At R e I AN T v 85 ) A DA B R A A A A B ) 52 A, A A5 (A I 5 ) 2 4 ) i 57
BT T2, OGS TAEHEEN TSI B o AN SC IR N B 22 A e LA R JEDIFEAN T, A8 T AL
B2 A B AR OGS 5¢, RIS IR S AR IR AT, 8 TR A B 4 2 4 v i 43 A A 3L () BURH A ) P AT 1D, AAIX
P TN TF N T AN AR 22 T RIR, AR5 45 A TS IR B4 T 50 A B 22 A BT T I PR B SE Bk ik, R4 T ARk
AT RERIIIFR T 1)

KRR AROLN RS, WSS HENEE, MY 55 R RGE LA, WA, N XS

FEZSES  TP393.0 DOI S 10.19363/).cnki.cn10-1380/tn.2020.01.06

Survey of Software Supply Chain Security

HE Xixun', Zhang Yuging'?, Liu Qixu’

'National Computer Network Intrusion Protection Center, University of Chinese Academy of Sciences, Beijing 101408, China
2School of Cyber Engineering, Xidian University, Xi’an 710071, China
*Institude of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China

Abstract With the development of information technology industry and the expansion of the demand in software devel-
opment, the difficulty and complexity of software development are rising continuously, and the major events of software
supply chain security occur from time to time. These events show the low-cost as well as efficiency of software supply
chain attack and the complexity of software supply chain management, which has led to widespread attention on software
security issues, and the research in related field has also entered the initial phase. Starting with the definition and devel-
opment history of software supply chain security, this paper introduces the background of software supply chain security,
divides the software supply chain security problem into two aspects of management and technical problems through the
survey and analysis of existing researches, and introduces the current status of software supply chain security from these
two aspects. Then, based on the current research status, the current challenges faced by software supply chain security are
summarized, and the possible future research direction are pointed out.
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