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Abstract With the continuous upgrade of computer hardware and the continuous development of deep learning tech-
niques in recent years, new multimedia tampering tools make it easier for people to tamper human faces in videos. Hu-
man-face-tampered videos created with these new tools can hardly be noticed by naked eyes, thus we urgently need effec-
tive methods to detect these human-face-tampered videos. At present, popular techniques used to tamper human faces in
videos mainly include the autoencoder-based Deepfake and the computer-graphics-based Face2face. We have noticed that
interframe differences between human face regions in human-face-tampered videos are significantly greater than those of
untampered videos, so the differences between human face images in adjacent frames of videos can be utilized as an im-
portant clue for tampering detection. In this paper, we propose a new detection framework for human-face-tampered vid-
eos based on interframe differences. We first use a detection method based on artificially designed features which is tradi-
tional, namely Local Binary Pattern(LBP)/Histogram of Oriented Gradient(HOG)-feature-based detection method to verify
the effectiveness of the proposed detection framework. Then, with a deep-learning-based detection method, namely Sia-
mese-network-based detection method, we further strengthen feature representation of human face images to improve de-
tection performance. In FaceForensics++ dataset, the LBP/HOG-feature-based detection method can have relatively high
detection accuracy; while the Siamese-network-based detection method can reach higher detection accuracy, and the
method has relatively strong robustness; here, the robustness refers to that a detection method can reach relatively high
detection accuracy in three different situations, they are expressing differences of human face images in adjacent frames of
videos in two different ways, extracting pairs of frames in three different intervals for calculating interframe differences,
the training dataset and the testing dataset have different compression rates.
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Figure 15 Overview of the TIMIT dataset
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Table 5 Comparison of image level detection accura-
cies of Deepfake and Face2face tampered videos
among different types of LBP/HOG features extracted
in human face images in video frames in
LBP/HOG-feature-based detection method(%)
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At T
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Face2face 1 80.16 73.53 66.32
2 7735 7093 63.60
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Figure 16 Line chart of the relationship between detection accuracy and training iteration
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Table 6 Comparison of image level detection accura-
cies of Face2face tampered videos among different
Siamese networks via which features of human face
images in video frames are extracted in Sia-
mese-network-based detection method (%)

FaceForensics++

Jii: s AR R e R
C0 23 C40
Fridrich & Kodovsky™*! 99.40 75.87 58.16
Cozzolino et al.>™ 99.60 79.80 55.77
Bayar & Stamm®*®! 99.53 86.10 73.63
Rahmouni et al.*”) 98.60 88.50 61.50
Raghavendra et al.”® 97.70 93.50 82.13
Meso-4*2 94.60 92.40 83.20
Mesolnception-4“?! 96.80 93.40 81.30
Nguyen et al.l*”! 98.80 96.10 76.40
Capsule-Forensics'*! 99.13 97.13 81.20
Capsule-Forensics-Noisel*! 99.37 96.50 81.00
Siamese-LightCNN-4 95.76 90.68 83.93
Siamese-LightCNN-9 98.37 95.19 84.90
Siamese-LightCNN-29 97.93 93.08 85.71
Siamese-Inception-v1 98.17 95.80 84.29
Siamese-Inception-v2 98.98 97.22 87.76
Siamese-Inception-v3 98.48 94.69 86.00
Siamese-ResNet-50 99.34 97.10 85.85
Siamese-ResNet-101 99.12 96.59 85.06
Siamese-ResNet-152 98.96 96.51 85.58
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Table 7 Comparison of video level detection accura-
cies of Face2face tampered videos among different
Siamese networks via which features of human face
images in video frames are extracted in Sia-
mese-network-based detection method (%)

FaceForensics++
Vit G Ry 1S
Co C23 C40
Meso-4* - 95.30
Mesolnception-4?1 - 95.30
Capsule-Forensics'’! 99.33 98.00 82.00
Capsule-Forensics-Noise!*! 99.33 96.00 83.33
Siamese-LightCNN-4 97.33 94.67 89.17
Siamese-LightCNN-9 99.33 97.83 89.50
Siamese-LightCNN-29 99.17 94.83 90.33
Siamese-Inception-v1 99.33 97.50 88.33
Siamese-Inception-v2 99.50 99.00 91.83
Siamese-Inception-v3 99.00 96.83 89.50
Siamese-ResNet-50 99.83 99.33 90.83
Siamese-ResNet-101 99.83 99.33 89.00
Siamese-ResNet-152 99.33 98.83 89.50

(O MRS S Bl ) fo e 1)

ER 7RI LUE 2, FHEET 4 FpHAd SRR i
D, AT AR FH IR LA 28 A I 245 32 i 8 B8 v 1
KAERI 2% . HA Siamese-ResNet-50 A1 Siamese-
ResNet-101 P 44 [R]E CO FT C23 P s 45 2 (1) AL AT
BB A o 1R W E A AR T 3R AT BT A
Siamese-Inceptoinv2 MZ57E C40 FR4iZHILMLE
A B e PRSI i 26, X e o BLUERH T 3 HR 1 2 T
Mo ) 22 S 180 G 00 E 4R R 5 T2 A ) 4 (R A 0 7 2
AR 16 CA0 i (AR b 3 148 20 i 4%
D7 1 R R A 20 s U A A % B 2 W] B B I Capsule-
Forensics!®fl Capsule-Forensics-Noise!!, 1% 5 B 3%,



64 Journal of Cyber Security 15 F\V% 4244, 2020 £ 4 H, F 5%, F2 M

ATIASE FH (1% 25 28 A o 28 P N 77 3 A v s 4 28 (1) 34
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(A28 A= I 298 TR AT AR AIE S A ey P A5 R S O Y ff 2% L
o S FaceForensics++AU4 R4 Al Zx 4 1
DA, A WG BE 2056 AH AR it i K 5 2 S 3t
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Fz8 HEETTHEMERIEN A ED, BT Deepfake &
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fIEH2 BRAS B ] 5 2R e i) AR 2R LR AR (%)

Table 8 Comparison of image level detection accura-
cies of Deepfake tampered videos among different
Siamese networks via which features of human face
images in video frames are extracted in Sia-
mese-network-based detection method (%)

FaceForensics++4 i 42 1 46 2 5

P &%

Cco C23 C40

Siamese-LightCNN-4 94.25 91.44 87.27
Siamese-LightCNN-9 95.75 92.53 88.42
Siamese-LightCNN-29 96.09 92.99 88.90
Siamese-Inception-v1 97.08 95.26 91.28
Siamese-Inception-v2 98.50 96.10 92.16
Siamese-Inception-v3 99.08 96.01 91.46
Siamese-ResNet-50 98.86 97.08 91.84
Siamese-ResNet-101 98.83 96.39 91.57
Siamese-ResNet-152 98.79 96.46 91.08
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% Deepfake S5 A K B4R FH T LRPAN )
(A28 A= I 298 TR AT AR AU 8 A P AR A 2 A 0 7 iff 2% L
8, SZEAH A FaceForensics++E04 4E4F 4 Il Zr 52 A
DA, A PG B 2056 AH AR it b A A5 2 S 33t
TR

22 9 AT LR, AT 5L T 2R M
28 IR I T vy, AR JUR Y 248 S5 R A = R 4
JEE R R AR 1) i 3 B v ) R VR A 2, X Ll &

UG UE T B4 10 5 T o 18 22 5 R R U HE AN 1
AR R 8 PRSI T R AT R o FG AR i S A R 1
AR (C40) T HEA ik 95.33% ML A Il vHE i
A, XY EE T AR AR M AR T VE AT DL A AL
MR s G b L

R 10 JEon R AER TR M IR N A,
FEFET 2R A M 28 IR 7 i, A6 TIMIT Hdfadk b
BEAT SIEIG 1) PR AL RS R R L. S
A TIMIT Ea 4R A5 VI ZRER AL, A MK R
P AT A ot K P 1 22 S AT R

F9 EETEEMEHEN A LD, L3 Deepfake
S AL i o ARG B SR AR JLFR A [B] B9 R A P 4% 14 T
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Table 9 Comparison of video level detection accura-
cies of Deepfake tampered videos among different
Siamese networks via which features of human face
images in video frames are extracted in Sia-
mese-network-based detection method (%)

FaceForensics++4#E 4 L 46 FE 1

ZE

Co C23 C40

Siamese-LightCNN-4 95.33 93.50 92.17
Siamese-LightCNN-9 96.83 95.50 91.17
Siamese-LightCNN-29 96.67 95.33 91.83
Siamese-Inception-v1 98.50 97.83 95.33
Siamese-Inception-v2 98.83 98.00 95.33
Siamese-Inception-v3 99.00 97.83 95.33
Siamese-ResNet-50 98.83 98.50 95.00
Siamese-ResNet-101 98.83 97.50 94.83
Siamese-ResNet-152 99.00 96.83 94.50

(: FEARR BRI B () s i )

F 10 EEFFEMERIENAZESD, £ TIMIT HiE
& R BRI FOA SR T A 2R EL AR (%)
Table 10 Comparison of image level and video level
detection accuracies on TIMIT dataset in Sia-
mese-network-based detection method (%)

" FRERN BRI

Hei HE %
Siamese-LightCNN-4 90.29 94.38

Siamese-LightCNN-9 97.50 100.00

Siamese-LightCNN-29 97.54 100.00
Siamese-Inception-v1 90.74 91.88
Siamese-Inception-v2 97.58 98.13
Siamese-Inception-v3 93.77 93.75
Siamese-ResNet-50 95.70 98.13
Siamese-ResNet-101 98.07 99.38
Siamese-ResNet-152 93.98 95.63

(O MRS S Bl ) fm e 1)



GICPAIE At oA 2 S 0 A ST SRS, N 7 ik

FE4E 10 AT LAE 2, JATHT ] A T2 R M
ZER Tk, BT LR R 2% 254 4 TIMIT 4%
i B b e Ak BB R I HE A R . 0 R
Siamese-LightCNN-9 flI Siamese-LightCNN-29 £ %),
EE]T 100% HIARSRGAT IR o

11 IR RAEEE T 284 W 4 i ksl 7
%} Deepfake Fl Face2face B SO0 AR AR i A A JK:
16 7% S At T W b 5 SCHEA T 3 2 IF 1) Pl A K ) Y i

65

RIES, sEIfH R K] 2 Siamese-ResNet-50 P45 4 H
FaceForensics++H4 4 A 4 I ZR A RTIIALE o 7248
REAUE A ok I H A 6 A 1 7 R AR A8t b AT P 45
(1) 22 b AT ORI, T4 () RBF #411) SVM 1244
y R 2.

M 11 AT DU H S 28 A I 4 RS g v A
A5 FH PR R AN [ 22 5 2 7 7 IR L T #8 fg DR R A8 v
VRS VEE 1 6

F 1 AEETEEMERRNGES, L3 Deepfake F1 Face2face ELMSAFES I h ARBEIGEFERAFAmM AR
BET e Y Y MR SR AR T E R 2R LE B (%)
Table 11 Comparison of image level detection accuracies of Deepfake and Face2face tampered videos among two
types of ways to express differences of human face images in adjacent frames of videos in Siamese-network-based
detection method (%)

NS el ESit

AR MK B 2 . . Deepfak.e Face2fa.ce
RRRTR - aceForensics++ FaceForensics++
B G I A AR R o G s A
Cco C23 C40 Cco C23 C40
KR 1 98.86 97.08 91.84 99.34 97.10 85.85
RAEAH I 0 64 98.82 97.17 91.82 99.32 97.17 85.90
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Table 12 Comparison of image level detection accu-
racies of Deepfake tampered videos when the training
dataset and the testing dataset are created on different
generation models in Siamese-network-based detection
method (%)

FaceForensics++5 3542 K46 F2 /&

o 5%
Co C23 C40
Siamese-ResNet-50 67.65 75.15 69.00
Siamese-ResNet-101 68.49 79.56 66.95
Siamese-ResNet-152 68.30 77.16 72.61
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Table 13 Comparison of image level detection accu-
racies of Deepfake tampered videos among different
intervals at which pairs of frames are extracted for
calculating interframe differences in Sia-
mese-network-based detection method (%)

FaceForensics++
Jrik AR LA FESE
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Figure 17 Diagram of calculation of interframe differ-
ences between pairs of adjacent frames extracted from
videos
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Figure 18 Diagram of calculation of interframe
differences between pairs of frames at interval of
one frame extracted from videos
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Figure 19 Diagram of calculation of interframe dif-
ferences between pairs of frames at interval of two
frames extracted from videos
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Table 14 Comparison of video level detection accura-
cies of Deepfake tampered videos among different in-
tervals at which pairs of frames are extracted for cal-
culating interframe differences in Sia-
mese-network-based detection method (%)
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F15 FEETFEEMEENTED, HIGEMNIREELEFFRE X Deepfake Z 4157 89 Bl G AL MM =
ELAZ (%)
Table 15 Comparison of image level detection accuracies of Deepfake tampered videos when the training dataset
and the testing dataset have different compression rates in Siamese-network-based detection method (%)
FaceForensics++44i 42 s i 72 5

o) 4% Y& Co & C23 &k C40
Wik €23 Wik c40 Wik Co WK c40 i co MW C23
Siamese-ResNet-50 81.22 58.73 97.49 82.49 93.69 93.83
Siamese-ResNet-101 83.25 60.48 97.09 83.18 93.63 93.51
Siamese-ResNet-152 83.67 61.48 96.88 84.99 92.78 92.71

(MRS ER (K 5 {8

F16 FEETFEMEIENAED, HIGREFNIREE TR R A [E B3 Face2face Z e ML 57 BY B 15 AR T s 2=
ELB (%)
Table 16 Comparison of image level detection accuracies of Face2face tampered videos when the training dataset
and the testing dataset have different compression rates in Siamese-network-based detection method (%)
FaceForensics+An4E R 46 721

® 2% Wk Co gk c23 25 C40
Wk €23 Wik c40 MEA Co WK c40 Wk Co Wik €23
Siamese-ResNet-50 90.18 60.02 98.43 71.70 90.58 89.67
Siamese-ResNet-101 90.85 59.60 97.89 71.61 89.43 88.49
Siamese-ResNet-152 92.11 59.60 97.92 68.93 89.99 89.07

(U HAAR AT F B () de i )

Eﬂ% 16 EPEIW\%@J, Rﬁi—ﬁﬁiﬂ%ggﬁfi}gyﬂ Co Siamese-ResNet-50 23744k
B C23 HIRRAAR D I 2R ABE 28 22060 IR 4 R 8 C40 Siamese-ResNet-101 42710k
(PR A T4 AT S B A iﬁﬁ‘i, 70 HARAR L R AE Siamese-ResNet-152 58330k
R 730 ) 5% R G 0 7 3 08 A 680 v 0 5 T 4 e (T R P 0 e 0
AL fE3R 17 " LLE #, Siamese-LightCNN-4 F1
21T JEIRP A EE T 2R A W 2% S 7 v, Siamese-LightCNN-9 47 /b 1 2 5 ke, IX s
AN ] 9 288 Z U8B TR 0T EE o IR S 32X P el 9 4% Fr 8 2 IR A7 i 25 DB/, AH b 3L A,
W 28 B A7 I #e
Fz 17 EETTEENERENFED, FRMESE 18 JER M%) Deepfake SL SIS [ 777 1
Pt VILEI DA L, 3¢ 19 AR 4T Face2face SLE BLAT

Table 17 The comparison of number of parameters S E U 2 T S
for different networks in Siamese-network-based de- A TA 7 /2% i 1}‘[, ZrIf ) %P EE . BT A5 s i 1;f FH
tection method FaceForensics+{ 4 . %J T3 LBP/HOG $FiE 1)
D716, A8 FRFAE AH 98 T X2 G 119 5 2RO A A i

S SRR
Siamese- LightCNN-4 AL46k NI B8 72 57 1647375, RBF #% SVM 73 A5 2L
Siamese-LightCNN-9 5510k VoA 1o $2HUH) LBP RFAE A AR LBP AL, 7
Siamese-LightCNN-29 12611k P LBP R AL, R AN 5 70 R 8 x 8 3L 64 A&
Siamese-Inception-v] 2690k By, FESEI HOG LI, AT 12 ANBEEE TS 1),
Siamese-Inception-v2 12251k /I\{%%/I\qiﬁj(d\ ﬁ"j 16x16 1%%’ /[\ @ﬁiﬁij(
Siamese-Inception-v3 22817k /J\jj 2x2 ﬁf[" E{%ﬁ%}ﬁ_&j\j 16 /I\/f§%° Xﬂ‘?%%

BiEE: B, i1, W50, zhaoxianfeng@iie.ac.cn
AV 3 E 5 SR R (No. 19QY2202, No.19QY(Y)0207); 1 E R Bifs B T AR ST i 228 31-%1I 5 H
Weke H H: 2019-12-20; &% H #H: 2020-03-09; 5 F H HH: 2020-03-10
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AR R 2% 1K) g ik, AP R G B T ) A S ot e AT 1
BERIATIOR. MTIHT LBP/HOG FHIER T,
WIZRIN TR AL HG R AE SR IBUR TR A1 I 25 SVM 732K s T H]
RTS8 8

FER 18 A 19 Al LLE B, FE TR M aH
W77 V5 BN RIS TR] e e iK T~ 2% T LBP/HOG R4k J7
LN RN T), ] WK B2 2 20 T3 v (k128 A k) 4%
A B T AR S i N e vk R AR ) vk (R T
LBP/HOG "Rk I 75 )L 2 A W] WAL 3. J34b, 71
He AR W 2% 1 45 715, Siamese-Inception-v1 4]
A h R, R Siamese-LightCNN-4 il
Siamese-LightCNN-9,

7 18 Xt Deepfake SIS0 A 5] 75 7% B i)l Bt ) 3
EE(®D)
Table 18 Comparison of training time of different
methods for Deepfake tampered videos (s)

FaceForensics++ 4542 K 46 T2/

WARES
Co C23 C40
LBP 25588.19 35580.03 44603.80
HOG 41213.88 42004.62 45682.85
Siamese-LightCNN-4 2224.62 2395.06 2385.40
Siamese-LightCNN-9 2705.70 2548.23 2699.71
Siamese-LightCNN-29 4218.95 4281.51 4225.70
Siamese-Inception-v1 1971.15 2024.69 1938.86
Siamese-Inception-v2 3230.15 3235.27 2987.01
Siamese-Inception-v3 3158.05 3230.19 3388.81
Siamese-ResNet-50 2973.12 2708.79 2895.00
Siamese-ResNet-101 4115.10 3927.86 4120.49
Siamese-ResNet-152 5138.22 5142.36 5345.51

(G MRS IS B ) B G fE)

F 19 3F Face2face E U35 A [ 75 7% B9 )1 45 B 8] XF
EE(#D)
Table 19 Comparision of training time of different
methods for Face2face tampered videos (s)
FaceForensics+ i 42 R 46 12 )%

WARES
Co C23 C40
LBP 33909.77 40886.64 46393.58
HOG 42719.78 47132.13 49718.70
Siamese-LightCNN-4 2389.10 2366.29 2164.15
Siamese-LightCNN-9 2644.46 2625.21 2667.41
Siamese-LightCNN-29 4280.06 4275.12 4293.32
Siamese-Inception-v1 1931.25 2233.80 1992.70
Siamese-Inception-v2 3025.71 3246.76 3206.91
Siamese-Inception-v3 3290.03 3419.52 3258.08
Siamese-ResNet-50 2883.53 2774.60 2734.70
Siamese-ResNet-101 4063.20 4098.18 4187.54

Siamese-ResNet-152 5300.67
(s AR S 1 51 B 1) B IR AE)

5191.24 5180.10

2 20 RIS} Deepfake SLERUATAS [ J7 72 1)
DRI T B, 36 21 F@oR ¥ @ X Face2face S Al
AN T IR S [) 5% Bl o 7E3R 20 F16 21 H, 4guf
(1) A2 A AN B GO () S W i i) o B A 52 56 A
FaceForensics+4#i 4. X1 3&T LBP/HOG FHIE )
D7, A AR AR A 8 A A (1) 77 2O AH 2 i
NI G 2 F ik 47 278, RBF 1% SVM 2328 251

Yo 1o $EHUR) LBP FRIE NS LBP FF1E, 78
FEH LBP RFAEINE, R AR BHR 4351 B 8 x 8 L 64 AN &]
By, fE4EE HOG AR, A8 12 A8 AL 7 1),
MEEFAD IR 16x16 158 %, FA G HK
INA2x2 Hon, BBBGEKN 16 MEFE. W TIET
AR 2 IR T vk, A FH PR ) R 0 o A S
BERIATR R, XTHET LBP/HOG FHEM T,
WU ) G, 5 AR A0 2 I ) R0 4 2R 4 1647 0 2R P

AN T2

F 20 ¥ Deepfake E M IAA[E 75 34 Bt B 8] X b
(EW)
Table 20 Comparision of testing time of different
methods for Deepfake tampered videos (ms)
FaceForensics++44i 82 Hs 45 72 5%

Jiik
Co C23 C40
LBP 238.4172 309.8581 390.1255
HOG 258.6365 270.6588 290.3943
Siamese-LightCNN-4 3.8691 3.8983 3.8779
Siamese-LightCNN-9 4.1242 4.1060 4.1219
Siamese-LightCNN-29 5.3720 5.3403 5.3047
Siamese-Inception-v1 3.5386 3.5085 3.5177
Siamese-Inception-v2 3.9279 3.7713 3.7245
Siamese-Inception-v3 4.0120 3.9441 4.0327
Siamese-ResNet-50 4.1798 4.0847 4.0552
Siamese-ResNet-101 4.8047 4.8283 4.8997
Siamese-ResNet-152 5.5888 5.6053 5.6054

(O MRS S B ) 1 (G AE)

FERR 20 RN 21 AT LU 31, JE 1204 b 2 A6l
J3E R (A B AR 12T LBP/HOG ik il
T3 R IARIST T), AT DR R 2 2] vk (B T 2R A R 2%
TIR) AL G i N TRV HRF R 77725 T LBP/HOG
FRAE ) 720 A B v BRI BAAE, FRATTIE W]
PLE #| Siamese-Inception-vl. Siamese-Inception-v2
A1 Siamese-LightCNN-4 7t o 256 Xof 45— A ATAH 21
Mot Ry (R R o] LIS 2 4 =2 Y
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Table 21 Comparision of testing time of different
methods for Face2face tampered videos (ms)

FaceForensics++
7k B A R A
Co C23 C40
LBP 302.5017 392.1125 438.0663
HOG 276.6914 305.0928 330.7491
Siamese-LightCNN-4 3.9498 3.9216 3.8575
Siamese-LightCNN-9 42518 4.1828 4.1751
Siamese-LightCNN-29 5.3340 5.4202 5.2993
Siamese-Inception-v1 3.5536 3.7009 3.6953
Siamese-Inception-v2 3.8026 3.8222 3.7983
Siamese-Inception-v3 3.9423 3.9860 3.9677
Siamese-ResNet-50 4.1776 4.1641 4.1588
Siamese-ResNet-101 4.8845 4.8444 4.7913
Siamese-ResNet-152 5.6505 5.5947 5.6520

(MRS S E (K o R AE)

HEZE A5 %M o #F FaceForensics++#0 4542 I, JLT
LBP/HOG Ak RIS 7 25l AT 65 vy PR ARG i A 22,
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