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Abstract Android mobile devices store a large amount of sensitive information, such as call records, contacts, and so on,
which is easy to be target of malicious attackers. A privacy leakage detection method based on static taint analysis is pro-
posed. A function call graph of the Android application is generated by extracting Android sensitive permissions and API
to create a mapping relationship between them, and to detect potential privacy data leakage behavior in large-scale appli-
cations. The experimental results show that the accuracy of the proposed method is higher with shorter running time,
which is suitable for the detection of large-scale applications.
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Figure 1 Privacy leakage detection framework
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