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Abstract Adversarial images which can fool Deep neural networks have attracted researchers to focus on how to
harden DNNs against adversarial attacks. Among typical attack algorithms, the C&W attack is one of the strongest at-
tacks, which ensures the attack success rates yet causes less adversarial perturbations on the original image, and is taken
as a benchmark in defense attempts. In this paper, we employ the blind forensic methodology to detect C&W adversar-
ial images, which aims to avoid adversarial inputs for deep neural networks. Supposing that the adversarial perturba-
tions are easily damaged by some image processing operations, we proposed a detecting method by using the fast and
flexible de-noising convolution neural network called FFDNet. Specially, we compare the model’s prediction on the test
image and its filtered version. If the original and filtered inputs produce substantially different outputs from the model,
the test image is likely to be adversarial. We employ ResNet as the targeted network, and generate 6 kinds of C&W ad-
versarial images on ImageNet-1000 database. Experimental results show that the proposed method is effective in the
detection of C&W adversarial images, and outperforms state-of-the-arts in terms of false positive rates and true positive
rates.
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Figure 1 The detection process of C&W attack sample
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Table 3 Architecture of the ResNet50
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Table 4 Number of images used in C&W attacks
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Figure 2 Adversarial samples and
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Table 6 Detection results of the proposed method for various values of o

Yoi 751 o X PUREA K TP FP TN FN Recall/%  Precision/% F1/%
L, LH#x 3 2000 1831 31 1969 169 91.55 98.34 94.82
L, EH#x 4 2000 1875 45 1955 125 93.75 97.66 95.66
L, L HFx 6 2000 1881 77 1923 119 94.05 96.07 95.05
L, EH#x 8 2000 1882 104 1896 118 94.1 94.76 94.43
L, TLH#x 3 500 282 9 491 218 56.4 96.91 71.3
L, TH#bx 4 500 328 13 487 172 65.6 96.19 78

L, TH#bx 6 500 387 19 481 113 77.4 95.23 85.43
L, ToH#x 8 500 408 25 475 92 81.6 94.23 87.46
Ly L HFr 3 100 71 3 97 29 71 95.95 81.61
Ly L Hbr 4 100 77 4 96 23 77 95.06 85.08
Ly L Hbr 6 100 78 5 95 22 78 93.98 85.25
Ly L Hbr 8 100 85 6 94 15 85 93.41 89
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TG B bR BGE P A T PUOREE, TR B O
SRR . T C&W 1) 6 Fh Bt 77 a, AT
] F1 {331 Detection filter FI Feature squeezing.
TEART I L, o H Ax B v, AR SCT7EER F1O{E T
Detection filter [¥] F1 {15 9.02%. Detection filter [
FP i i T AR S J5 vk M Feature squeezing, W fg & Kl
3 Detection filter A FH 111546 A UE P (JEPL T 114
TXT)R - I h G s g i RO, S BRI A

ToVEIERR I )5 4R 48 . Feature squeezing 7t Ly I
L, SER )45 RECA ST 26— 28, (HAELE L, 5K
W BHARTTEERZ, KXTTER F1 N
94.43%, T Feature squeezing [ F1 {4 83.18%, #H
7T 11.25%. FTH A ZET Feature squeezing ¥ [
MZHE %, it Ho0 Es SR U, AR RS Fike A
B e LR PN R B, 4RI U SR H
TSI, RN RAEAT B RN, £ 78Rk
&L~ Feature squeezing [ FN 15T A Sy iE A
Detection filter, ] Feature squeezing 5 %% 7 Jsfo
XFPLAE A . M A T Detection filter A1 Feature
squeezing, A TVESHU/D, WEER, WHVER. &
R TP 1 MK T Detection filter, {HEAS X 7%
R K IE W FEAKT M A PUrEA, B R AL
L SEBR S TE T, FRATTAT B8 IF AN 038 B (1)
BARRAL, ik, BA456 PA B FEA(5199 Xt
FEAR, 5199 FJHEA) 22 P-Al A SO kIR A D i
= 8 45 RFEH, A5V, Detection filter £ Feature
squeezing 7 Jll 3R 13 T F1=94.97%, 87.71%, #
88.72% . M MRS FKG, AT IR A ARATS AR
DL 2 PRt 7.
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%7 Detection filter. Feature squeezing F17K 327755 B9 4% R
Table 7 Detection results of the detection filter, the feature squeezing and the proposed method

Rl DIRFS iy ik X PUREA S TP FP N FN Recall/%  Precision/% F1/%
Detection filter[19] L, JoHbx 2000 1771 376 1624 229 88.55 82.49 85.41
Feature squeezing[20] L, L HFR 2000 1538 160 1840 462 76.9 90.58 83.18
AILTTik L, LAz 2000 1882 104 1896 118 94.1 94.76 94.43
Detection filter L, H H¥x 1999 1960 376 1623 39 98.05 83.9 90.42
Feature squeezing L, fi Hx 1999 1860 160 1839 139 93.05 92.08 92.56
KILTTik L, fi Az 1999 1984 104 1895 15 99.25 95.02 97.09
Detection filter L, ToHbx 500 429 101 399 71 85.8 80.94 83.3
Feature squeezing L, THs 500 412 33 467 88 82.4 92.58 87.2
AT L, THbx 500 408 25 475 92 81.6 94.23 87.46
Detection filter L, i H#x 500 494 101 399 6 98.8 83.03 90.23
Feature squeezing L, fi Hks 500 475 33 467 25 95 93.5 94.25
e IRrS L, 17 Hbx 500 491 25 475 9 98.2 95.16 96.65
Detection filter Ly G HAx 100 88 22 78 12 88 80 83.81
Feature squeezing Ly Jo Hbx 100 83 5 95 17 83 94.32 88.3
ATk Ly GHbx 100 85 6 94 15 85 93.41 89
Detection filter Ly A Hbx 100 98 22 78 2 98 81.67 89.09
Feature squeezing Ly A Hbr 100 93 5 95 7 93 94.9 93.94
ATk Ly A Hibx 100 95 6 94 5 95 94.06 94.53

%< 8 Detection filter. Feature squeezing F17N 32 75 55 B9 B RGN 45 R
Table 8 The overall detection results of the detection filter, the feature squeezing and the proposed method

LRI DARES Yrdi oy iz POETINE IS5 P FP TN FN Recall/%  Precision/% F1/%
Detection filter[19] C&W 5199 4840 998 4201 359 93.09 82.91 87.71
Feature squeezing[20] C&W 5199 4461 396 4803 738 85.81 91.85 88.72
ATk C&W 5199 4945 270 4929 254 95.11 94.82 94.97

AL PRI T M REENIR R . AL
J71%:+ Detection filter LA}z Feature squeezing /7 75#f
15 Ly Beti ki S 1 dedf I 8OR, i Ly BGEFEAS
(P A S I 1Y, BRSNS et sh e b . %S
SIFTIUL AR, B SR AR BAL, IAE RS, Y
G MR 2 N ARG o SCHR[25 1K ESRM T4l 4t
FEAIN 43 3] 1 2R 5 73 i ) 4518, FGSM Bk L
C&W B 7 SR RIxt Hidhish, P FGSM 4
Dy . bR S 45 RARW], ATk AR S
ST TR A A, SR AN RN P 8 45 9 6]
POFEARTI, XA TAKI) AT 17

5 #ig

EFXF C&W A&, ANSCHEH T 3T FFDNet
VEPAS T PURE AT M S5, S 7% C&W X Hikt:
A AT o AR T CAT AR, AR ST EAMUPEL
TORER M HSEI TR F1 A ASOTEER

W C&W L, Bililf, A3 7B ISR, Mt
Ly ML, B (R A 3t 2D v o ARSI VA AR I
LR FPR TS THEOEMNETIR, Ja8: TAE]
ML SR T IE BT PR P2 TPR k24T F1 {H. Hi&
I3 IR 7 7Pl 18], i FEDNet REIE 20 R
IR H AR T TPR G2 A SCASKIWIFT T i) o
g1 WU RS A RS T, B B EBGE S A
SO AN B 22 PRI L o
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