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Abstract In recent years, the situation of cyberspace security is becoming more and more serious, which leads to a huge
gap of cybersecurity talents. And our country has an increasingly strong demand for cybersecurity talents. To solve the
accuracy in cybersecurity talents evaluation, this paper proposes an improved Bayesian knowledge tracking CT-BKT (Cy-
bersecurity Talents Bayesian Knowledge Tracing) model. By tracking the knowledge status of cybersecurity talents, the
individualized questions can be intelligently generated, so that dynamic and accurate evaluation of their capabilities can be
achieved according to their answering to selected questions. In order to verify the effectiveness of CT-BKT model, here
Web security is taken as an example. We sort out the knowledge and skills of Web security and construct the corresponding
question bank, and finally implements a Cybersecurity Talents Intelligent Evaluation system (CTIES) in the Web security
field. Through the evaluation of 22 cybersecurity talents, CT-BKT knowledge tracking model proposed in this paper has a
high prediction accuracy. Besides, CTIES system can give the more detailed and direct display of cybersecurity talents’
knowledge mastery of Web security and corresponding professional skill level. The experiment verifies the feasibility and
effectiveness of cybersecurity talents evaluation proposed in this paper.
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