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Secure computing outsourcing scheme for polynomial with
privacy protection based on blockchain
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Abstract With the rapid development of blockchain, blockchain-based outsourcing computing has been widely used.
Outsourcing computing allows users with limited resources to outsource complex calculations to outsourced computing
with powerful resources for a fee. Conveniently obtain calculation results. However, the user’s private data may be leaked
during the outsourcing calculation process. Therefore, the privacy, security and verifiability of the calculation results of the
user data need to be considered in the outsourcing calculation process. This article is aimed at higher-order polynomials
Research on outsourcing calculations, a verifiable outsourcing polynomial calculation scheme based on blockchain is pro-
posed, and outsourcing calculations are completed through blockchain smart contracts. First, an obfuscation method is
proposed, which can blind the original polynomial coefficients to ensure the polynomial The security and privacy. The
outsourcing calculator calculates the two blinded polynomials, and uploads the calculation results to the Interplanetary File
System (IPFS). At the same time, the mining node only needs to calculate one blinded polynomial; secondly, the design A
fast and simple verification method. The smart contract can quickly verify the calculation results returned by the out-
sourced calculator and the mining node through the parameters given by the user, and give corresponding rewards based
on the verification results. The entire scheme does not require any password. The academic hypothesis, through the double
calculation of outsourced calculators and mining nodes, the security of the scheme and high efficiency are guaranteed.
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Figure 1 Outsourcing calculation model.
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Figure 6 Polynomial verifiable outsourcing computing model.
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Table 2 Scheme Comparison

Computation cost for verify Computation cost for outsourcing calculator Privacy protection verifiability
Scheme!*®! 0] (n) (0] (l’l) Yes No
Scheme!®” 0] (l) (0] (21’1) Yes No
Scheme!™”! (0] (1) (0] (3/’! ) No Yes
Our Scheme 0(log P n) (0] (21’1) Yes Yes
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