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Abstract Blockchain is a distributed database and is the core technology of digital currency such as Bitcoin. It has re-
ceived extensive attention and research from academia and industry. Blockchain has the characteristics of decentralization,
trust, and high transparency. It has important application value in the financial, medical, government, military and other
fields. The transparent feature of the blockchain facilitates the verification of the transaction by the node, but at the same
time brings the privacy protection problem of the user. Users’ identity, transaction amount and other contents are easy to be
disclosed, and the protection of them has become a research hotspot of blockchain privacy protection in recent years. In
addition, supervision issues based on privacy protection are also of concern, as privacy protection itself may indulge mali-
cious behavior, hide the identity and illegal content of malicious users and so on. Therefore, how to achieve the balance
between privacy protection and supervision is also an important issue when facing practical applications. This article
summarizes the current blockchain privacy protection and supervision methods, analyzes the implementation principles
and existing problems of these methods, and finally looks into the future research directions of blockchain privacy protec-
tion and supervision technologies.
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Figure 1 Blockchain framework
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Figure 3 Coinjoin
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Figure 4 Decentralized coin mixing(Citation [8])
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