#o L i3 i B %4 %M Vol. 6 No. 3
2021 4£ 5 H Journal of Cyber Security May, 2021

—HRE A ESA RE = P ERARIP A

= 12 Y12 2 53 1
il 3=, R®eea Y, x|l M5, KAFE
U B RS B DA Jbst B E 100093
2 o [ Rl 2 B oK M 45 ) e 4Bt bt D 100049
PRAFRTM ALK AR EHE 16802

WE  ZUHEAER—RE O B, LR RS 1T B =28 T BT SR T, = v S T I 5 7 i e kg, i,
T BN AA D4 BHASSZ BT 6 WA R R BT . SRS ]l sy 2 3k 2 LI W A7
P, TN AT DR P SR IR (A AT BRI B ) o A SN DR R FUMTL N 1R o 3 4 S 52 W A7 PR B B, 24 HCoper 7
%, HCoper £ CPU W #B5E U & HE, (RIE2HAINEE] RAM 1. HCoper R key-encryption-key 45 #5252
WRE, ISZRFZ N 2 %5 BSR4 CPU S A7esH, Biin 2 %50 th = %8 s J5 74 RAM H . HCoper $04T I
WU EIR, B S TR R O N4 B CPU A7 8 AT N 11 4. HCoper 1Fh Xen FIP A%, W7 1R ILARREFE U
F) A % CPU 27 /7 #% « HCoper B 70 AFL A2 AN A TSR 2%, [ CRAE S (RT3 380, Bl %8 A2 NHE R A R
M. SEEG4E BRI, HCoper AJAT RS A5 A 3N B RS 1) A7 DR R, JHL A R 1) 1 e R S 532 i 2 P 42 o

REER  AAFIRIEEGT WA GE; w0, st
FEESES  TP393.08 TP309.2 DOIS 10.19363/J.cnki.cnl0-1380/tn.2021.05.12

A Method of Protecting Tenants’ Secret Keys
against Insider Attacks

HE Yun'?, JIA Xiaoqi'?, LIU Peng’, ZHANG Weijuan'

! Institute of Information Engineering, Chinese Academy of Science, Beijing 100093, China
2School of Cyber Security, University of Chinese Academy of Science, Beijing 100049, China
*Pennsylvania State University, Pennsylvania 16802, U.S.

Abstract Cloud computing has been seen as the next innovative computing model and has made a tremendous impact on
the traditional Information Technology (IT) architecture over the past years. However, cloud computing also faces new
security challenges. For example, the cryptographic keys or passwords in the guest VM’s memory are vulnerable to mem-
ory-based attacks (e.g., memory dump attacks) launched by malicious insiders. A rogue cloud operator can take a memory
dump of the guest VMs by executing simple commands, then extracts sensitive data (e.g., plaintext of secret keys) from
the memory dump files. In this paper, to protect the customer’s secret keys against memory dump attacks, we proposed an
approach named HCoper, which implements all cryptographic computations entirely within the CPU, without any secret
keys loaded into the RAM. HCoper is a key-encryption-key architecture performing dynamic scheduling of secret keys to
support multiple keys for multiple applications. The master key is stored in CPU registers, the data-encryption keys are
encrypted by the master key and then stored as cipher-text in the RAM. When HCoper is working, the data-encryption
keys will be decrypted and then directly loaded into CPU registers for encryption computation. We implement HCoper as a
kernel module of Xen to prevent other malicious processes from accessing the CPU registers that hold the master key or
data-encryption keys. HCoper provides the tenants with cryptographic computation services that are secure against mem-
ory dump attacks launched by malicious insiders. Meanwhile, experiments demonstrate that our implementation of HCo-
per defends against insider threats effectively and it only introduces reasonable performance overhead.
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