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Abstract JavaScript engine is critical part of any browser. Many attacks of browser are launched from JavaScript engine
that bringing strong demand to industry for vulnerability analysis of JavaScript engine. In this paper, we propose a new
subtree type-sensitive gray box testing technology for JavaScript engine, and implement a prototype System that called
ILS. Through designing a subtree type sensitive mutation strategy based on the path feedback fuzzing framework with
syntax analysis on JavaScript code, ILS could greatly improve the effectiveness of test cases generation, that driving
higher code coverage and vulnerability discovery capabilities. By comparing ILS with other typical tools Superion and
CodeAlchemist on three familiar JavaScript engines (i.e., Jerryscript ,ChaKraCore and JavaScriptCore), ILS could reach
36% more seed generation efficiency, 72% more line coverage, 80% more function coverage, and find 100% more bugs in
24 hours. Moreover, ILS found 26 new bugs in this three JavaScript engines.
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Figure 1 CVE vulnerability exposure statistics for mainstream JavaScript engines
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5: if there are any parsing errors then

6: return

7: endif

8: ctx = VISIT(seed _ast) // ctx is the visiting
node according to G

9: while czx do

10: typetree[ TYPEID(ctx)] = typetree[TYPEID
(ctx)] U {GETTEXT(ctx)}

11: VISITCHILDREN(ctx)

12: endwhile

13: endfor

14: foreach tree in typetree do

15: CREATETABLE(tree.id)

16: INSERTTABLE((tree[id])

17: endfor
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/lid 1is the type

name, interval is the set of subtree’s location

3: parse in into AST in_ast according to G

4: if there are any parsing errors then

5: return

6: endif

7: ctx = VISIT(in_ast) // ctx is the visiting node
according to G

8: while czx do

9: subtree[ TYPEID(ctx)] = subtree[ TYPEID(ctx)]
U { GETTEXT (ctx)}

10: VISITCHILDREN(ctx)

11: endwhile

12: foreach tree in subtree do

13: foreach s in tree[id] do

14: count = 10000/subtree.size()/tree[id].size()

15: foreach i in count do

16: ret = replace s in in_ast’s copy with type-
tree[id][random()]

17: T=T U {ret}

18: endfor

19: endfor

20: endfor

21: return T

PUNASCH — N7 VR4 417 TLS 1) AR -
I 7a 105005 1 AR IR R T, 181 7o A4 50E
2 IR . Kl 7a S R R 8 s
W, RN AR T R T T
SRR U, AR T R SR BER R T I
TR . M program M R TTA6 VT [ TEIEH,
B <EOF>M 715 fi 45 W, 5 1] 45 R nT AR B 7 1
PRALRT B A A A T, sk 2 P, 1d
TR TRIEAY, Text Fom TR A4

1 function a(){ return true;};

2 var f=function(){a()}; 1 vara=1;

(a) An example original seed (b) An example test input

7 TIN5

Figure 7 The original seed and test input
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sourceElements
| sourceEme\l‘Elemem | | source:Element |
| functionDeclaration | | statement |
\
function a () { | | functionBody | | emptyStatement | | variableStatement |
| VariableD*eclaration |
(7T [
| return | | expressionSequence | | function ( ) { | | functionBody |
statement
v
expressionSequence
arguments
0
8 FRIEEW AST
Figure 8 Abstract Syntax Tree
Fz2 BE7aBIEEDABAMNELEINAR SourceElements. Statement Z525AI ) 1-#, 5

Table 2 The type and context obtained through syn-
tax analysis from figure 7a

Id Text
Literal true
Arguments 0
Initialiser = function(){a()}
t true;
FunctionBody feturn trues
a()
ReturnStatement return true;
LiteralExpression true
true
ExpressionSequence
p q a()
FunctionExpression function(){a()}
ArgumentsExpression a()
IdentifierExpression a

FEIRIZRBL T A e By, W 7b i ik
IHTAFEIRR 3. MRIIEREER 3 TP 1d RS T
HeohZe 2 AT Id R, TR R 3 S
I, R frs:

1 var a = true; //Id 24 Literal
2 var a = function() {a()}; //Id 4 Initialiser
3 var a = true; //Id 4 LiteralExpression
16 W 5 A ok B R iE BE A4 B Program .

MR BERE LN, AT BB R AR 572 ¥

B, 3 = AN RIRIR R AT T
RHRE, EHAMREM b2 R, (AR IR
AR, PO BRI LT I 2R B, AR A
AR T HIA, gk 2 3458 10 A
GEEN-S T EE

*3 7b BIEZE D NBERRBINAS
Table 3 The type and context obtained through syn-
tax analysis from figure 7b

Id Text
Literal 1
Initialiser =1
NumericLiteral 1
LiteralExpression 1

F1ILS AHEE, Superion (1) %5 i S 2 Jp I8
(1), IRAEAE R 0 I Ik 25t AR 2 i, anlEl 7b
I 1 K] 7a I a() 8 #e, ARk var a=a(), &i&
& TypeError. {Hi& LS [F] 28 70— 45 8 55 S 5l 2 Ik
/DIX ), Literal R AT 1 H R RER 2 R)2E
1) true TR, AL RGBT A ) var a = true,

A DA 4 fgéfr 5 | B384 7
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3.4 LIS

ARICAE AFL JE6h B, ] C/CHE 5 SEIL TR
R U ) I BN R 48 ILS. % ARG
ANTLR 4PYE 540 T E R i b 1264737 1%
OF BT AREIL AN AT, SREAILG Bl 7 (1) 2 07 A
[FZRALF R, 2 A2 BBy, T ANTLR 4 %)
TR A N BEAT 1) o0 A R L 43 B, BEATLN 7Bt
Hh Bk gk [ 2SR 1) 1B R el e N R RS T AR
FSCHT TR 481

ERGRSFAT AFL Btk getgst B brik
AP PR TR, I R A a6 R R, R H AR AR
o 5 R, W E DRI . 1 LiZRE B ST
J&, B IR S IRV 1k AT LA A 5 4 Ak VE 2 B Ak
Z(In XML f# AT ) 247K

4 KIS

41 SKERE

T EUE ILS A e, ASCK LB Y
Superion I CodeAlchemist BH4T 5240 Lk, E3R 1 B
FIH TR T H b, Superion A2 3% 7B 4% 5 [ B0k
DR v i R T 5 #EAH K JavaScript 513 H k&
LT 23 ANAKNTF) Bug, CodeAlchemist A4 j 1)
ORI TP LR T, #EAHSC JavaScript 5%
FORILT 11 ANRFIM Buge A CHIXPIA T H BT
SISO, AT DAL ILS D7 vk Se ik

AT i N A IR RE g AR A SR fE
AT R PATHE 4 D TTTHHEATPERE B el
RILGE ) e Re ATt TR 1A Rk AR R Re )
ST MR A5 B IR I B AN KR UE, BRfE A EARTR
BRI T R AR AR sl i A R )T
JavaScript 52 FIBCRIIA K e UL E 2, — M BE L
A AL RN A9 AN e 4 JavaScript 5| &A@ bz
175 PATHE R BN T H h HE— 3, &Ko
I A 25 %

AR AN TFIRI JavaScript 5% JerryScript.
ChakraCore Al JavaScriptCore 1F Nl X%,
JerryScript i 44 2.2.0, ChakraCore fiiA % 1.12.0.0-
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beta, JavaScriptCore iiA 4 2.27.4. JerryScript #& — A
T R R B R JavaScript 514, & H ik
AR, HFEARKH CPU [TEREFI N A7 (A
ChakraCore & Microsoft Edge % #% " Chakra
JavaScript 5| #1100 84> - JavaScriptCore j& WebKit
W5 2% 1) JavaScript AT 51855y, WebKit & — M5
5 B RS 1%, E 3 FF Safari. iBook ! App
Store, LLAz&Ff Mac £4¢, i0S Al Linux “F4 .

H TP SIS I R EITAY, ARSCHIX 3 A
BN THASHATH 4 DMIFATH TSR, IR
UE[R]IIZAT 4 A JavaScript 513, 76— @ FEEE_FARTY
RGGHIRI 2P

LEMR H ) 77 1H, XF JerryScript 51 # UL T
1698 AR FH 5, %I ChakraCore 5%t 4 T 1766
ANUER A, %) JavaScriptCore 5| 2L T 2713 4>
URAWAEE(ZS

SEUe BT R HLAS it 564G N A7 1 Dell
PowerEdge R740, 14 &%k 64 {71 Ubuntu 18.04.
AL 22 FLABAH O AR MR N ), — A 0k i 1]
J3 24 h, FrLAASCA ) JavaScript 513K 24 he
THRONA B A RENLEE, Prl EE AT 10 KR,
XA 7 75 2% . MY R0 . AT 3 B P 2 {E
HEATRTEE, FEXTEE 10 20256 i i A 0 A 2
4.2 ImiE %L RE

FAHEAT 10 7K 24 h 52505, Bug KIUEHL N 4
Ji7R. {E Bug RILAHJ71HI, ILS #HELT Superion $&7+
T 100%. CodeAlchemist AN FEXT JerrySeript 514
HEATIAR, 117 ELAE ChakraCore 11 JavaScriptCore 5 | %
HHHAAT I Bug. 3 5 TEANAIH T U EASCE /R
], ILS BRI T Bug HARGE R, LRI 26 AR
") Bug. 7t JerryScript 5%, LRI 22 4> Bug, {1
$5 1 4~ Use-After-Free. 3 4~ Buffer Overflow. 2 4~
Stack Overflow. 1 /> Memory Corruption £1 15 4~
Assertion Failure. 7E ChakraCore 5|41, —JIL& 31 3
A~ Assertion Failure. f£ JavaScriptCore 5%, —J&
KL 1 A Memory Corruption. HiT CodeAlchemist
A KN Bug, FTLABAH AN 5 HEATXE,

%4 24hBug RIIFERXTLL
Table 4 The comparison of Bug discovery in 24 hours

JS Engine ILS Superion CodeAlchemist
Jerryscript 18 9 N/A
ChakraCore 2 1 0
JavaScriptCore 1 0 0
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&5 ILS ZIH) Bug
Table 5 The Bugs found by ILS

# JS Engine Bug Type Status Superion
1 Bug-3748 Use-After-Free Fixed \
2 Bug-3749 Buffer Overflow Fixed X
3 Bug-3753 Stack Overflow Fixed \
4 Bug-3819 Assertion Failure Fixed \
5 Bug-3820 Assertion Failure Fixed x
6 Bug-3821 Assertion Failure Fixed \
7 Bug-3822 Assertion Failure Fixed \
8 Bug-3823 Assertion Failure Fixed \
9 Bug-3824 Assertion Failure Fixed X
10 Bug-3825 Assertion Failure Fixed \
11 ) . Bug-3830 Memory Corruption Fixed x
12 femyseript 2.2.0 Bug-3834 Assertion Failure Fixed x
13 Bug-3835 Assertion Failure Fixed \
14 Bug-3845 Assertion Failure Fixed x
15 Bug-3869 Assertion Failure Fixed <
16 Bug-3870 Buffer Overflow Fixed X
17 Bug-3871 Buffer Overflow Fixed X
18 Bug-3880 Assertion Failure Fixed S
19 Bug-3881 Assertion Failure Fixed x
20 Bug-3934 Stack Overflow Fixed X
21 Bug-3935 Assertion Failure Fixed x
22 Bug-3936 Assertion Failure Fixed \
23 Bug-6453 Assertion Failure Confirmed \
24 ChakraCore 1.12.0.0-beta® Bug-6454 Assertion Failure Confirmed x
25 Bug-6455 Assertion Failure Confirmed x
26 JavaScriptCore 2.27.4° Bug-212460 Memory Corruption Fixed x

43 REEZRA

LERORHINA T, ACRH 7 25 2 2 Aty A 45 R 0
INHI AR UE, REfS AR EARIL H ORI T ()
B, AR A6 A8, B T RE R IUBN ) Bug.

AL R JerryScript #1 JavaScriptCore #H4T T
T8 25 RN LB, IR afl-covP Wi 4R 78 o5 R A5 B,
2E LR ILS. Superion A1 CodeAlchemist %[ ACHSAT
T i RN R B e AT R TE, ILS 1R TR A
“h CodeAlchemist A SCHFMIA JerryScript #4514,
It LA AT AT JerryScript AT 51 48 17 55 2600 L.

X JerrySeript, SEEGEERME 9 Frox. 7EARY
AT7E 5% 7, 1ILS AHEL T Superion $2 71 48%, £ A
B o %71, ILS AHEL T Superion 3271 41%.

X} JavaScriptCore, S5 Z5 R0l 10 is. &

AT 7 5% I, ILS AL Superion #£ 7 T 72%, #H
Lt CodeAlchemist $2 T} 48%; 7EpR%UE o I, ILS AH
Lt Superion $2 7+ 80%, ALt CodeAlchemist $2 7 58%.
4.4 ML AHIERRES

Az BEI AT P T JavaScript 5 2RISR
R AR 8 R, — AR BRI T R AFL,
BEMLAZ 5 7 A B I P 9 e AR B2 e, oA
T RAFT G R DY TR VE N, b 5 | 2ok 1 4 4k 2
AT, PrLARMER IR G2 AT I ) Bug.

K11 SR 7 AR Bl F )4 15 2 1Y) S &5
ILS. Superion F1 CodeAlchemist [¥]>F-¥4%5 52 73 51
I 46.16%, 58.74%1 72.49%. KK ILS 7E&: e 1H4
AR TR R S B AT R A, BT BLILS 1)
ReferenceError £z &2 1), {Hi& ILS e 210K

@ https://github.com/jerryscript-project/jerryscript/issues/created_by/ow1337
@ https://github.com/microsoft/ChakraCore/issues/created_by/owl337

® https://bugs.webkit.org/show_bug.cgi?id=212460
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Figure 9 The comparison coverage rate of JerryScript
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Figure 11 The error Comparison of new seeds

ILS
TypeError

DA R, B R G Superion $ETF
T 36%, bt CodeAlchemist #2717 21%.
45 HITHERES

AT I 28 7 B I TR) Y H AR R A AT 1
OB, PRAT PR, AT T B A AN ) N R I
] Bug.

ALEGETE 10 YL BAEAN T H A B IR 51 4
#, HPBH S B4R TavaScript 51 #EAFYIZITIK

. 75 JerrySeript 314, FIPITHE ILS H
Superion EFPFEAE T 3.03 {X; 7 Chakracore 5%,
SERPATHCR ILS L Superion FEFP AL T 1.01 4%, 7E
JavaScriptCore 5%, BRI HATHE ILS
Superion #EFPFER T 2.6 7.

ILS $ATH K Lt Superion A7 4K HEMAK
YAHZEA K, B8 &R RTTBE T, XA
AT 22 5 T AR

5 S&E5itE

ARICVEAN 43T T %F X JavaScript 512 B ROR 03
FOR, A B AR B ot BB I AE S8 Bty | 48—
P TR SR U JavaScript 5135 K &k 7 vk
ILS. 1% 7 yki@ i %) JavaScript AU BEATHEVE 04T, 2
T AT BN 5328, I AEAR e B A H [R] S8 2y



130 Journal of Cyber Security {5 B4 #2021 /£ 7 H, # 6 4, 4 W

F6 BUMITERIMLL
Table 6 The execution rate pre second comparison
JS Engine ILS Superion CodeAlchemist
JerryScript 105.11 108.14 N/A
ChakraCore 27.93 28.94 0.53
JavaScriptCore 23.88 26.48 0.51
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