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Abstract In order to cope with the lack of a platform for comprehensive evaluation of adversarial attacks on artificial
intelligence (AI) methods in the area of signal, and also the evaluation indicators on images cannot be fully applicable to
signals, a comprehensive evaluation platform is proposed to test the adversarial attacks on Al methods for signals. Consid-
ering the essential difference between signal and image, 10 indicators in 4 aspects (misclassification, imperceptibility, sig-
nal characteristics, and calculating cost) were proposed to comprehensively evaluate the 8 attack methods commonly used
today. The results show that the performance of individual attack on signals seems to be different from that on images, and
the misclassification and imperceptibility of the attack method, the signal characteristics and the calculation cost also have
a mutual limitation. All of these can provide a deep insight to better understand and further defense against such adversar-
ial attacks in the area of signal.
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Figure 1 Platform indicator structure
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Figure 2 Overall platform architecture
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Figure 3 Waveform of the samples
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