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Abstract With the rapid development of quantum computing technology, traditional public-key cryptosystems are being
threatened by deciphering. The transition from existing encryption technology to post-quantum cryptographic schemes
with quantum security is a research hotspot in cryptography at this stage. Among the existing post-quantum cryptographic
schemes, the cryptographic scheme based on lattice problem has become one of the most potential PQC schemes due to its
advantages of small public key, fast speed and good diversity. As the crucial component in lattice-based PQC schemes,
Secure Hash Algorithm-3 (SHA-3) is used as hash functions and extendable-output functions to generate streams of un-
iformly random numbers, which are then sampled as the pseudorandom matrix or noise polynomials. Considering the great
demand for PQC schemes in future diversified applications, the implementation of SHA-3 faces the challenge of limited
hardware resource and high performance. In this paper, an efficient hardware architecture of SHA-3 is presented, which is
two times unrolled with two inside pipeline registers (IPR) inside of the transformation round and two output pipeline reg-
isters (OPR) between adjacent rounds. The proposed design can be employed in all SHA-3 modes and support both
one-block and multi-block messages. Firstly, through analyzing the characteristics in detail, this paper simplified the orig-
inal 64-bit round constants in z operation of Keccak-p[1600,24] to 7 bits in order to reduce resource consumption. Second-
ly, a novel pipeline technique inside of the transformation round is developed. Compared with the conventional pipeline
technique, it divides the critical path precisely and improves the speed while keeping the resource consumption at a low
level. Thirdly, a SHA-3 architecture based on unrolling and pipelining technology is proposed. Unrolling reduces the
number of cycles needed for operation. Pipelining brings the advantages of improving the speed and the amount of mes-
sages that can be hashed in parallel. With this composite architecture, the throughput can be further enhanced. To the best
of our current knowledge, this paper presents the most high-speed and efficient hardware implementation of SHA-3 on
Xilinx Virtex-6 FPGA: maximum frequency of 459 MHz and hardware efficiency (throughput/area) of 14.71 Mbps/Slices.
When compared to the state-of-the-art related designs, our implementation can realize a 10.9% improvement in max fre-
quency and 28.2% improvement in hardware efficiency.

BifEE: 55, mi-ar5EE, Email: yorkchen576@qq.com.
AUEA B E R B ARRHF IS EIH (No. 61874163), 5K AAREHFA I A 2120 H (No. 62134002)% B .
WA H 91: 2021-08-30; &% H 48: 2021-10-13; 52K H H1: 2021-10-19



A A5 T T A R R SHA-3 AR T et

33

Key words post-quantum cryptography; hash algorithm; hardware implementation; SHA-3

1 35l5

PR AR R ST RIL AN R I
1 28 B R AR PR A BB A T AT . S (I
7k, AT 2 10 2 A T AR B IR AL 2 1
5 24, W41 Shor &1 Hknl DAIAE £ i
() N 23 fif R BB SR At 2 O 8, DRI TR R A
BRI RSAL ECC. DSA. ElGamal %%, X/
B8 o e A 85 R0 3 B /N SRR AR 22 4 Tt 1) 5 XA
ATE R O THAR PRI S, 5 & P
(Post-Quantum Cryptography, PQC).iz [fij 2

2020 47 J1, {6 NIST A4 5 &1 % i br it
HESRNASE AR, TR SR A S S,
RS A 22 Ak B REHRAE O AN i PG, LA
NP, THEEEET, TIREZFEM R, B AR
foy ANEIE L S E. R, FE TR PQC TR
A EEMFR SN M. 2 EL T EH,
SHA-3 {F 4 AP E B 4200 51 AN AT DO A
SHEATHOH, R AT CAR= A B AL AL LR, AT
TR AR B L AR R 1 BN TN
T Bk — 5 VEIE I G 1 2050 7 ZE 11 SHA-3 iR L
K. WLLES], BN =P PQC R P A
DHET R SHA-3 H%. 7Ei 248007 Eh,
SHA-3 pRECEE LT, T4 20%0 1
(R % 1 T Ak 2 B,

F1 F=ZREEFEEHEDH SHA-3 KE
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Figure 1 Sponge construction of Keccak
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Table 2 Value of round constants
RC[0]  0x0000000000000001 RC[12] 0x000000008000808B
RC[1]  0x0000000000008082 RC[13] 0x800000000000008B
RC[2]  0x800000000000808A RC[14] 0x8000000000008089
RC[3]  0x8000000080008000 RC[15] 0x8000000000008003
RC[4] 0x000000000000808B RC[16] 0x8000000000008002
RC[5]  0x0000000080000001 RC[17] 0x8000000000000080
RC[6]  0x8000000080008081 RC[18] 0x000000000000800A
RC[7]  0x8000000000008009 RC[19] 0x800000008000000A
RC[8]  0x000000000000008A RC[20] 0x8000000080008081
RC[9]  0x0000000000000088 RC[21] 0x8000000000008080
RC[10]  0x0000000080008009 RC[22] 0x0000000080000001
RC[11]  0x000000008000000A  RC[23]  0x8000000080008008
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Table 3 Value of simplified round constants

SRCI[0] 0b0000001 SRC[12] 0b0111111
SRC[1] 0b0011010 SRC[13] 0b1001111
SRC[2] 0b1011110 SRC[14] 0b1011101
SRC[3] 0b1110000 SRC[15] 0b1010011
SRC[4] 0b0011111 SRC[16] 0b1010010
SRC[5] 0b0100001 SRC[17] 0b1001000
SRC[6] 0b1111001 SRC[18] 0b0010110
SRC[7] 0b1010101 SRC[19] 0b1100110
SRC[8] 0b0001110 SRC[20] 0b1111001
SRC[9] 0b0001100 SRC[21] 0b1011000
SRC[10] 0b0110101 SRC[22] 0b0100001
SRC[11] 0b0100110 SRC[23] 0b1110100
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Figure 3 Pipeline Registers in the Transformation Round
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Table 4 Comparison result of SHA3-512 with related works

SCHER FPGA B KA (MHz) Pt (Slices) A4 (Gbps) R (Mbps/Slices)
AR Virtex-6 459 1498 22.03 14.71
[7] Virtex-6 397 1649 9.55 5.80
[14] Virtex-6 310 1249 7.43 5.95
[15] Virtex-6 414 1432 9.93 6.93
[16] Virtex-6 391 2296 18.77 8.17
[17] Virtex-6 392 4117 37.63 9.14
[9] Virtex-6 344 1406 16.51 11.47
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