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Abstract As early as 1985, zero-knowledge proof was proposed by Goldwasser, Micali and Rackoff. In recent years,
blockchain, a new technology, is becoming familiar to people. Due to the application and development of blockchain, great
progress has been made in the implementation of related structures of zero-knowledge proof. At the same time, with the
research on quantum computer, many traditional cryptographic schemes are under serious threat. Therefore, how to con-
struct a cryptographic scheme that is both efficient and resistant to quantum attacks is a new difficult problem in the field
of cryptography.

Range proof is one kind of special zero-knowledge proof protocol. Range proof can be applied in various practical
applications, such as electronic voting system or anonymous credential scenarios, to ensure anonymity and privacy. In this
kind of protocol, the prover can convince the verifier that he knows a secret integer which belongs to an open continuous
integer interval. The prover does not leak any information about the secret value, other than the fact that it lies in the cer-
tain interval. Usually, this secret integer will be hidden by encryption schemes or commitment schemes. But the present
range proofs are either not quantum resistant or very inefficient in practical application. What’s worst, the range sets that
can be proved are limited. In other words, if we need to prove a secret integer that belongs to any range, the existing
schemes can not do it. In view of the above problems, in this paper, we propose two more efficient lattice-based range
proof schemes which are all post-quantum schemes. In the first scheme, we give an efficient range proof for Regev’s clas-
sical encryption scheme. In contrast to the present range proof schemes, our range proof scheme can prove the encrypted
secret integer that belongs to arbitrary integer range. Specifically, it can prove that the secret integer a is in the range

[a,B], where a, pB are the integers in Z .In the meantime, we also give an efficient range proof for KTX08 com-
mitment scheme. The protocol can prove that the committed values are in [0,2°], where d is the integer in Z,. Com-

pared with the present lattice-based range proofs, our range proofs have smaller soundness error and lower communication
costs.
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Table 3 Comparison of Communication Costs between Protocol 2 and Protocol in Reference [9]
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