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Abstract Speech plays an important role in human-computer communications. It contains not only textual and seman-
tic information, but also has additional information on the gender, age and emotion of the speaker. The development of
deep neural network has significantly improved the performance of miscellaneous tasks on speech processing. There-
fore, products based on intelligent speech processing using deep learning have been applied to mobile terminals, vehi-
cle-mounted devices, smart home and so on. Accurate recognition of speech is an important basis for trusted interaction
between human and device, so the security issues involved in speech transmission has attracted a lot of research. Fool-
ing deep learning models using adversarial examples is a hot research topic in recent years. The attacker can mislead a
deep neural network by just making slight changes to a data example, which brings potential security risks to the appli-
cation of deep learning model. Voice recognition is also faced with security threats from adversarial examples, but there
are significant differences from other fields (e.g., image recognition) in the methods of attack and defense using adver-
sarial examples. Therefore, it is of great significance to study the attack and defense methods of voice adversarial ex-
amples. In this paper, based on the introduction of related concepts of adversarial examples, by taking automatic
speech-to-text recognition and speaker recognition as two typical tasks, we summarized the typical attack methods of
adversarial examples for voice recognition systems in recent years by following the ways from white-box to black-box,
from digital attacks to physical attacks and from specific carrier voice to universal carrier voices. Furthermore, in the
view of the configuration of classifiers boundaries, we categorized the defense methods proposed recently and investi-
gated how those methods work. Finally, we summarized the technical difficulties of the attack and defense methods of
adversarial examples for voice recognition at present, and the future directions of the attack and defense of adversarial
examples for voice recognition were predicted.
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Figure 1 Three typical methods of the defense against voice adversarial examples
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